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VOSS Management before 8.2



VOSS IP mgmt prior to 8.2 (still applies to VSP8600) =

Control plane

A Switch mgmt via

Data plane
OOB port
Circuitless IP Vr VLAN 40
Brouter |1/2 IP-1 | ,L VLAN 30
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— Circuitless IP t VLAN 20
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A Out -of-band: OOB Ethernet port

A Inband : Any IP address configured
on default GRT (vrf -0)

CPU selects OOB vs. Inband exclusively
based on MgmtRouter and GRT routes
A If OOB and GRT are IP routed

together, can resultinnon -
functional asymmetric routing

Mgmt traffic initiated by switch over
inband , selection of source IP

ambiguous:
A GRT IP interface corresponding to
next -hop IP for destination non  -ISIS
route

A GRT ISIS Source IP for ISIS route

A Need to configure fixed source IP to
use/advertise for some protocols:
RADIUS, SNMP, Syslog, LLDP,
SONMP, etc..

NOTE: No OOB port on XA1400,
VSP4850, VSP4450

A VSP4850 support up to VOSS7.1.x
only



VOSS IP mgmt prior to 8.2 (still applies to VSP8600)

(1]

interface mgmtEthernet  mgmt \
ip address < ip >/<mask>
ntrol plan exit
ontro pane — router vrf  MgmtRouter
Data plane 15 ip route <net> <mask> < nexthop >weight< val >
___/Kexit /
OOB port Router
vrf -
[Circuitless IPIag VLAN 40
) interface loopback <id>
ip address < ip >/<mask>
exit
Brouter |1/2 VLAN 30
o interface gigabitEthernet <port>
brouter vlan <vid> subnet < ip >/<mask>
—[Circuitless P o IP-3 VLAN 20 exit
pnterface vlan <vid>
o~ ip address < ip >/<mask>
\/1L AN 10
Brouter 1/ exit




VOSS IP mgmt priorto 8.2 V DVR Leaf =
A A DVR Leaf does not actually

have a full IP stack for the
DVR interfaces

Control plane A The GRT DVR interfaces

Data plane cannot be used for

mgmt
OOB port

exit

DVR Leaf only
router  isis
inband - mgmtip <ip >

VLAN 40

A Instead, a Circuitless IP was
created in GRT, but using a
new command as the
AN EADIHYANde NAK WAAANNG
AeenkAQL 8§ ANOw OQeAR
IS not available on a DVR Leaf
node

VLAN 30

— Circuitless 1P | g iDVR'Z [ VLAN 20
GRT )
wvrf -0
Y DVR-1 VLAN 10

vV UV




Pre -8.2 mgmt asymmetrical routing problems
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OOB segment
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Control plane

Firewall

Data plane
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VLANZO D

e
U . | Mgmt segment

External IP router

A mgmt initiated packet (e.g. SNMP Request, or SSH TCP Syn) destined for a VSP inband GRT IP address

Prior to 8.2, VSP might send response (SNMP Response, or SSH TCP SynAck ) via OOB port, if the OOB has a
valid IP route

Communication will fail, for SNMP, SSH, Telnet; but ICMP ping works, so very confusing!
Recommendation pre  -8.2: keep OOB network separate; do not configure a default route in MgmtRouter VRF



VOSS Management from 8.2 onwards



VOSS IP mgmt 8.2 with Segmented Mgmt Interface
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( A
I Segmented gl @ei (12
I Mgmt
: Interface
Y L Control plane
Data plane A
OOB A
port 4
Circuitlg C VLAN4O D A
V
Brouter 1/2 C vianzo A
Circuitless IP Q IP-3[C  wvianzo DA
GRT )
wvrf -0 ¥
Brouter 1/J——— IP-UZNZAIP-2f~ v D A

Switch mgmt via 3 unambiguous IP

interfaces:
A mgmt oob
A mgmt clip

A mgmt vlan
mgmt clip can be assigned to any VRF/GRT
mgmt vlan can be assigned to any VLAN

When switch responds to mgmt request,
response will now always use same mgmt
interface request arrived on

A No more problems with asymmetrical
mgmt routing

No need to configure source IP for mgmt
protocols

For which mgmt IP LLDP and SONMP
should advertise, any of the 3 mgmt
interfaces can be selected

MgmtRouter vrf-512 becomes obsolete

A CLI show commands & SNMP MIB are
maintained and will now show
Segmented Mgmt IPs for it

NOTE: No OOB port on XA1400, VSP4450



VOSS IP mgmt 8.2 with Segmented Mgmt Interface
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I Segmented
I Mgmt
: Interface

OOB port

enable

Brouter 1 .

[ mgmt vlan  <vid>

ip address< ip

exit

mgmt oob

ip address < ip >/<mask>
enable
ip route <net>/<mask> next - hop < nhop> [weight<  val >]

[force - topology

-ip ]

enable
[force - topology

exit

mgmtclip [vrf <name>]

ip address < ip >/32

-ip ]

>/<mask>

ip route <net>/<mask> next
[force - topology

-ip ]

- hop < nhop > [weight <

~

val >]

/

~ %

N
Circuitless IP
Brouter 1/]|iIP-1

GRT
wvrf -0

4,7

D

=

IP-3 [ VLAN 20
L

IP-2 VLAN 10

D

A IPv6 also supported (except on XA1400)

A force -topology -ip

A
A

A Gotchas!
A

A
A

Determines which mgmt IP used in LLDP
advertisements

Will advertise both IPv4 and IPv6 if both
configured

if switch booted without a config (ZTF defaults)
mgmt vlan will already be created for  vlan 4048

Bf BA uaer B?ran kN WNAAK ANDZy
configuring a mgmt IP does not automatically

turn off mgmt  dhcp -client; remember to turn
that off:

no mguticglient



Segmented Mgmt Interface

- quick -config -mgmt

(1]

I Segmented
I Mgmt

: Interface w
ey o e e e e e

OOB port

mgmt clip IP

Brouter 1/2

mgmt oob IP

Brouter 1/]|i

A quick -config -mgmt

Integrated interactive script
to configure segmented
mgmt IP interfaces

Useful if starting afresh with

~

/

IPv4 only is supported
Can setup only one interface

Management CLIP is not

s mgmt vilan [P
_____ Control plane
Data plane A
8.2 or later
ﬁSP8000- 1:1#% quick - config - mgmt
Welcome to the management interface setup utility.
You will be requested for information to initially configure the switch.
When finished the information will be applied and stored as a part of the configuration.
Once the basic parameters are configured, additional configuration can
C proceed using other management interfaces. Press q to abort at any time.
Management interface types:
1 - Out of band management port
3 - In-band port - based VLAN
Please enter management interface type or "g" to quit. [1]:
— & — A
. — A
Circuitless IP Q IP-3 VLAN20 D .
S~ at a time
GRT )
wvrf -0y
IP-1 P2 vianio > supported
KAYAP2



Segmented Mgmt Interface

vV DHCP Client

(1]

mgmt oob mgmt vlan <vid>
enable mgmt oob IP enable
exit exit
mgmt dhcp - client  oob mgmt dhcp - client  vlan
s : ~ ) Control blane A New segmented mgmt interface comes
New Zero-Touch Defaults (8.2) | — }= P with new DHCP Client
mgrztngglz Data plane A Only formgmt vlan and mgmt oob
exit A Create and enable the mgmt interface type
mgmt vian 4048 then enable dhcp -client on it
bl . . .
s snene A In practice this will only be used when the
dhcp - client cycle VSP boots up in the new 8.2 and 8.3 zero -
\_ - touch factory defaults, which introduce the
Circuitl concepts of the onboarding Private -VLAN
Ircultle < VLAN 40 (4048) and ETREE | -SID (15999999) and
N~ ) where all VSP ports are enabled and
members of PVLAN 4048
A Thisnewzero -Ane? Ot WDANRA? Aaw B
Brouter 1/2 < VLAN 30 ) applies when the VSP is booted
N — without any config file
/—\ A N(I)?TE: this does not g%)lydto Lh%S()vId q
. . | — Wk eean Qe N&riydefdusAiv -t ¢ Ot
Circuitless IP|Ng 3 |IP-3_  VLAN20 ) produces the original default config
GRT where all ports are disabled and
f -0 ) members of VLAN 1
VI -U Y A dhcp -cli le mode will
| — p -client cycle mode wi
Brouter 1/]|7 IP-1 IP-2 VLAN 10 alternatively try and obtain a DHCP IP
Q/ ~~— > on either the oob or vlan interfaces
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VOSS IP mgmt 8.2 V¥ no more asymmetrical routing

OOB segment

| Segmented
e =TT '4;\o
nterrace
L_____N 1T T TI= (P11
irewall
.---. Extreme
Management Center’

. | Mgmt segment

External IP router

A Segmented mgmt interfaces use Linux VR contexts
A If amgmt request is received on mgmt clip, the switch response will always use the same mgmt interface
A For switch initiated messages (RADIUS Requests, SNMP Traps, Syslog, etc..) per mgmt interface routes are
inspected and valid route metrics applied
A Default metric weights: clip = 100, vlan =200, oob =300
A Static routes can be configured for mgmt vlan & mgmt oob (and different weight configured)
A For mgmt clip, the IP routes of the associated VRF/GRT apply (always with weighting 100)



Segmented Mgmt Interface: L3 BEB / L3 Router

=

mgmt oob IP

I Segmented
I Mgmt
: Interface

Control plane

OOB port

Circuitle

Data plane

VLAN 40

Brouter 1/2

VLAN 30

Circuitlgss IP Q IP-3

VLAN 20

5 GRT L

Y YV

Brouter 1/1———{IP-1k A7/ IP-2

VLAN 10

vV VUV V

A Ifthe VSPisa L3 BEB (oranon -

A

Fabric IP router), inband _
management must use mgmt clip

A The mgmt vlan interface

Wrte?ADZv Aenan kN

The mgmt clip interface can be
associated with the GRT (as
before) but can now also be easily
associated with any VRF

A If IP Shortcuts or L3VSN is
enabled on the GRT/VRF, the
mgmt clip will automatically be
redistributed even if
redistribution of directs is not
enabled

Note that management via a GRT
Circuitless IP was already best
practice pre -8.2 for L3 BEBs

A The mgmt oob interface can also

be used



Segmented Mgmt Interface: L2 BEB / L2 Switch =

________________ <
,’Segmented mgmt oob P A Ifthe VSP is a L2 BEB (or non -
| Mgmt ' CPU Fabric L2 switch), inband
| Interface gt vien 1P L management must use
L. _ [ e || S !} Control plane mgmt vlan

/ T PalaBals A The mgmt clip cannot be

OOB port used

= A There are no IP addresses
Z configured on the GRT

A There are no VRFs

T viana D
A The mgmt vlan interface can
be associated with any
P v D platform VLAN already
R } CETTES created on the switch
( \ A The mgmt oob interface can
74 v 7 o D also be used




Segmented Mgmt Interface: DVR Leaf, GRT mgmt =

mgmt oob IP

I Segmented :
I Mgmt mgmt clip IP CPU
|
Interface }I
I\ ________ A _____ !} Control plane
/‘ __\ Data plane
OOB port

VLAN 40

VLAN 30

VLAN 20

VLAN 10

D
O
D
D

A A DVR Leaf is a special case as it

A

IS a L3 BEB in the data plane but
a L2 BEB from a configuration
management perspective

If mgmt will be done over the
GRT then mgmt clip can be used

A This will be equivalent to the
pre -8.2 inband -mgmt -ip

However, on a DVR Leaf, the
mgmt clip can only be
associated with GRT

A As a DVR Leaf does not have
any locally configured VRFs

A The mgmt oob interface can also

be used



Segmented Mgmt Interface: DVR Leaf, VRF mgmt =

(T T T T T T T T T aeneeee—m N
| Segmented mgmt oob IP
I Mgmt
N O e ) Control plane
/' _-\ Data plane
OOB port

v

VLAN 40

VLAN 30

VLAN 20

VLAN 10

A ADVR Leaf is a special case as it is a L3 BEB
in the data plane but a L2 BEB from a
configuration management perspective

A 1f mgmt will be done over a VRF then mgmt
vlan should be used

A Once mgmt vlan created, creation of a
platform VLAN using the same vid will
be allowed

An | -SID will need to be configured on
the platform VLAN

The DVR Controllers should have an IP
VRRP interface for this same | -SID
associated with the VRF used for
management

Do not configure DVR on this VLAN !

A Local DVR interfaces on the same
mgmt VRF will not be IP routed directly
to the mgmt  vlan but will be able to
reach it via the DVR Controller

A The same approach using mgmt vlan could
also be used for GRT management

A The mgmt oob interface can also be used



Segmented Mgmt Interface: L3 BEB special cases =

(
I Segmented gl @ei (12
I Mgmt
: Interface
N — g Control plane
Data plane
OOB port
Circuitlgss IIE’ C VLAN 40
J -
Brouter 1/2 IP-1 (__ VLANS0
. . { /
Circuitlgss IP L VLAN20
—>
Brouter 1/]|i IP-LLONAIP-2 [ VLANIO

A In some cases, it might be
necessary to configure mgmt
even on a L3 BEB:

A XA1400 or VSP running Fabric

vilan

Extend over a dedicated VRF

and it is desired to reach the
switch on that VRF from the
Internet (e.g., Cloud -1Q) or from
WAN underlay

VSP7400 or VSP4900 with FIGW
VM and it is desired to SSH/FTP
the VM from the VSP host switch

In both the above cases a mgmt

clip also exists for normal  inband
mgmt
If a mgmt vlan is created on a

VLAN which already has an IP
address in the GRT/VRF, then the
mgmt vlan IP must be made the
same_as that IP address

A All three mgmt interfaces can be
used in this example



Segmented Mgmt Interface: L3 BEB mistake to avoid! =

I Segmented
I Mgmt
: Interface

mgmt oob IP

Control plane

OOB port

Circuitless IP

Brouter 1/2

Circuitless IP

Brouter 1/1———{IP-1k A7/ IP-2

/‘ _\ Data plane
\. vV Z

L~

( , VLAN 40

IP-1 ,L vLAN 30
=

i VLAl 20

\ 4

L

VLAN 10
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A

For a L3 VSP (BEB or non -Fabric),
management via a GRT  Circuitless IP
was already best practice pre  -8.2 for L3
BEBs

However, some customers may not
have followed that best practice, and
used a GRT VLAN IP for managing all of
their L3 BEBs and L2 BEBs alike

A This did work pre -8.2

However, this approach will NOT work
properly on a L3 BEB with the new
Segmented Mgmt interface

A The mgmt vlan IP can only be
reached if traffic destined to it
enters the VSP switch on the same
VLAN

A If the traffic destined to it enters
the switch on a different IP
interface of the same GRT/VRF,
then it will not get IP routed to the
mgmt vlan IP destination



Segmented Mgmt Interface: L3 BEB mistake to avoid!

(1]

OOB segment

Firewall

NV

—

—‘a‘ﬁ‘.\"

Extreme
Management Center’

Mgmt segment

External IP router

A In this example, the VSP mgmt vlan IP cannot be reached because the mgmt
packet entered the switch on a different IP interface

A This is true even if a routing VLAN IP is already also configured on the underlying
platform VLAN and IP routing is possible between both IP interfaces

A This is a mistake. As the VSP is clearly a L3 router, mgmt clip must be used



