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How XIQ-SE executes Python code

2

Script Interpreter Runtime

1. Process metadata
2. replace metadata with user input
3. Syntax validation
4. Inject extensions (internal APIs)
5. Compile to a Java class
6. Execute in Java class

user dialog
update variables 

emc_vars / emc_cli / emc_nbi / emc_results

running in WildFly (AKA JBOSS)

syntax check initialize & executecompilerun dialog

based on Python 2.7.x
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Management Center Python Script

 Python script entered in XIQ-SE

 Python script runs on XIQ-SE

 Python scripts communicates with 
devices via CLI

Python
Script

XIQ-SE

XOS
VSP
ERS
SLX
VDX

3rd party

emc_cli.send(“show vlan”)

CLI Command output

SSH
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XIQ-SE Python API: emc_vars
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XOS
VSP
ERS
SLX
VDX

3rd party

XIQ-SE

DB populated via network discovery

myVar = emc_vars[key]

Where key:
serverIP server IP address
serverVersion server version
serverName server host name
time current date at server (yyyy-MM-dd)
date current time at server (HH:mm:ss z)
username XIQ-SE user name
userDomain XIQ-SE user domain name
auditLogEnabled true/false if audit log is supported
scriptTimeout max script timeout in secs
scriptOwner scripts owner
deviceName DNS name of selected device
deviceIP IP address of the selected device
deviceId device DB ID

deviceLogin login user for the selected device
devicePwd logon password for the selected device
deviceSoftwareVer software image version number on the device
deviceType device type of the selected device
deviceSysOid device system object id
deviceVR device virtual router name
cliPort telnet/ssh port
isExos true/false. Is this device an EXOS device?
family device family name
vendor vendor name
deviceASN AS number of the selected device port selected ports
vrName selected port(s) VR name ports all device ports
accessPorts all ports which have config role access
interSwitchPorts all ports which have config role interswitch
managementPorts all ports which have config role management
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emc_vars
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build in advance when the script is executed

depends on the context (Device, NAC, Alarm,…)

print emc_vars["deviceIP"]

newVar = emc_vars["deviceIP"]

emc_vars["deviceIP"] = "1.2.3.4"

import json
print json.dumps( emc_vars, sort_keys=True, indent=2 )

print emc_vars

expose the emc_vars content

never write in emc_vars, always work with a copy
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XIQ-SE Python API: emc_vars
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vlan_id = int( emc_vars[‘input_vlan_id’]  )
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build-in Python classes
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Using device CLI (SSH / telnet)

result = emc_cli.send("show telnet sessions")

cli_lines = result.getOutput()get returned data

result.isSuccess()
result.getError()

handle errors
(transport only)

send command

true/false
string

string
multi line

OOB-R11# show telnet sessions
Session/Unit  Host
------------ ------------------
1/1           192.168.1.30
OOB-R11#

show telnet sessions
Session/Unit  Host
------------ ------------------
1/1           192.168.1.30
OOB-R11#

send command

CLI prompt
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Using device CLI (SSH / telnet)

emc_cli.send('disable telnet')

output = emc_cli.send('show telnet').getOutput()

cli_results = emc_cli.send('show telnet')

result = cli_results.getOutput()

just execute
not recommended

get an object back
recommended

get a string back
not recommended
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Using device CLI (SSH / telnet)

def sendCmd(cmd):

cli_results = emc_cli.send( cmd )

if cli_results.isSuccess() is False:
print 'CLI-ERROR: ' + cli_results.getError()
return False

return cli_results.getOutput().splitlines()[1:-2]

send command

is the transport okay?

catch error message

separate each line
ignore first and last line

> Session/Unit  Host
> ------------ ------------------
> 1/1           192.168.1.30

resultLines = sendCmd("show telnet sessions")

for line in resultLines:
print "> " + line
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Using device CLI (SSH / telnet)

def sendConfigCmds(cmds):
for cmd in cmds:

cli_results = emc_cli.send( cmd )

if cli_results.isSuccess() is False:
print 'CLI-ERROR: ' + cli_results.getError()
return False

return cli_results.getOutput().splitlines()[1:-2]

send command

loop through the list

is the transport okay?

provide last result

config = '''
enable
configure terminal
username <NAME> <NAME> rw
'''

config = config.replace('<NAME>', userName)

sendConfigCmds( config.splitlines() )

multi line string

replace string with string

separate each line
and call the function
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def getVlanList(): 
regex = re.compile(r"^([^\s]+?)\s+(\d+)\s")
vlans = {}
cmds = []

cmds.append( 'show vlans brief' )

cli_result = sendConfigCmds( cmds )

for line in cli_result:
result = regex.search( line )
if result:
vlanName = str( result.group(1) )
vlanId = int( result.group(2) )
vlans[vlanName] = vlanId

return vlans

catch CLI output using REGEX 
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admin@EX2200-1> show vlans brief
Ports

Name           Tag       Primary Address           Active/Total
Demo           9         10.10.9.1/24                 0/3
MGMT-NET       10                                     0/1
STORAGE        99                                     0/1
default                                               1/20

{master:0}
admin@EX2200-1>

Regular Expression (REGEX)

^([^\s]+?)\s+(\d+)\s

Quantifier
+ one or more
+? one or more (not so greedy)

matching Operator
\s space or tab
\d digit (number)
[^\s] negate (anything except space)

Anchor
^ begin of the string

group 1 group 2

group 0

Demo
MGMT-NET
STORAGE
default

CLI scraping
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XIQ-SE Python API: emc_cli
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 Example to get all VLANs from device
collect VLAN information

from VOSS and EXOS via CLI

def getVlanList():
import re

voss_re = re.compile(r"^(\d+)\s+([^\s]+?)\s")
exos_re = re.compile(r"^([^\s]+?)\s+(\d+)\s")
vlanId = 0
vlanName = ''
vlans = {}
cmds = []

if emc_vars["family"] == "VSP Series":
cmds.append('enable’)
cmds.append('show vlan basic’)

if emc_vars["family"] == "Summit Series":
cmds.append('show vlan’)

cli_result = sendConfigCmds( cmds )

if cli_result: 
for line in cli_result:

if emc_vars["family"] == "VSP Series":
result = voss_re.search(line)
if result:

vlanId = int( result.group(1) )
vlanName = str( result.group(2) )

if emc_vars["family"] == "Summit Series":
result = exos_re.search(line)
if result:

vlanId = int( result.group(2) )
vlanName = str( result.group(1) )

if result:
vlans[vlanName] = vlanId

return vlans

vlans = getVlanList() 

print '#####################################’

for vlanName,vlanId in vlans.iteritems():
print " VLAN: " + vlanName + "[" + str(vlanId) + "]"

def sendConfigCmds(cmds): 
for cmd in cmds:

cli_results = emc_cli.send( cmd )

if cli_results.isSuccess() is True:
return cli_results.getOutput().splitlines()

else
print 'CLI-ERROR: ' + cli_results.getError()
return False

Platform

Regular expression

CLI commands
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Device CLI handling
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Using device CLI (SSH / telnet)

emc_cli.send("reboot", False )
emc_cli.send("y", False )

emc_cli.setSessionTimeout( 60 )

emc_cli.setMaxCliOut( 5242870 )

don't wait for the prompt

change the default timeout (30)

change the default buffer (524287)

emc_cli.getCliRule()
emc_cli.setCliRule("Avaya (Rapid City)")

get current prompt recognition
change prompt recognition

emc_cli.close()close CLI session

Please be aware that only up to 520 kB CLI buffer can be handled.
In example, show tech will not work for some platforms
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Using device CLI

emc_cli.send("show vlan brief")

emc_cli.close()
emc_cli.setCliRule( None )
emc_cli.setSSHEnabled( None )

emc_cli.setIpAddress("20.0.20.32")
emc_cli.setCliRule("Avaya (SynOptics)")

emc_cli.send("show vlan brief")

change device session context

close the session
release the prompt detection
release session type (not required)

open the session
use the device context prompt detection

change the device context

only if really needed!
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Using device CLI (prompt detection)

/usr/local/Extreme_Networks/NetSight/appdata/scripting/CLIRules.xml
/usr/local/Extreme_Networks/NetSight/appdata/scripting/myCLIRules.xml

emc_cli.setCliRule("Avaya (Rapid City)")

don’t touch !

yours
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System Python scripts
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System Python Scripts/Workflows (not recommended)

from xmclib import emc_vars
from xmclib import logger
from xmclib import cli
from device import api
from device.deviceutils import DeviceUtils

try:
family = api.get_device_family()
if family and family != DeviceUtils.UNKNOWN_FAMILY:

emc_results.put("deviceFamily", family)
else:

emc_results.setStatus(emc_results.Status.ERROR)
except Exception as e:

cli.process_exception(e, emc_results)

The use require inside knowledge need you don’t have.
Guessing and reverse engineering isn’t a good choice.

no need to import

link to Java classes
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Debugging
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Debugging

dump emc_vars dictionary

import json

print json.dumps(emc_vars, sort_keys=True, indent=4)

Script Name: Dump emc_vars
Date and Time: 2019-11-19T11:58:20.446
XIQ-SE User: mnikulski
XIQ-SE User Domain: 
IP: 20.0.20.41
{

"STATUS": "1", 
"abort_on_error": "true", 
"accessPorts": "", 
"auditLogEnabled": "", 
"date": "11/19/2019 11:58:19 AM", 
"deviceASN": "4261418025", 
"deviceCliType": "SSH", 
"deviceIP": "20.0.20.41", 
"deviceId": "244", 
"deviceLogin": "rwa", 
"deviceName": "VSP4450-1", 
"devicePwd": "rwa", 
"deviceSoftwareVer": "8.0.0.0", 
"deviceSysOid": "1.3.6.1.4.1.2272.206", 
"deviceType": "VSP-4450GSX-PWR+", 
"family": "VSP Series", 
"interSwitchPorts": "", 
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write messages to LOG facility
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internal logging

from xmclib import logger

logger.debug("this is my debug message")
logger.info ("this is my info message")
logger.warn ("this is my warning message")
logger.error("this is my pain error message")

is not recommended

think about XIQ-SE LOG level !
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Send syslog message from Python script

import socket

###################################################################
def addXmcSyslogEvent(severity, message, ip=None):

severityHash = {'emerg': 0, 'alert': 1, 'crit': 2, 'err': 3, 'warning': 4, 'notice': 5, 'info': 6, 'debug': 7}
severityLevel = severityHash[severity] if severity in severityHash else 6

session = socket.socket(socket.AF_INET, socket.SOCK_DGRAM, 0)
session.connect( ('1.2.3.4', 514) )

if ip:
session.send("<{}> XIQ-SE Script {} / Device: {} / {}".format(severityLevel,scriptName(),ip,message))

else:
session.send("<{}> XIQ-SE Script {} / {}".format(severityLevel,scriptName(),ip,message))

session.close()

###################################################################

addXmcSyslogEvent('info', 'Hello World!')

is not recommended
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import logging

logFormat = '%(asctime)s %(levelname)-8s [%(filename)s:%(lineno)d] %(message)s'

logging.basicConfig( level=logging.DEBUG, format=logFormat)

logging.debug('This message should go to the log file')
logging.info('So it should be')
logging.warning('And this, too')
logging.error('this is not good')
logging.critical('even worse')

Debugging Display logging (STDOUT)

2019-11-13:12:16:53,470 DEBUG    [test.py:8] This message should go to the log file
2019-11-13:12:16:53,470 INFO     [test.py:9] So it should be
2019-11-13:12:16:53,470 WARNING  [test.py:10] And this, too
2019-11-13:12:16:53,471 ERROR    [test.py:11] this is not good
2019-11-13:12:16:53,471 CRITICAL [test.py:12] even worse

1
2
3
4
5
6
7
8
9
10
11
12
13
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import os
import logging

logFormat = '%(asctime)s %(levelname)-8s [%(filename)s:%(lineno)d] %(message)s'
loggFileName = emc_vars['deviceIP'].replace('.','_') +'-'+ time.strftime("%Y%m%d-%H%M%S") +'.txt'
loggDirectory = str( os.path.abspath( os.path.join( emc_vars['jboss.server.log.dir'] +'/')))

logging.basicConfig(level = logging.DEBUG,
format = logFormat,
filename = loggDirectory + loggFileName,
filemode = 'w')

logging.debug('This message should go to the log file')
logging.info('So it should be')
logging.warning('And this, too')
logging.error('this is not good')
logging.critical('even worse’)

Debugging better to write your own log file

overwrite the file
'w+' will append

2019-11-13:12:16:53,470 DEBUG    [test.py:13] This message should go to the log file
2019-11-13:12:16:53,470 INFO     [test.py:14] So it should be
2019-11-13:12:16:53,470 WARNING  [test.py:15] And this, too
2019-11-13:12:16:53,471 ERROR    [test.py:16] this is not good
2019-11-13:12:16:53,471 CRITICAL [test.py:17] even worse

10-0-8-11_20191112-134855.txt

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

executed LOG level
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Debugging write to STDOUT + file
import logging
logFile = '/tmp/'+ emc_vars['workflowName'].replace(' ', '_') +'_'+ time.strftime("%Y-%m-%d_%H-%M-%S") +'.log'
log = None

########################################################################
def setupLogger():

global log
log = logging.getLogger()
log.setLevel( logging.DEBUG )

screen = logging.StreamHandler()
screen.setLevel( logging.INFO )
screen_formatter = logging.Formatter('%(asctime)s.%(msecs)03d %(levelname)-7s %(message)s', datefmt='%H:%M:%S')
screen.setFormatter( screen_formatter )
log.addHandler( screen )

if emc_vars['DEBUG'].lower() == 'true':
log.info("write LOG file " + logFile)
file = logging.FileHandler(logFile, mode='a', encoding='utf-8')
file.setLevel( logging.DEBUG )
formatter = logging.Formatter('%(asctime)s %(levelname)-7s [%(filename)s:%(lineno)d] %(message)s')
file.setFormatter( formatter )
log.addHandler( file )

########################################################################
def main(): 

setupLogger()
log.info("Hello World!")

########################################################################
main()
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Debugging write to STDOUT + Syslog
import logging
log = None

########################################################################
def setupLogger():

global log
log = logging.getLogger()
log.setLevel( logging.DEBUG )

screen = logging.StreamHandler()
screen.setLevel( logging.INFO )
screen_formatter = logging.Formatter('%(asctime)s.%(msecs)03d %(levelname)-7s %(message)s', datefmt='%H:%M:%S')
screen.setFormatter( screen_formatter )
log.addHandler( screen )

syslog = SysLogHandler(address = 1.2.3.4')
if emc_vars['DEBUG'].lower() == 'true':

syslog.setLevel( logging.DEBUG )
else:

syslog.setLevel( logging.INFO )
formatter = logging.Formatter('%(asctime)s.%(msecs)03d %(levelname)-7s %(message)s', datefmt='%H:%M:%S')
syslog.setFormatter( formatter )
log.addHandler( syslog )

###############################################################
def main(): 

setupLogger()
log.info("Hello World!")
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Debugging write to STDOUT + Syslog + File
import logging
logFile = '/tmp/'+ emc_vars['workflowName'].replace(' ', '_') +'_'+ time.strftime("%Y-%m-%d_%H-%M-%S") +'.log'
log = None

########################################################################
def setupLogger():

global log
log = logging.getLogger()
log.setLevel(logging.DEBUG)

screen = logging.StreamHandler()
screen.setLevel( logging.INFO )
screen_formatter = logging.Formatter('%(asctime)s.%(msecs)03d %(levelname)-7s %(message)s', datefmt='%H:%M:%S')
screen.setFormatter( screen_formatter )
log.addHandler( screen )

syslog = SysLogHandler(address= '1.2.3.4’)
syslog.setLevel( logging.INFO )
formatter = logging.Formatter('%(asctime)s.%(msecs)03d %(levelname)-7s %(message)s', datefmt='%H:%M:%S')
syslog.setFormatter( formatter )
log.addHandler( syslog )

log.info("write LOG file " + logFile)
file = logging.FileHandler(logFile, mode='a', encoding='utf-8')
file.setLevel( logging.DEBUG )
formatter = logging.Formatter('%(asctime)s %(levelname)-7s [%(filename)s:%(lineno)d] %(message)s')
file.setFormatter( formatter )
log.addHandler( file )

########################################################################
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Advice
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tip & tricks
import sys

if emc_vars["family"] == 'Summit Series':
print "INFO: detect EXOS switch"

else:
print "WARNING: device family '%s' is not supported" % emc_vars["family"]
sys.exit(1)

will ignored under XIQ-SE

###################################################
def main():

if emc_vars["family"] == 'Summit Series':
print "INFO: detect EXOS switch"

else:
print "WARNING: device family '%s' is not supported" % emc_vars["family"]
return

###################################################

main()

Recommended under XIQ-SE
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