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ISIS Accept policies to stop routing loops
Goal

VSP9k1

VSP9k3 5/4 VSP9k4

VSP9k2

= Both VSP9k1 & VSP9k2 redistribute OSPF routes into ISIS

= |SIS has a higher preference (7) than OSPF (20,25,120,125)
— Lowest numerical value = highest preference

= Need to ensure that VSP9k1 & VSP9k2 do not learn from each other
the OSPF routes as ISIS routes




ISIS Accept policies to stop routing loops

Interfaces used

VSP9k1

v

VSP9k3 5/4

VSP9k2

\

VSP9k4

A

interface gigabitEthernet 5/4,5/8,5/20,5/24
no shutdown
exit

interface gigabitEthernet 4/4,4/8
no shutdown
exit




ISIS Accept policies to stop routing loops
MLT config

VSP9k1

-~

VSP9k3 5/4

VSP9k4

VSP9k2

mlt 1 enable
mlt 1 member 5/20,5/24




ISIS Accept policies
SPB Global Config

VSP9k3

to stop routing loops

VSP9k1

VSP9k2 v\|

VSP9k4

interface loopback 1
ip address 10.0.0.93/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9300
manual-area 49.0000
ip-source-address 10.0.0.93

spbm 1

spbm 1 nick-name 0.00.93

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 93

cfm spbm enable

interface loopback 1
ip address 10.0.0.92/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9200
manual-area 49.0000
ip-source-address 10.0.0.92

spbm 1

spbm 1 nick-name 0.00.92

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 92

cfm spbm enable

interface loopback 1
ip address 10.0.0.91/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9100
manual-area 49.0000
ip-source-address 10.0.0.91

spbm 1

spbm 1 nick-name 0.00.91

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 91

cfm spbm enable

E:




ISIS Accept policies to stop routing loops

SPB Interface Config

VSP9k1

isis

isis spbm 1

isis enable
exit

interface GigabitEthernet 4/4,4/8

VSP9k2

VSP9k4

interface GigabitEthernet 5/8
isis
isis spbm 1
isis enable
exit
interface mlt 1
isis
isis spbm 1
isis enable
exit

interface GigabitEthernet 5/4
isis
isis spbm 1
isis enable
exit
interface mlt 1
isis
isis spbm 1
isis enable
exit




ISIS Accept policies to stop routing loops

OSPF Config

VSP9k3 5/4

vlan members remove 1 5/8
interface gigabitEthernet 5/8
no spanning-tree mstp force-port-state enable
exit
interface GigabitEthernet 5/8
brouter vlan 3902 subnet 192.168.255.5/30
ip ospf enable
exit
router ospf
router-id 10.0.0.91
exit
router ospf enable

“|router ospf enable

vlan members remove 1 5/4
interface gigabitEthernet 5/4
no spanning-tree mstp force-port-state enable
exit
interface GigabitEthernet 5/4
brouter vlan 3901 subnet 192.168.255.1/30
ip ospf enable
exit
router ospf
router-id 10.0.0.92
exit

ﬁ, B 4/4
— | Qpp‘iﬁ
N

VSP9k1

VSP9k4

VSPOl

vlan members remove 1 4/4,4/8
interface gigabitEthernet 4/4,4/8
no spanning-tree mstp force-port-state enable
exit
interface GigabitEthernet 4/4,4/8
brouter port 4/8 vlan 3902 subnet 192.168.255.6/30
brouter port 4/4 vlan 3901 subnet 192.168.255.2/30
ip ospf enable
exit
interface loopback 1
ip address 10.0.0.94/32
ip ospf
exit
router ospf
router-id 10.0.0.94
exit
router ospf enable




ISIS Accept policies to stop routing loops

Test networks config using CLIPs

VSP9k1

VSP9k3 5/4

Net 172.16.0.0/16

interface loopback 2
— ip address 172.16.0.1/16 VSP9k?2
exit
router isis
redistribute direct
redistribute direct enable
exit
isis apply redistribute direct

= Net 192.168.10.0/24 will be an OSPF intra-
area route

= Net 192.168.20.0/24 will be an OSPF AS
external route

VSP9k4

] 1
Net 192.168.10.0/24

Net 192.168.20.0/24

interface loopback 2
ip address 192.168.10.1/24
ip ospf

exit

interface loopback 3
ip address 192.168.20.1/24

exit

router ospf
as-boundary-router enable
redistribute direct
redistribute direct enable

exit

ip ospf apply redistribute direct




ISIS Accept policies to stop routing loops
IP routes before ISIS <& OSPF redistribution

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clipl: 10.0.0.94

] 1
Net 172.16.0.0/16

] 1
Net 192.168.10.0/24

VSP9000-3:1#% show ip route

[P Route - - \/gpok2 Clipl: 10.0.0.92

DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 10 4051 1ISIsS O IBS 7
10.0.0.92 255.255.255.255 VvSP9000-2 GlobalRouter 10 4051 1ISIsS O IBS 7
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC O DB 0
172.16.0.0 255.255.0.0 172.16.0.1 - 1 0 LOC O DB 0

Net 192.168.20.0/24

VSP9000-4:1#% show ip route

DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LoC O DB 0
192.168.10.0 255.255.255.0 192.168.10.1 - 1 0 LOC O DB 0
192.168.20.0 255.255.255.0 192.168.20.1 - 1 0 LOC O DB 0
192.168.255.0 255.255.255.252 192.168.255.2 - 1 4/4 LoOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.6 - 1 4/8 LOoC 0 DB 0




ISIS Accept policies to stop routing loops
IP routes before ISIS <& OSPF redistribution

VSP9k1 Clip1: 10.0.0.91

v

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clipl: 10.0.0.94

5/24 OSPF
P

0

I 1 " I 1
Net 172.16.0.0/16 \/" Net 192.168.10.0/24

VSP9000-1:1#% show ip route

,,,,,,,,,,,, VSP9k2 Clipl: 10.0.0.92

DST MASK NEXT NH-VRF OST IF PROT AGE TYPE PRF

10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LOC 0 DB 0

10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7

10.0.0.93 255.255.255.255 VSPOONN-3 GlobalRouter 10 4051 ISTS O IRS 7

10.0.0.94 255.255.255./VSP9000-2:1#% show ip route

172.16.0.0 255.255.0.0 | =============================================================== ===

192.168.10.0 255.255.255 IP Route - GlobalRouter

192.168.20.0 255.255.255 ================================================= ====

192.168.255.0 255.255.255.|DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF

192.168.255.4 255.255.255 | == ———mm e
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOC 0 DB 0
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 192.168.255.2 GlobalRouter 11 5/4 OSPF O IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
192.168.10.0 255.255.255.0 192.168.255.2 GlobalRouter 11 5/4 OSPF O IB 20
192.168.20.0 255.255.255.0 192.168.255.2 GlobalRouter 1 5/4 OSPF O IB 125
192.168.255.0 255.255.255.252 192.168.255.1 - 1 5/4 1OC O DB 0
192.168.255.4 255.255.255.252 192.168.255.2 GlobalRouter 2 5/4 OSPF O IB 20




ISIS Accept policies to stop routing loops
OSPF = IS-IS Redistribution

VSP9k1 Clip1: 10.0.0.91

'
Clip1: 10.0.0.93 VSP9k3 5/4 d 5/8 VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

] 1
Net 172.16.0.0/16 o S/4 Net 192.168.10.0/24

VSP9k2 Clip1: 10.0.0.92

router isis
redistribute ospf
redistribute ospf enable
exit
isis apply redistribute ospf

= We can safely redistribute all OSPF routes

= As ISIS route have a default higher preference (7) there is no chance an
OSPF route can replace an existing ISIS one

=



ISIS Accept policies to stop routing loops
OSPF = 1S-1S Redistribution / Looking good...

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clipl: 10.0.0.94

] I 1
Net 172.16.0.0/16 Net 192.168.10.0/24

VSP9000-3:1#% show ip route
IP Route - GlobalRouter

DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC O DB 0
10.0.0.94 255.255.255.255 vSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
172.16.0.0 255.255.0.0 172.16.0.1 - 1 0 LOC O DB 0
192.168.10.0 255.255.255.0 VSP9000-1 GlobalRouter 10 4051 1ISIsS O IBS 7
192.168.20.0 255.255.255.0 VSP9000-1 GlobalRouter 10 4051 1ISIsS O IBS 7
192.168.255.0 255.255.255.252 vSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 vSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7




ISIS Accept policies to stop routing loops
OSPF = 1S-1S Redistribution / Looking good...

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3

VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

]
Net 172.16.0.0/16

] 1
Net 192.168.10.0/24

.168.10.0
.168.20.0
.168.255.0
.168.255.4

VSP9000-1:1#% show ip route

NEXT NH-VRF COST IF PROT AGE TYPE PRF
.255 10.0.0.91 - 1 0 LOC O DB 0
.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
.255 VSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
.255 192.168.255.6 GlobalRouter 11 5/8 OSPF O IB 20
VSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
.0 192.168.255. GlobalRouter 11 5/8 OSPF 0 IB 20
.0 192.168.255. GlobalRouter 1 5/8 OSPF 0 IB 125
0
0

.252 192.168.255.
.252 192.168.255.

GlobalRouter 2 5/8 OSPF
- 1 5/8 LOC

U1 oy 6y O




ISIS Accept policies to stop routing loops
OSPF =» IS-1S Redistribution / Oops!!

Argh!

Clip1: 10.0.0.93 VSP9k3

] 1
Net 172.16.0.0/16

VSP9k1 Clip1: 10.0.0.91

-

VSP9k4 Clip1: 10.0.0.94

VSP9000-2:1#% show ip route

DST MASK

10.0.0.91 255.255.255
10.0.0.92 255.255.255
10.0.0.93 255.255.255
10.0.0.94 255.255.255
172.16.0.0 255.255.0.0

192.168.10.0 255.255.255.
192.168.20.0 255.255.255.
192.168.255.0 255.255.255.
192.168.255.4 255.255.255.

VSP9000-1
10.0.0.92
VSP9000-3
VSP9000-1
VSP9000-3
VSP9000-1
VSP9000-1
192.168.255.1
192.168.255.2

GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter

GlobalRouter

10 4051 ISIS O IBS 7
1 0 LOC O DB 0
10 4051 ISIS O IBS 7
10 4051 1ISIS O IBS 7
10 4051 ISIS O IBS 7
10 4051 1ISIS O IBS 7
10 4051 1ISIS O IBS 7
1 5/4 LOC O DB 0
2 5/4 OSPF 0 IB 20

"




ISIS Accept policies to stop routing loops

Config ISIS Accept Policy

Clipl: 10.0.0.93 VSP9k3 5/4

Net 172.16.0.0/16

A

VSP9k1 Clip1: 10.0.0.91

Net 192.168.20.0/24

I 1
8" 5/4 Net 192.168.10.0/24

VSP9k2 Clip1: 10.0.0.92

route-map "reject" 1
no permit
enable
exit
router isis
accept adv-rtr 0.00.92
accept adv-rtr 0.00.92 route-map "reject"
accept adv-rtr 0.00.92 enable
exit
isis apply accept

route-map "reject" 1
no permit
enable
exit
router isis
accept adv-rtr 0.00.91
accept adv-rtr 0.00.91 route-map "reject"
accept adv-rtr 0.00.91 enable

exit
isis apply accept

'



ISIS Accept policies to stop routing loops
Checking - ok

Clip1: 10.0.0.93 VSP9k3

]
Net 172.16.0.0/16

VSP9k1 Clip1: 10.0.0.91

VSP9k4 Clip1: 10.0.0.94

DST

10.0.0.91
10.0.0.93
10.0.0.94
172.16.0.0
192.168.10.0
192.168.20.0
192.168.255.0
192.168.255.4

VSP9000-1:1#% show ip route

10.0.0.91
VSP9000-3

192.168.255.

VSP9000-3

192.168.255.
192.168.255.
192.168.255.
192.168.255.

GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter

COST IF

1 0

10 4051
11 5/8
10 4051
11 5/8
1 5/8
2 5/8
1 5/8

ool lNe e NoNoNo)




ISIS Accept policies to stop routing loops
Checking - ok

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clipl: 10.0.0.94

] 1 I 1
Net 172.16.0.0/16 Net 192.168.10.0/24

| VSP9K2 Clip1: 10.0.0.92

VSP9000-2:1#% show ip route
IP Route - GlobalRouter

DST MASK NEXT NH-VRF COST 1IF PROT AGE TYPE PRF
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOC O DB 0
10.0.0.93 255.255.255.255 vSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
10.0.0.94 255.255.255.255 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
192.168.10.0 255.255.255.0 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
192.168.20.0 255.255.255.0 192.168.255.2 GlobalRouter 1 5/4 OSPF 0 IB 125
192.168.255.0 255.255.255.252 192.168.255.1 - 1 5/4 LOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.2 GlobalRouter 2 5/4 OSPF O IB 20




ISIS Accept policies to stop routing loops
Checking - ok

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clipl: 10.0.0.94

] I 1
Net 172.16.0.0/16 \/ Net 192.168.10.0/24

VSP9000-3:1#% show ip route
IP Route - GlobalRouter

DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC O DB 0
10.0.0.94 255.255.255.255 vSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
172.16.0.0 255.255.0.0 172.16.0.1 - 1 0 LOC O DB 0
192.168.10.0 255.255.255.0 VSP9000-1 GlobalRouter 10 4051 1ISIsS O IBS 7
192.168.20.0 255.255.255.0 VSP9000-1 GlobalRouter 10 4051 1ISIsS O IBS 7
192.168.255.0 255.255.255.252 vSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 vSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7




ISIS Accept policies to stop routing loops
SPBM IP unicast FIB

VSP9k1 Clip1: 10.0.0.91

4

Clip1: 10.0.0.93 VSP9k3 5/4 5/8 VSP9k4 Clip1: 10.0.0.94
\ 414 276 4/8
: S.2
e S5,
__— IS '&/20 5/24 OSPF o
/ %’ 3 5‘69\ | |
4/8 ‘ N AG%:'L 4/4 Aot 109 100 2N NI
I VSP9000-3:1#% show isis spbm ip-unicast-fib
Net 172.1 SPBM IP-UNICAST FIB ENTRY INFO
VRE DEST OUTGOING SPBM PREFIX
VRE ISID ISID Destination NH BEB VLAN INTERFACE COST COST
B Oneco the |
Once the GRT - - 10.0.0.91/32 VSP9000-1 4051 4/4 10 1
. . GRT - - 10.0.0.91/32 VSP9000-1 4052 4/4 10 1
ISSue IS GRT - - 10.0.0.92/32 VSP9000-2 4051 4/8 10 1
GRT - - 10.0.0.92/32 VSP9000-2 4052 4/8 10 1
I'eSO|Ved, GRT - - 10.0.0.94/32 VSP9000-1 4051 4/4 10 11
. GRT - - 10.0.0.94/32 VSP9000-1 4052 4/4 10 11
VSP9k3 will GRT - - 10.0.0.94/32 VSP9000-2 4051 4/8 10 11
GRT - - 10.0.0.94/32 VSP9000-2 4052 4/8 10 11
GRT - - 192.168.10.0/24 VSP9000-1 4051 4/4 10 11
get the OSPF GRT - - 192.168.10.0/24 VSP9000-1 4052 4/4 10 11
: GRT - - 192.168.10.0/24 VSP9000-2 4051 4/8 10 11
rOUteS Via GRT - - 192.168.10.0/24 VSP9000-2 4052 4/8 10 11
GRT - - 192.168.20.0/24 VSP9000-1 4051 4/4 10 1
bOth VSP9k1 GRT - - 192.168.20.0/24 VSP9000-1 4052 4/4 10 1
GRT - - 192.168.20.0/24 VSP9000-2 4051 4/8 10 1
& VSP9k2 GRT - - 192.168.20.0/24 VSP9000-2 4052 4/8 10 1
GRT - - 192.168.255.0/30  VSP9000-1 4051 4/4 10 2
GRT - - 192.168.255.0/30  VSP9000-1 4052 4/4 10 2
GRT - - 192.168.255.4/30  VSP9000-2 4051 4/8 10 2
GRT - - 192.168.255.4/30  VSP9000-2 4052 4/8 10 2




ISIS Accept policies to stop routing loops
IS-IS =» OSPF Redistribution

~ VSP9k1 Clipl: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3

Net 172.16.0.0/16 518 1P routes /4

»
»

VSP9k2 Clip1: 10.0.0.92

VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

router ospf

as-boundary-router enable
redistribute isis
redistribute isis enable
exit
ip ospf apply redistribute isis

= \We redistribute all IS-IS routes

= NOTE: VSP9k1l & VSP9k2 need to be OSPF ASBRs

] 1
Net 192.168.10.0/24




ISIS Accept policies to stop routing loops
IS-1S =» OSPF Redistribution / Looking good...

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clipl: 10.0.0.94

Net 192.168.20.0/24

L e
: 5/8 IP routes /4

1 I 1
Net 172.16.0.0/16 Net 192.168.10.0/24

VSP9k2 Clip1: 10.0.0.92

VSP9000-4:14#% show ip route
IP Route - GlobalRouter

DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.93 255.255.255.255 192.168.255.1 GlobalRouter 10 4/4 OSPF O IB 125
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LOoC O DB 0
172.16.0.0 255.255.0.0 192.168.255.1 GlobalRouter 10 4/4 OSPF 0 IB 125
192.168.10.0 255.255.255.0 192.168.10.1 - 1 0 LOC O DB 0
192.168.20.0 255.255.255.0 192.168.20.1 - 1 0 LOC O DB 0
192.168.255.0 255.255.255.252 192.168.255.2 - 1 4/4 LOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.6 - 1 4/8 LOC O DB 0




ISIS Accept policies to stop routing loops
IS-1S =» OSPF Redistribution / Looking good...

Clip1: 10.0.0.93 VSP9k3

Net 172.16.0.0/16

VSP9k1 Clip1: 10.0.0.91

5/4 1P routes _5/8

VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

VSP9000-2:1#% show ip rout

DST

10.0.0.92
10.0.0.93
10.0.0.94
172.16.0.0
192.168.10.0
192.168.20.0
192.168.255.0
192.168.255.4

- 5/8 Ilrroutes‘ 5/4 y X
— Net 192.168.10.0/24
VSP9000-1:1#% show ip route
IP Route - GlobalRouter

DST MASK NEXT NH-VRF COST 1IF PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LoC 0 DB 0
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
192.168.10.0 255.255.255.0 192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
192.168.20.0 255.255.255.0 192.168.255.6 GlobalRouter 1 5/8 OSPF 0 IB 125
192.168.255.0 255.255.255.252 192.168.255.6 GlobalRouter 2 5/8 OSPF 0 IB 20
192.168.255.4 255.255.255.252 192.168.255.5 - 1 5/8 LOC O DB 0

.255.255 10.0.0.92 - 1 0 Loc 0 DB 0

.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7

.255.255 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20

.0.0 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7

.255.0 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20

.255.0 192.168.255.2 GlobalRouter 1 5/4 OSPF 0 IB 125

.255.252 192.168.255.1 - 1 5/4 1LOC O DB 0 r

.255.252 192.168.255.2 GlobalRouter 2 5/4 OSPF 0 IB 20 -




ISIS Accept policies to stop routing loops
IS-1S =» OSPF Redistribution / ... not so good

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 5/4 P routes _5/8

VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

Net 172.16.0.0/16

=%
5/8 IP routes 514

—D
»

] 1
Net 192.168.10.0/24

VSP9000-1:1#% show ip route alternative
IP Route - GlobalRouter J
OOpSI DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LOC 0 DB O
VSP9000-2:1#% show ip route [10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS 0O IBS 7
10.0.0.93 255.255.255.255 192.168.255.6 GlobalRouter 10 5/8 OSPF 0 IA 125
10.0.0.94 255.255.255.255 192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
DST MASK 172.16.0.0 255.255.0.0 192.168.255.6 GlobalRouter 10 5/8 OSPF 0 IA 125
---------------------------- 192.168.10.0 255.255.255.0  192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
10.0.0.92 255.255.255./192.168.20.0 255.255.255.0 192.168.255.6 GlobalRouter 1 5/8 OSPF 0 IB 125
10.0.0.93 255.255.255.1192.168.255.0  255.255.255.252 192.168.255.6 GlobalRouter 2 5/8 OSPF 0 IB 20
10.0.0.93 255.255.255.1192.168.255.4  255.255.255.252 192.168.255.5 - 1 5/8 1OC 0 DB 0
10.0.0.94 255.255.255. S S — S — S -
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS O 1IBS 7
172.16.0.0 255.255.0.0 192.168.255.2 GlobalRouter 10 5/4 OSPF 0 IA 125
192.168.10.0 255.255.255.0 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
192.168.20.0 255.255.255.0  192.168.255.2 GlobalRouter 1 5/4 OSPF 0O IB 125
192.168.255.0  255.255.255.252 192.168.255.1 - 1 5/4 1LOC O DB 0 F_
192.168.255.4  255.255.255.252 192.168.255.2 GlobalRouter 2 5/4 OSPF 0 IB 20 A




ISIS Accept policies to stop routing loops
Config no IP alternative routes

. VSP9K1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

p— Net 192.168.10.0/24

——/VSPQkZ Clip1: 10.0.0.92

ISIS routes are preferred over OSPF ones, so the “alternative” OSPF routes that VSP9k1 & VSP9k2 learn from
each other for ISIS networks that have been re-distributed into OSPF will not get installed

However, if those ISIS routes were to become unavailable (e.g. reboot of VSP9k3) then both VSP9k1 &
VSP9k2 would immediately remove the ISIS routes and replace them with these alternative OSPF routes,
which would cause a temporary routing loop, with VSP9k1 & VSP9k2 temporarily announcing those routes
back into SPB (which is where they originated from)

To avoid this, one could also create OSPF Accept policies to prevent VSP9k1 & VSP9k2 from learning OSPF
routes from each other (as we did for ISIS); however a better and more general solution is to simply disable
alternative IP routes on the border routers, which is what we are doing here. This approach will also work if the
OSPF cloud is replaced with a RIP cloud (where accept policies would not work)

Net 172.16.0.0/16

no ip alternative-route




ISIS Accept policies to stop routing loops
IS-1S =» OSPF Redistribution / ... fixed!

VSP9k1 Clip1: 10.0.0.91

5/4 1P routes _5/8

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

Net 172.16.0.0/16

] 1
Net 192.168.10.0/24

—l
>

VSP9000-1:1#% show ip route alternative
IP Route - GlobalRouter
DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 Ioc 0 DB 0
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 1ISIS 0O 1IBS 7
VSP9000-2:1#% show ip route [10.0.0.94 255.255.255.255 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS 0O 1IBS 7
192.168.10.0 255.255.255.0 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
192.168.20.0 255.255.255.0 192.168.255.2 GlobalRouter 1 5/4 OSPF 0 IB 125
DST MASK 192.168.255.0 255.255.255.252 192.168.255.1 - 1 5/4 LoC O DB O
———————————————————————————— 192.168.255.4 255.255.255.252 192.168.255.2 GlobalRouter 2 5/4 OSPF 0O IB 20
10.0.0.91 255.255.255 . boo—rorororor - = = ——T—
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS O 1IBS 7
10.0.0.94 255.255.255.255 192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
192.168.10.0 255.255.255.0 192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
192.168.20.0 255.255.255.0 192.168.255.6 GlobalRouter 1 5/8 OSPF 0 IB 125
192.168.255.0  255.255.255.252 192.168.255.6 GlobalRouter 2 5/8 OSPF 0 IB 20
192.168.255.4  255.255.255.252 192.168.255.5 - 1 5/8 1LOC O DB 0 F_




ISIS Accept policies to stop routing loops
Only injecting a default route into OSPF

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 5 default route .3 VSP9k4 Clipl1: 10.0.0.94
: o 195
-7
68_255

|S;Q‘f ” _‘fﬁ 51204 {8124 OSPF

[
»

VSP9k2 Clip1: 10.0.0.92

ip prefix-list "default" 0.0.0.0/0
route-map "inject-default" 1
enable
set injectlist "default"
exit
router ospf
redistribute isis route-policy "inject-default"
exit
ip ospf apply redistribute isis

NS . ‘ I 1
Net 172.16.0.0/16 o/ default route Net 192.168.10.0/24

Net 192.168.20.0/24



ISIS Accept policies to stop routing loops
Only injecting a default route into OSPF / Seems ok

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 5 default route 3 VSP9k4 Clip1: 10.0.0.94

P '
IS m‘ 5/20

| | . | |
Net 172.16.0.0/16 o default route 5 Net 192.168.10.0/24

VSP9k2 Clip1: 10.0.0.92

Net 192.168.20.0/24

VSP9000-4:14#% show ip route

DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 192.168.255.1 GlobalRouter 10 4/4 OSPF 0 IB 125
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LoC O DB 0
192.168.10.0 255.255.255.0 192.168.10.1 - 1 0 LoC O DB 0
192.168.20.0 255.255.255.0 192.168.20.1 - 1 0 LOC O DB 0
192.168.255.0 255.255.255.252 192.168.255.2 - 1 4/4 LOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.6 - 1 4/8 LOC O DB 0




ISIS Accept policies to stop routing loops
Only injecting a default route into OSPF ...problem

Clip1: 10.0.0.93 VSP9k3

VSP9k1 Clip1: 10.0.0.91

A

VSP9k4 Clip1: 10.0.0.94

5 defaul route 3

Net 192.168.20.0/24

| | 5/ . 2 q ) I 1
Net 172.16.0.0/16 .. Net 192.168.10.0/24
VSP9000-1:1#% show ip route
IP Route - GlobalRouter -
DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 192.168.255.6 GlobalRouter 10 5/8 OSPF 0 IB 125
100 0 01 2068 208 200 200 10 0N 0N Q1 - 1 O LOC O DB O
VSP9000-2:1#% show ip route 0 4051 ISIS 0 IBS 7
1 5/8 OSPF 0 IB 20
IP Route - GlobalRouter 0 4051 ISIS O IBS 7
1 5/8 OSPF 0 IB 20
DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF 5/8 OSPF 0 B 125
—————————————————————————————————————————————————————————————————————————————————————————————————— 5/8 OSPF 0 IB 20
0.0.0.0 0.0.0.0 192.168.255.2 GlobalRouter 10 5/4 OSPF 0 IB 125 5/8 LOC O DB 0
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOC 0 DB 0
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
192.168.10.0 255.255.255.0 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
192.168.20.0 255.255.255.0 192.168.255.2 GlobalRouter 1 5/4 OSPF 0 IB 125
192.168.255.0 255.255.255.252 192.168.255.1 - 1 5/4 LOC O DB 0 F_
192.168.255.4 255.255.255.252 192.168.255.2 GlobalRouter 2 5/4 OSPF 0 IB 20 -—




ISIS Accept policies to stop routing loops
Config OSPF Accept Policy

—» VSP9k1 Clipl1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 ! default route /8 VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

' .‘, \gb. : J
I 1 :
5 default route
Net 172.16.0.0/16 v 4 Net 192.168.10.0/24
VSPYk2 Clipl: 10.0.0.92
router ospf router ospf
accept adv-rtr 10.0.0.92 accept adv-rtr 10.0.0.91
accept adv-rtr 10.0.0.92 route-policy "reject" accept adv-rtr 10.0.0.91 route-policy "reject"
accept adv-rtr 10.0.0.92 enable accept adv-rtr 10.0.0.91 enable
exit exit
ip ospf apply accept adv-rtr 10.0.0.92 ip ospf apply accept adv-rtr 10.0.0.91

= |n this setup the default route is injected into OSPF, but does not actually
exist in ISIS. That is why the disabling of alternative IP routes did not work
In this case, and we thus need to resort to OSPF Accept policies as well

=



ISIS Accept policies to stop routing loops
Only injecting a default route into OSPF ...fixed!

VSP9k1 Clip1: 10.0.0.91

<

Clip1: 10.0.0.93 VSP9k3 5 default route 3 VSP9k4 Clip1: 10.0.0.94

Net 192.168.20.0/24

-5/ default rou

—l
>

Net 172.16.0.0/16

] 1
Net 192.168.10.0/24

VSP9000-1:1#% show ip route
IP Route - GlobalRouter
DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 Ioc 0 DB 0
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS 0 IBS 7
VSP9000-2:1#% show ip route [10.0.0.94 255.255.255.255 192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS 0O 1IBS 7
192.168.10.0 255.255.255.0 192.168.255.6 GlobalRouter 11 5/8 OSPF 0 IB 20
192.168.20.0 255.255.255.0 192.168.255.6 GlobalRouter 1 5/8 OSPF 0 IB 125
DST MASK 192.168.255.0 255.255.255.252 192.168.255.6 GlobalRouter 2 5/8 OSPF 0 IB 20
———————————————————————————— 192.168.255.4 255.255.255.252 192.168.255.5 - 1 5/8 1LOC O DB 0
10.0.0.92 255.255.255 . boo—rororo= - = = ——T—
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
172.16.0.0 255.255.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
192.168.10.0 255.255.255.0 192.168.255.2 GlobalRouter 11 5/4 OSPF 0 IB 20
192.168.20.0 255.255.255.0 192.168.255.2 GlobalRouter 1 5/4 OSPF 0 IB 125
192.168.255.0  255.255.255.252 192.168.255.1 - 1 5/4 1LOC O DB 0
192.168.255.4  255.255.255.252 192.168.255.2 GlobalRouter 2 5/4 OSPF 0 IB 20 F_




ISIS Accept policies to stop routing loops

Enabling ECMP

Clip1: 10.0.0.93 VSP9k3

Net 172.16.0.0/16

VSP9k1 Clip1: 10.0.0.91

IP routes

Net 192.168.20.0/24

| | |
Tp-‘t“ S/4 Net 192.168.10.0/24
routes

VSP9k2 Clip1: 10.0.0.92

ip ecmp




ISIS Accept policies to stop routing loops
Enabling ECMP

VSP9k1 Clip1: 10.0.0.91

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clip1: 10.0.0.94

VSP9000-3:1#% show ip route
A e
! IP Route - GlobalRouter
Net 172.16.| ccccmmmeemmmeeeeeeee
DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 TISIS 0 TIBSE 7
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4052 TISIS 0 TIBSE 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 T1STIS 0 TIBSE 7
m 4 ECMP 10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4052 TISIS O IBSE 7
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 1oC 0 DB O
routes as 10.0.0.94 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 TISIS 0 IBSE 7
10.0.0.94 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 TISIS 0 IBSE 7
there are 2 10.0.0.94 255.255.255.255 VSP9000-1 GlobalRouter 10 4052 TISIS 0 IBSE 7
10.0.0.94 255.255.255.255 VSP9000-2 GlobalRouter 10 4052 TISIS 0 IBSE 7
172.16.0.0 255.255.0.0 172.16.0.1 - 1 0 1oC 0 DB O
pathS and 2 192.168.10.0 255.255.255.0 VSP9000-1 GlobalRouter 10 4051 ISIS O IBSE 7
192.168.10.0 255.255.255.0  VSP9000-2 GlobalRouter 10 4051 ISIS O IBSE 7
BVLANS 192.168.10.0  255.255.255.0  VSP9000-1 GlobalRouter 10 4052 ISIS 0 IBSE 7
192.168.10.0 255.255.255.0  VSP9000-2 GlobalRouter 10 4052 ISIS 0O IBSE 7
192.168.20.0 255.255.255.0 VSP9000-1 GlobalRouter 10 4051 ISIS O IBSE 7
192.168.20.0 255.255.255.0 VSP9000-2 GlobalRouter 10 4051 ISIS O IBSE 7
192.168.20.0 255.255.255.0 VSP9000-1 GlobalRouter 10 4052 ISIS 0O IBSE 7
192.168.20.0 255.255.255.0 VSP9000-2 GlobalRouter 10 4052 ISIS 0O IBSE 7
192.168.255.0  255.255.255.252 VSP9000-1 GlobalRouter 10 4051 TISIS 0 IBSE 7
192.168.255.0  255.255.255.252 VSP9000-1 GlobalRouter 10 4052 TISIS 0 IBSE 7
192.168.255.4  255.255.255.252 VSP9000-2 GlobalRouter 10 4051 TISIS 0 IBSE 7
192.168.255.4  255.255.255.252 VSP9000-2 GlobalRouter 10 4052 TISIS 0 IBSE 7




ISIS Accept policies to stop routing loops
Enabling ECMP

VSP9k1 Clip1: 10.0.0.91

IP routes

Clip1: 10.0.0.93 VSP9k3 VSP9k4 Clipl: 10.0.0.94

] 1
Net 172.16.0.0/16

5/3 IP routes
VE e/ |

IP routes

VSP9k2 Clip1: 10.0.0.92

e )\ Net 192.168.20.0/24

VSP9000-4:14#% show ip route

DST MASK NEXT NH-VRF COST IF PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 192.168.255.1 GlobalRouter 10 4/4 OSPF 0 IBE 125
0.0.0.0 0.0.0.0 192.168.255.5 GlobalRouter 10 4/8 OSPF 0 IBE 125
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LoC O DB 0
192.168.10.0 255.255.255.0 192.168.10.1 - 1 0 LOC O DB 0
192.168.20.0 255.255.255.0 192.168.20.1 - 1 0 LOC O DB 0
192.168.255.0 255.255.255.252 192.168.255.2 - 1 4/4 LOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.6 - 1 4/8 LOC O DB 0




ISIS Accept policies

Last tested with: 4.0.0.0_B069

Example use #2
Inter-L3VSN route redistribution
Shared Servers/Subnets




Inter VRF-L3VSN route redistribution
Goal

Green user

VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

\
\

Red user VLAN201

VLAN202
10.2.202.0/24

10.2.201.100 1455010124 e S '
VSP9k2 VSP9k4 Red user
10.2.202.100

Green users can communicate with other green users

Red users can communicate with other red users

Green and red users cannot communicate together

Both green and red users can communicate with shared server

NOTE: For this architecture we need ISIS Accept policies to be supported across all L3 BEBs
— On our roadmap, VSP4000, VSP8000 and ERS8800 are all supposed to pick up ISIS Accept policies

=



Inter VRF-L3VSN route redistribution
Interfaces used

VSP9k1 VSP9k3

5/4 4/4

5/4 4/4

VSP9k2 VSP9k4

interface gigabitEthernet 5/4,5/20,5/24,8/1
no shutdown
exit

interface gigabitEthernet 4/4,4/20,4/24,12/1,12/13
no shutdown
exit




Inter VRF-L3VSN route redistribution
SMLT Config

VSP9k1 VSP9k3
44 N7
12/1
ERS2
—
4120 |2]4s24 =<
12/1
4/4
VSP9k2 VSP9k4

vlan create 4000 name "IST" type port-mstprstp 0 vlan create 4000 name "IST" type port-mstprstp 0
interface vlan 4000 interface vlan 4000

ip address 192.168.255.1 255.255.255.252 ip address 192.168.255.2 255.255.255.252
exit exit

| |mlt 512 enable name "IST" mlt 512 enable name "IST"

mlt 512 member 5/20,5/24 mlt 512 member 5/20,5/24
mlt 512 vlan 4000 mlt 512 vlan 4000
mlt 512 encapsulation dotlg mlt 512 encapsulation dotlqg
interface mlt 512 interface mlt 512

ist peer-ip 192.168.255.2 vlan 4000 ist peer-ip 192.168.255.1 vlan 4000

ist enable ist enable
exit exit
mlt 1 enable name "ERS1" mlt 1 enable name "ERS1"
mlt 1 member 8/1 mlt 1 member 8/1
mlt 1 encapsulation dotlg mlt 1 encapsulation dotlg
interface mlt 1 interface mlt 1

smlt smlt
exit exit




Inter VRF-L3VSN route redistribution
SMLT Config

VSP9k1 VSP9k3
a4 T
12/1
ERS2
—
4120 |o|ar24 <l
12/1
4/4
VSP9k2 VSP9k4

vlan create 4000 name "IST" type port-mstprstp 0 vlan create 4000 name "IST" type port-mstprstp 0
interface vlan 4000 interface vlan 4000

ip address 192.168.255.2 255.255.255.252 ip address 192.168.255.1 255.255.255.252
exit exit
mlt 512 enable name "IST" mlt 512 enable name "IST"
mlt 512 member 4/20,4/24 mlt 512 member 4/20,4/24
mlt 512 vlan 4000 mlt 512 vlan 4000
mlt 512 encapsulation dotlg mlt 512 encapsulation dotlqg
interface mlt 512 interface mlt 512

ist peer-ip 192.168.255.1 vlan 4000 ist peer-ip 192.168.255.2 vlan 4000

ist enable ist enable
exit exit
mlt 1 enable name "ERS2" mlt 1 enable name "ERS2"
mlt 1 member 12/1 mlt 1 member 12/1
mlt 1 encapsulation dotlg mlt 1 encapsulation dotlg
interface mlt 1 interface mlt 1

smlt smlt
exit exit




Inter VRF-L3VSN route redistribution

SPB Global Config

VSP9k1

interface loopback 1

ip address 10.0.0.91/255.255.255.255
exit
spbm

5/4

VSP9k3

interface loopback 1

ip address 10.0.0.93/255.255.255.255
exit
spbm

router isis
system-id 00bb.0000.9100
manual-area 49.0000
ip-source-address 10.0.0.91
spbm 1

spbm 1 nick-name 0.00.91

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 smlt-virtual-bmac 00:bb:00:00:91:ff
spbm 1 smlt-peer-system-id 00bb.0000.9200
spbm 1 ip enable

exit

router isis
system-id 00bb.0000.9300

manual-area 49.0000
ip-source-address 10.0.0.93
spbm 1
spbm 1 nick-name 0.00.93
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 smlt-virtual-bmac 00:bb:00:00:93:ff
spbm 1 smlt-peer-system-id 00bb.0000.9400
spbm 1 ip enable
exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 91

cfm spbm enable

interface loopback 1
ip address 10.0.0.92/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9200
manual-area 49.0000
ip-source-address 10.0.0.92

spbm 1
spbm 1 nick-name 0.00.92
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 smlt-virtual-bmac 00:bb:00:00:91:ff
spbm 1 smlt-peer-system-id 00bb.0000.9100
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 92

cfm spbm enable

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 93

cfm spbm enable

VSP9k4

interface loopback 1
ip address 10.0.0.94/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9400
manual-area 49.0000
ip-source-address 10.0.0.94

spbm 1
spbm 1 nick-name 0.00.94
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 smlt-virtual-bmac 00:bb:00:00:93:ff
spbm 1 smlt-peer-system-id 00bb.0000.9300
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 94

cfm spbm enable




VSP9k1

VSP9k2

interface GigabitEthernet 5/4
isis
isis spbm 1
isis enable
exit
interface mlt 512
isis
isis spbm 1
isis enable
exit

Inter VRF-L3VSN route redistribution
SPB Interface Config

VSP9k3

VSP9k4

interface GigabitEthernet 4/4
isis
isis spbm 1
isis enable
exit
interface mlt 512
isis
isis spbm 1
isis enable
exit




Inter VRF-L3VSN route redistribution

Green VSN Config

Green user

10.1.101.0/24 |
10.1.101.100 b

VSP9k1
VL

Green user

VSP9k4

a 10.1.102.100

VLAN102
10.1.102.0/24

ip vrf green vrfid 1
vlan create 101 type port-mstprstp O
vlan mlt 101 1
vlan mlt 101 512
interface vlan 101
vrf green
ip address 10.1.101.1 255.255.255.0
ip rsmlt
ip rsmlt holdup-timer 9999
exit
router vrf green
ipvpn
i-sid 30001
ipvpn enable
isis redistribute direct
isis redistribute direct enable
exit

" |isis apply redistribute direct vrf green

ip vrf green vrfid 1
vlan create 101 type port-mstprstp
vlan mlt 101 1
vlian mlt 101 512
interface vlan 101
vrf green

ip address 10.1.101.2 255.255.255.0

ip rsmlt

ip rsmlt holdup-timer 9999
exit
router vrf green

ipvpn

i-sid 30001

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit

lisis apply redistribute direct vrf

ip vrf green vrfid 1
vlan create 102 type port-mstprstp O
vlan members add 102 12/13
interface vlan 102

vrf green

ip address 10.1.102.1 255.255.255.0
exit
router vrf green

ipvpn

i-sid 30001

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit
isis apply redistribute direct vrf green

0

green




Inter VRF-L3VSN route redistribution

Red VSN Config

» VSP9k1

ip vrf red vrfid 2
vlan create 202 type port-mstprstp O
vlan members add 202 12/13
interface vlan 202
vrf red
ip address 10.2.202.1 255.255.255.0

VSP9k3 |exit

router vrf red

ipvpn

i-sid 30002

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit
isis apply redistribute direct vrf red

Red user
10.2.201.100 , /-AN201 514 44 102,205,024
o ' 10.2.201.0/24 — :

VSP9k2v\| vspok4 113 red user
ip vrf red vrfid 2 ip vrf red vrfid 2 10.2.202.100
vlan create 201 type port-mstprstp O vlan create 201 type port-mstprstp O
vlan mlt 201 1 vlan mlt 201 1
vlan mlt 201 512 vlan mlt 201 512
interface vlan 201 interface vlan 201

vrf red vrf red
ip address 10.2.201.1 255.255.255.0 ip address 10.2.201.2 255.255.255.0
ip rsmlt ip rsmlt
ip rsmlt holdup-timer 9999 ip rsmlt holdup-timer 9999
exit exit
router vrf red router vrf red
ipvpn ipvpn
i-sid 30002 i-sid 30002
ipvpn enable ipvpn enable
isis redistribute direct isis redistribute direct
isis redistribute direct enable isis redistribute direct enable
exit exit r
" |isis apply redistribute direct vrf red | |isis apply redistribute direct vrf red -_




Inter VRF-L3VSN route redistribution
Server VRF Config

VSP9k1 VSP9k3

5/4 4/4
VSP9k2 VSP9k4

ip vrf shared vrfid 10 ip vrf shared vrfid 10
vlan create 1001 type port-mstprstp O vlan create 1001 type port-mstprstp O
vlan mlt 1001 1 vlan mlt 1001 1
vlan mlt 1001 512 vlan mlt 1001 512
interface vlan 1001 interface vlan 1001

vrf shared vrf shared

ip address 10.10.1.2 255.255.255.0 ip address 10.10.1.1 255.255.255.0

ip rsmlt ip rsmlt

ip rsmlt holdup-timer 9999 ip rsmlt holdup-timer 9999
exit exit

=




Inter VRF-L3VSN route redistribution
Checking Green VRF routes

Green user

VLAN101

Green user 10.1.101.0/24
10.1.101.100

VLAN102
10.1.102.0/24

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VSP9k2 VSP9k4

» VSP9k1 VSP9k3 10.1.102.100

VLAN202
10.2.202.0/24

Rad 1icor

VSP9000-3:1#% show ip route vrf green

NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF

10.1.101.0 255.255.255.0 VSP9000-1 green 10 4051 ISIS O IBSV 7

10.1.102.0 255.255.255.0 10.1.102.1 - 1 102 LoC O DB 0
VSP9000-1:1#% show ip route vrf green

IP Route - VRF green
NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 LOC 0 DB 0 |-
~110.1.102.0 255.255.255.0 VSP9000-3 green 10 4051 ISIS O IBSV 7 -




Inter VRF-L3VSN route redistribution
Checking Red VRF routes

Green user

VLAN101
Green user 10.1.101.0/24
10.1.101.100

VLAN102
10.1.102.0/24

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VLAN202
10.2.202.0/24

VSP9k2 VSngZ\I Rod 1icor

» VSP9k1 VSP9k3 10.1.102.100

VSP9000-4:1#% show ip route vrf red

NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF

10.2.201.0 255.255.255.0 VSP9000-2 red 10 4051 1ISIS O IBSV 7

10.2.202.0 255.255.255.0 10.2.202.1 - 1 202 LOC O DB 0
VSP9000-1:1#% show ip route vrf red

IP Route - VRF red
NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 10.2.201.1 - 1 201 LOC O DB 0 |-
~110.2.202.0 255.255.255.0 VSP9000-4 red 20 4051 ISIS O IBSV 7 -




Inter VRF-L3VSN route redistribution
Checking Shared VRF routes

Green user 10.1.101.0/24
10.1.101.100

Red user
10.2.201.100

VSP9k1 VSPIK3 « 1

VLAN102
10.1.102.0/24

VLAN101

VLAN201
10.2.201.0/24

‘ VLAN202
10.2.202.0/24
VSP9k4‘\'

VSP9k2 Rod 1icor
VSP9000-4:1#% show ip route vrf shared
IP Route -
NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF

10.10.1.0 255.255.255.0 10.10.1.2 - 1 1001 1oC O DB 0
VSP9000-3:1#% show ip route vrf shared

IP Route -
NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.10.1.0 255.255.255.0 10.10.1.1 - 1 1001 ©LoC O DB 0




Inter VRF-L3VSN route redistribution
Checkpoint

* The VSNs (L3VSN / VRFSs) have been created
* We have not configured any IP route redistribution between the L3VSNs
yet

— In the preceding slides we can see that only the IP routes within the same
L3VSN I-SID are learnt

= So right now only users within the same L3VSN can communicate

= Next step is to redistribute the shared VRF IP routes into both the Green
and Red VSNs




Inter VRF-L3VSN route redistribution
Checking available ISIS IP routes

Green user

— VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

\
\

Red user VLAN201

VLAN202
10.2.202.0/24

10.2.201.100 1455010124 s
\/S DOk ? \/SDakA
VSP9000-1:1# show isis 1lsdb ip-unicast Red user
A — e R — N 10.2.202.100
ISIS IP-UNICAST-ROUTE SUMMARY " ThIS neW

PREFIX TLV  LSP  HOST command in
I-SID ADDRESS LENGTH METRIC TYPE FRAG NAME 4.0.0.0 shows all
- 10.0.0.91 32 1 135  0x2  VSP9000-1 the avallable. IP
30001 10.1.101.0 24 1 184 0x3  VSP9000-1 routes contained
30002 10.2.201.0 24 1 184 0x3 VSP9000-1 in the ISIS LSDB
- 10.0.0.92 32 1 135  0x2  VSP9000-2
30001 10.1.101.0 24 1 184 0x3  VSP9000-2 » Note that we are
30002 10.2.201.0 24 1 184 0x3 VSP9000-2 ool
- 10.0.0.93 32 1 135  0x2  VSP9000-3 missing the
30001 10.1.102.0 24 1 184 0x3  VSP9000-3 shared VRF IP
- 10.0.0.94 32 1 135  0x2  VSP9000-4 route
30002 10.2.202.0 24 1 184 0x3 VSP9000-4 E—




Inter VRF-L3VSN route redistribution
Redist Shared VSN routes into Green & Red

VSP9k1

VLAN101
Green user 10.1.101.0/24
10.1.101.100

Green user
VSP9k3 10.1.102.100

VLAN102 \
0.1.102.0/24 =

\
\

Y \\;‘—"
& ‘ln

L3 VSN 30002

g

N

| L3 VSN 30010

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

5/4

VSP9k2

In order to redistribute ISIS IP routes
Into a VRF we need those routes to
be advertised in ISIS against a
L3VSN I-SID

So, even though the Shared VRF
does not need to be L3VSN
extended across the Fabric here, we
will need to create a L3VSN for it

anyway

4/4

VLAN202
10.2.202.0/24

VSP9k4 Red user
10.2.202:

router vrf shared
ipvpn
i-sid 30010
ipvpn enable
isis redistribute direct
isis redistribute direct enable
exit
isis apply redistribute direct vrf shared




Inter VRF-L3VSN route redistribution
Checking available ISIS IP routes again

Green user

— VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

211

VLAN101
Green user 10.1.101.0/24
10.1.101.100

by /'

S enn

L3 VSN 30002

Red user w
102.201.100 , -AN201 ST 4t 1022020124
- ' 10.2.201.0/24 - — : C’
VSP9000-1:1# show isis 1lsdb ip-unicast
—————————— Red user
ISIS IP-UNICAST-ROUTE SUMMARY 10.2.202.100
PREFIX TLV LSP HOST
I-SID ADDRESS LENGTH METRIC TYPE FRAG NAME
-------------------------------------------------------------------------------- = Now we also
- 10.0.0.91 32 1 135  0x2  VSP9000-1
30001 10.1.101.0 24 1 184 0x3 VSP9000-1 see the
30002 10.2.201.0 24 1 184 0x3  VSP9000-1
- 10.0.0.92 32 1 135 0x2  VSP9000-2 shared VRF IP
30001 10.1.101.0 24 1 184 0x3  VSP9000-2
30002 10.2.201.0 24 1 184 0x3  VSP9000-2 route
- 10.0.0.93 32 1 135 0x2  VSP9000-3
30001 10.1.102.0 24 1 184 0x3  VSP9000-3
- 10.0.0.94 32 1 135  0x2  VSP9000-4
30002 10.2.202.0 24 1 184 0x3  VSP9000-4
=
A |




Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user
—> VSP9k1 VSP9k3 10.1.102.100

VLAN101 VLAN102
Green user 10.1.101.0/24 10.1.102.0/24
10.1.101.100

Red user L VLAN202
10.2.201.100 5N . , 10.2.202.0/24
VSP9k2 VSP9k4 Red user

10.2.202.100

router vrf green .. .

isis accept i-sid 30010 enable = New ISIS Accept policies in Rel

exit 4 O

isis apply accept vrf green '

router vrf red = Here accepting all IP routes with

GXiJicsis accept i-sid 30010 enable I_SID 30010

isis apply accept vrf red




Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user

» VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

\
\

& fﬁﬁ‘*

L3 VSN 30002

VLAN202
> 0 02.0/24 P -

Red user
10.2.201.100 4,\\/,',"5,'}'4293“

VSP9000-1:1#% show ip route vrf green

5/4 4/4

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-3 green 10 4051 ISIS O IBSV 7

VSP9000-1:1#% show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 10.2.201.1 - 1 201 Loc 0 DB 0
10.2.202.0 255.255.255.0 VSP9000-4 red 20 4051 ISIS O IBSV 7




Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user
— VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

\
\

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VLAN202
10.2.202.0/24

VSP9k?2 VSP9k4

Red 1icer
VSP9000-1:1#% show isis spbm ip-unicast-fib id 30001
L SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
green 30001 30001 10.1.101.0/24 VSP9000-2 4051 IST 10 1 7
green 30001 30001 10.1.101.0/24 VSP9000-2 4052 IST 10 1 7
green 30001 30001 10.1.102.0/24 VSP9000-3 4051 5/4 10 1 7
green 30001 30001 10.1.102.0/24 VSP9000-3 4052 5/4 10 1 7
green 30001
green 30001
green 30001
green 30001

— = Lowest Pref, and lowest cost route was installed; Note pref=200 for inter I-SID



Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user
— VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

iigﬁﬁ;ﬁﬁ”,
::{ L3 VSN 30010

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VLAN202
10.2.202.0/24

Red 1icer

VSP9k?2 VSP9k4

VSP9000-1:1#% show isis spbm ip-unicast-fib id 30002
L SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
red 30002 30002 10.2.201.0/24 VSP9000-2 4051 IST 10 1 7
red 30002 30002 10.2.201.0/24 VSP9000-2 4052 IST 10 1 7
red 30002 30002 10.2.202.0/24 VSP9000-4 4051 IST 20 1 7
red 30002 30002 10.2.202.0/24 VSP9000-4 4052 5/4 20 1 7
red 30002
red 30002
red 30002
red 30002
— = Lowest Pref, and lowest cost route was installed; Note pref=200 for inter I-SID —



Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user

VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

\
\

Red user
10.2.201.100 4,\\/,',"5,'}'4293“

VSP9000-2:1#% show ip route vrf green

5/4 4/4

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.2 - 1 101 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-3 green 20 4051 ISIS O IBSV 7

VSP9000-2:1#% show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 10.2.201.2 - 1 201 Loc 0 DB 0

10.2.202.0 255.255.255.0 VSP9000-4 red 10 4051 ISIS O IBSV 7 r
S - —_—



Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user

VSP9k1 VSP9k3 < 10-1-102-100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

\
\

ot A o
enn

L3 VSN 30010

Red user ‘ L VLAN202
10.2.201.100 5N S N 10.2.202.0/2%
VSPOK2 " vsPok4 red user
10.2.202.100
1~1 1 T vrf
- NeW ISIS Accept pOIICIeS In Rel rouiiirs gccgéieril—sid 30010 enable
4 O exit
) isis apply accept vrf green
= Note that on these BEBs we are
) ; ) | |router vrf red
effectively going to achieve IP isis accept i-sid 30010 enable
. . . exit
route redistribution between the isis apply accept vrf red

local VRFs




Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user

VSP9k1 VSP9k3 « 10171627100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

\
\

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VLAN202
‘\10.2'.202.0/24

VSP9k2 VSP9k4

Rad 1icor

VSP9000-4:1#% show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 VSP9000-2 red 10 4051 1ISIS O IBSV 7
10.2.202.0 255.255.255.0 10.2.202.1 - 1 202 Loc 0 DB 0
VSP9000-3:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 VSP9000-1 green 10 4051 1ISIS O IBSV 7
~|10.1.102.0 255.255.255.0 10.1.102.1 - 1 102 Loc 0 DB 0 |-
A |



Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

u
VSP9k1 VSPOk3 « 1071102106
VLAN101 — VLAN102
Green user 10.1.101.0/24 10.1.102.0/24

10.1.101.100

Red user VLAN201

VLAN202
10.2.202.0/24

10.2.201.100
10.2.201.0/24 e ; ,
VSP9k2 VSP9k4 Red user
VSP9000-3:1#% show isis spbm ip-unicast-fib id 30001
SPBM IP-UNICAST FIB ENTRY INFO
VRFE DEST OUTGOING SPBM PREFIX IP ROUTE

VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
green 30001 30001 10.1.101.0/24 VSP9000-1 4051 4/4 10 1 7
green 30001 30001 10.1.101.0/24 VSP9000-1 4052 4/4 10 1 7
green 30001 30001 10.1.101.0/24 VSP9000-2 4051 4/4 20 1 7
green 30001 30001 10.1.101.0/24 VSP9000-2 4052 IST 20 1 7
green 30001
green 30001
green 30001

= | owest Pref, and lowest cost route was installed; Note Local route has cost=0

=




Inter VRF-L3VSN route redistribution
Accept Shared VSN routes into Green & Red VSNs

Green user
VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

iigﬁﬁ;ﬁﬁ”,
::{ L3 VSN 30010

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

‘ VLAN202
i~ . 10.2.202.0/24
VSP9K2 VSP9k4‘\| red user

VSP9000-4:1#% show isis spbm ip-unicast-fib id 30002
SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
red 30002 30002 10.2.201.0/24 VSP9000-1 4051 4/4 20 1 7
red 30002 30002 10.2.201.0/24 VSP9000-1 4052 IST 20 1 7
red 30002 30002 10.2.201.0/24 VSP9000-2 4051 4/4 10 1 7
red 30002 30002 10.2.201.0/24 VSP9000-2 4052 4/4 10 1 7
red 30002
red 30002
red 30002
= Lowest Pref, and lowest cost route was installed; Note Local route has cost=0 =



Inter VRF-L3VSN route redistribution
Checkpoint

= \We have now succeeded in redistribution the Shared VRF IP route into
both the Green and Red VSNs

= However the Green and Red users are still not able to communicate
with the Shared Server because the Shared VRF does not have a return
IP route towards the Green and Red users
— Yes packets from Green & Red Users now reach the Shared Server
— But the Shared Server’s replies will get dropped in the Shared VRF due to
no IP route to destination
= We therefore need to also redistribute the Green and Red IP subnets
into the Shared VRFs




Inter VRF-L3VSN route redistribution
Accept Green & Red VSN routes into Shared VRF

Green user
VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

Red user : VLAN202
VLANZ201
10.2.201.100 10.2.201.0/24 : ‘ 7 10.2.202.0/24
VSP9k2 VSP9k4 Red user
10.2.202.100

router vrf shared
ip isid-list users list 30001,30002
isis accept isid-list users enable

= New ISIS Accept policies it
in Rel 4.0 isis apply accept vrf shared

= Note that this time we are using an ISID-List as this is an easier way to
accept IP routes from 2 or more L3 I-SIDs




Inter VRF-L3VSN route redistribution
Accept Green & Red VSN routes into Shared VRF

Green
8

VSP9k1 VSP9k3 < 1011

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

\
\

Red user \
10.2.201.100 , /-AN201 102,205,024
10.2.201.0/24 ="
VSP9000-4:1#% show ip route vrf shared
IP Route -
0
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0  VSP9000-2 30001 10 4051 1ISIS 0 IBSV 200
10.1.102.0 255.255.255.0  VSP9000-3 30001 10 4051 ISIS 0 IBSV 200
10.2.201.0 255.255.255.0  VSP9000-2 red 10 4051 ISIS O IBSV 200
10.2.202.0 255.255.255.0  10.2.202.1 red 0 202 1ISISO IB 200
VSP9000-3:1#% [10.10.1.0 255.255.255.0  10.10.1.2 - 1 1001 LoC O DB 0
IP Route -
- N * Note how NH VRF/I-
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF SID on|y resolves to
10.1.101.0 255.255.255.0  VSP9000-1 green 10 a0s1 1s1s o 1msv 200 | VRF name if we
10.1.102.0 255.255.255.0  10.1.102.1 green 0 102 ISISO IB 200
10.2.201.0 255.255.255.0  VSP9000-1 30002 10 4051 1ISIS 0 IBSV 200 have that V.RF
10.2.202.0 255.255.255.0  VSP9000-4 30002 10 4051 ISIS 0 IBSV 200 _|_O_C_a.“§LC_O_D_ngLLLQC'. S
10.10.1.0 255.255.255.0  10.10.1.1 - 1 1001 LoC 0 DB O -




Inter VRF-L3VSN route redistribution
Accept Green & Red VSN routes into Shared VRF

Green user

VSP9k1 VSP9k3 < 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

\
\

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VLAN202
10.2.202.0/24

VSP9k2 VSP9k4

Red user
VSP9000-3:1#% show isis spbm ip-unicast-fib id 30010
SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
30001 10.1.101.0/24 VSP9000-1 4051 4/4 10 1 200
30001 10.1.101.0/24 VSP9000-1 4052 4/4 10 1 200
30001 10.1.101.0/24 VSP9000-2 4051 4/4 20 1 200
30001 10.1.101.0/24 VSP9000-2 4052 IST 20 1 200
30001 10.1.102.0/24 VSP9000-3 102 Local 0 1 200
30002 10.2.201.0/24 VSP9000-1 4051 4/4 10 1 200
30002 10.2.201.0/24 VSP9000-1 4052 4/4 10 1 200
30002 10.2.201.0/24 VSP9000-2 4051 4/4 20 1 200
30002 10.2.201.0/24 VSP9000-2 4052 IST 20 1 200
30002 10.2.202.0/24 VSP9000-4 4051 IST 10 1 200
30002 10.2.202.0/24 VSP9000-4 4052 IST 10 1 200




Inter VRF-L3VSN route redistribution
Accept Green & Red VSN routes into Shared VRF

Green user
VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

\
\

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

| TapsZ VLAN202
- Q 10.2.202.0/24
VSP9k4‘\|

VSP9k2 | Red user
VSP9000-4:1#% show isis spbm ip-unicast-fib id 30010
SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
30001 10.1.101.0/24 VSP9000-1 4051 4/4 20 1 200
30001 10.1.101.0/24 VSP9000-1 4052 IST 20 1 200
30001 10.1.101.0/24 VSP9000-2 4051 4/4 10 1 200
30001 10.1.101.0/24 VSP9000-2 4052 4/4 10 1 200
30001 10.1.102.0/24 VSP9000-3 4051 IST 10 1 200
30001 10.1.102.0/24 VSP9000-3 4052 IST 10 1 200
30002 10.2.201.0/24 VSP9000-1 4051 4/4 20 1 200
30002 10.2.201.0/24 VSP9000-1 4052 IST 20 1 200
30002 10.2.201.0/24 VSP9000-2 4051 4/4 10 1 200
30002 10.2.201.0/24 VSP9000-2 4052 4/4 10 1 200
30002 10.2.202.0/24 VSP9000-4 202 Local 0 1 200




Inter VRF-L3VSN route redistribution
Checkpoint

= \We have now succeeded in redistribution the Shared VRF IP route into
both the Green and Red VSNs

= And we have redistributed all the Green & Red user subnets into the
Shared VRF

= S0 Green & Red users can now communicate with the Shared Server

= But can Green & Red users talk to each other ?
— No, because within the Green VRF there is no IP route to reach the Red IP
subnets
= And vice-versa

— However, the same would not be the case if we had redistributed a default
route from the Shared VRF into the Green & Red VSNs

» This scenario is covered in example use #4




Inter VRF-L3VSN route redistribution
Redistribute Summarised Shared VSN routes

Green user
VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

. ——|
Red user VLAN202 ' J
VLAN201 I
10.2.201.100 10.2.201.0/24 7 A : : 10.2.202.0/24
VSP9k2 VSP9k4 Red user
10.2.202.100

= \We now have lots of Server subnets in the Shared VRF

= \We want to summarize these subnets as 1 single IP route
10.10.0.0/21




Inter VRF-L3VSN route redistribution
Shared VRF additional subnets Config

Green user

A

VSP9k1 VSP9k3

10.1.10Z2.100

VLAN101

Green user 10.1.101.0/24
10.1.101.100

VLAN102
10.1.102.0/24

|L8 30001
;g-ﬁ;fﬁ’
L3 VSN 30010

Red user
10.2.201.100

VLAN202
10.2.202.0/24

VLAN201
10.2.201.0/24

vlan create 1002 type port-mstprstp 0O VSP9k4 vlan create 1002 type port-mstprstp O
vlan create 1003 type port-mstprstp 0 vlan create 1003 type port-mstprstp 0
vlan create 1004 type port-mstprstp 0O vlan create 1004 type port-mstprstp O
vlan create 1005 type port-mstprstp 0 vlan create 1005 type port-mstprstp 0
mlt 1 vlan 1002,1003,1004,1005 1 mlt 1 vlan 1002,1003,1004,1005
mlt 512 vlan 1002,1003,1004,1005 mlt 512 vlan 1002,1003,1004,1005 —
interface vlan 1002 interface vlan 1002

vrf shared vrf shared

ip address 10.10.2.2 255.255.255.0 ip address 10.10.2.1 255.255.255.0
exit exit
interface vlan 1003 interface vlan 1003

vrf shared vrf shared

ip address 10.10.3.2 255.255.255.0 ip address 10.10.3.1 255.255.255.0
exit exit
interface vlan 1004 interface vlan 1004

vrf shared vrf shared

ip address 10.10.4.2 255.255.255.0 ip address 10.10.4.1 255.255.255.0
exit exit
interface vlan 1005 interface vlan 1005

vrf shared vrf shared

ip address 10.10.5.2 255.255.255.0 ip address 10.10.5.1 255.255.255.0
exit exit T




Inter VRF-L3VSN route redistribution
Shared VRF additional subnets Config

Green user

» VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VLAN202
10.2.202.0/24

Rad 1icor

VSP9k2 VSP9k4

VSP9000-1:1#% show ip route vrf green

— IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 LOC O DB 0
10.1.102.0 255.255.255.0 VSP9000-3 green 10 4051 ISIS O IBSV 7

= \We want to summarise the Server subnets as 1 single 10.10.0.0/21 network




Inter VRF-L3VSN route redistribution
Redist Summarised Shared VSN routes

Green user

» VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

‘fiﬁlhlgﬁ,
4 f L3 VSN 30010

102,201 200 05N NP , 10\(5.28'22.%?2% 'l |
VSP9k2 VSPYk4 Red user
VSP9000-1:1# show isis lsdb ip-unicast i-sid 30010 10.2.202.100
ISIS IP-UNICAST-ROUTE SUMMARY
PREFIX TLV LSP HOST
I-SID ADDRESS LENGTH METRIC TYPE FRAG NAME




Inter VRF-L3VSN route redistribution
Redist Summarised Shared VSN routes

Green user

VSP9k1 VSP9k3 T0.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

by /'

S enn

Red user

10.2.201.100 . VLAN201

10.2.201.0/24

VLAN202 'l /
10.2.202.0/24

VSP9k2 VSP9k4 <«

Red user
= Simply use an 10.2.202.100
injeCtIiSt and router vrf shared
apply it to the ip prefix—%ist "sgrver_nets" 10.%0.0.0/21
Iready eXiSting route_gip summarize-server nets" 1
a enable
ISIS redistribution exiiszet injectlist "server nets"
of direct routes in isis redistribute direct route-map "summarize-server nets"
exit
the Shared VRF isis apply redistribute direct vrf shared




Inter VRF-L3VSN route redistribution
Redist Summarised Shared VSN routes

Green user

» VVSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

-igﬁﬁ:ﬁf,
::{ L3 VSN 30010

Red user VLAN201

VLAN202
10.2.201.100 10.2.201.0/24 10.2.202.0/24
VSP9k2 VSP9k4 med user
10.2.202.100

VSP9000-1:1# show isis lsdb ip-unicast i-sid 30010

PREFIX TLV LSP HOST
I-SID ADDRESS LENGTH METRIC TYPE FRAG NAME

2 out of 12 Total Num of Entries




Inter VRF-L3VSN route redistribution
Redist Summarised Shared VSN routes

Green user

» VSP9k1 VSP9k3 10.1.102.100

, VLAN102
4ia [IEREM S 10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

L3 VSN 30001
it

S enn

L3 VSN 30002

VLAN202

> 0 02.0/24 P __—

Red user
10.2.201.100 4,\\/,',"5,'}'4293“

VSP9000-1:1#% show ip route vrf green

5/4 4/4

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-3 green 10 4051 ISIS O IBSV 7

VSP9000-1:1#% show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 10.2.201.1 - 1 201 Loc 0 DB 0
10.2.202.0 255.255.255.0 VSP9000-4 red 20 4051 ISIS O IBSV 7




Inter VRF-L3VSN route redistribution
Redist Summarised Shared VSN routes

Green user
VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

by /'

S enn

Red user
10.2.201.100 4,\\/,',"5,'}'4293“

VSP9000-2:1#% show ip route vrf green

5/4 4/4

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.2 - 1 101 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-3 green 20 4051 ISIS O IBSV 7

VSP9000-2:1#% show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 10.2.201.2 - 1 201 Loc 0 DB 0

10.2.202.0 255.255.255.0 VSP9000-4 red 10 4051 ISIS O IBSV 7 r
S - —_—



Inter VRF-L3VSN route redistribution
Summarised routes will not work on local VRFs

VSP9k1

VLAN101

Green user 10.1.101.0/24

10.1.101.100

Green user

VSP9k3 <«

VLAN102
10.1.102.0/24

10.1.10Z2.100

T\ il N\
. emm
4 | L3VSN 30010

Red user
10.2.201.100

VLAN202
10.2.202.0/

VSP9k4‘\'

IP Route - VRF red

VLAN201
10.2.201.0/24

5/4 4/4

VSP9k2

VSP9000-4:1#% show ip route vrf red

Rad 1icor

NH INTER

VSP9000-3:1#% show ij DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 VSP9000-2 red 10 4051 1ISIS O IBSV 7
10.2.202.0 255.255.255.0  10.2.202.1 - 1 202 LoC 0O DB O

NH TNTER
MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0  VSP9000-1 green 10 4051 1ISIS 0  IBSV 7
10.1.102.0 255.255.255.0 10.1.102.1 - 1 102 1OC 0O DB 0

= NOTE, summarizing the VSN routes can only be done when they will only be ISIS
accepted on a different BEB from the one where they were summarized

=



Inter VRF-L3VSN route redistribution

Overlapping subnets / Control which route to accept

Green user
10.1.102.100

 VSP9k1 VSP9k3

VLAN101
Green user 10.1.101.0/24

VLAN102

10.1.102.0/24

10.1.101.100

gnn;:ﬁ“

L3 VSN 30010

L3 VSN 30002

Red user VLAN201 Vil 5. 44

10.1.101.100 10.1.101.0/24

no ip address 10.2.201.1

ip address 10.1.101.1 255.255.255.0 1p address 10.1.101.2 255.255.255.0 |[|interface vlan 202

ip rsmlt ip rsmlt no ip address 10.2.202.1

ip rsmlt holdup-timer 9999 ip rsmlt holdup-timer 9999 ip address 10.1.102.1 255.255.255.0
exit exit exit

w VLAN202
.1.101. S 10.2.202.0/24
VSPQk\ VSP9ka Red user
interface vlan 201 1nterface vlan 201 10.1.102.100
ip address 10.2.201.2

= In this setup variant, the IP subnets of the Red L3VSN are changed to

overlap the IP subnets of Green L3VSN

= \We want to test how we can control which IP routes the Shared VRFs

accept




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user

» VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

\
\

& fﬁﬁ‘*

L3 VSN 30002

VLAN202
> 0 02.0/24 P -

Red user
10.1.101.100 , VLAN201

VSP9000-1:1#% show ip route vrf green

5/4 4/4

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-3 green 10 4051 ISIS O IBSV 7

VSP9000-1:1#% show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 201 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-4 red 20 4051 ISIS O IBSV 7

» Ok




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user

VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

\
\

Red user
10.1.101.100 , VLAN201

VSP9000-2:1#% show ip route vrf green

5/4 4/4

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.2 - 1 101 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-3 green 20 4051 ISIS O IBSV 7

VSP9000-2:1#% show ip route vrf red

IP Route - VRF red

» Ok

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.2 - 1 201 Loc 0 DB 0
10.1.102.0 255.255.255.0 VSP9000-4 red 10 4051 ISIS O IBSV 7 r
S - —_—



Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

nu
VSP9k1 VSP9k3 « 10171627100

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

A gné’/
| L3VSN 30010

Red user

10.1.101.100 . VLAN201

10.1.101.0/24

VLAN202
‘\10.2'.202.0/24

VSP9k2 VSP9k4

Rad 1icor

VSP9000-4:1#% show ip route vrf red

IP Route - VRF red

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 VSP9000-2 red 10 4051 1ISIS O IBSV 7
10.1.102.0 255.255.255.0 10.1.102.1 - 1 202 Loc 0 DB 0
VSP9000-3:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
-------------------------------------------------------------------------------------------------- = Ok
10.1.101.0 255.255.255.0 VSP9000-1 green 10 4051 1ISIS O IBSV 7
~|10.1.102.0 255.255.255.0 10.1.102.1 - 1 102 Loc 0 DB 0 |-
A |



Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user
VSP9k1 VSP9k3 <« 16-1-162-166

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

\
\

Red user

10.1.101.100 . VLAN201

10.1.101.0/24

VLAN202
10.2.202.0/24

VSP9000-4:1#% show ip route vrf shared
IP Route - 0
NH INTER
DST MASK NEXT VRE/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0  VSP9000-2 30001 10 4051 1ISIS 0O IBSV 200
10.1.102.0 255.255.255.0 10.1.102.1 red 0 202 ISIS 0 IB 200
10.10.1.0 255.255.255.0  10.10.1.2 - 1 1001 LOC 0 DB O
VSP9000-3:1#% show ip route vrf shared
IP Route -
———————————————————————————————————————————— m |
NH INTER OUCh'
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
-------------------------------------------------------------------------------------------------- = Not
10.1.101.0 255.255.255.0  VSP9000-1 green 10 4051 ISIS 0 IBSV 200 .
10.1.102.0 255.255.255.0 10.1.102.1 green 0 102 ISIS 0 IB 200 consistent
10.10.1.0 255.255.255.0  10.10.1.1 - 1 1001 LOC O DB O '-—
A |




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user

VSP9k1

VLAN101
10.1.101.0/24

VLAN102

Green user 10.1.102.0/24

10.1.101.100

A gné’/
| L3VSN 30010

Red user
10.1.101.100

VLAN202

VLAN201 10.2.202.0/24

10.1.101.0/24

VSP9k2 VSP9k4

10.1.102.100

Red user
VSP9000-3:1#% show isis spbm ip-unicast-fib id 30010 100
SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
shared 30010 30001 10.1.101.0/24 VSP9000-1 4051 4/4 10 1 200
shared 30010 30001 10.1.101.0/24 VSP9000-1 4052 4/4 10 1 200
shared 30010 30002 10.1.101.0/24 VSP9000-1 4051 4/4 10 1 200 " Installed
shared 30010 30002 10.1.101.0/24 VSP9000-1 4052 4/4 10 1 200
shared 30010 30001 10.1.101.0/24 VSP9000-2 4051 4/4 20 1 200 routes are
shared 30010 30001 10.1.101.0/24 VSP9000-2 4052 IST 20 1 200 . .
shared 30010 30002 10.1.101.0/24 VSP9000-2 4051 4/4 20 1 200 h|ghl|ghte
shared 30010 30002 10.1.101.0/24 VSP9000-2 4052 IST 20 1 200
shared 30010 30001 10.1.102.0/24 VSP9000-3 102 Local 0 1 200 d
shared 30010 30002 10.1.102.0/24 VSP9000-4 4051 IST 10 1 200
shared 30010 30002 10.1.102.0/24 VSP9000-4 4052 IST 10 1 200
shared 30010 30010 10.10.1.0/24 VSP9000-4 4051 IST 10 1 7 r
—| shared 30010 30010 10.10.1.0/24 VSP9000-4 4052 IST 10 1 7 oam—




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user

VLAN101
Green user 10.1.101.0/24
10.1.101.100

VLAN102
10.1.102.0/24

Red user
10.1.101.100

VLAN202
10.2.202.0/24

VLAN201
10.1.101.0/24

VSP9k2 VSP9k4

VSP9k1 VSP9k3 10.1.102.100

Red user
VSP9000-4:1#% show isis spbm ip-unicast-fib id 30010 100
SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
shared 30010 30001 10.1.101.0/24 VSP9000-1 4051 4/4 20 1 200
shared 30010 30001 10.1.101.0/24 VSP9000-1 4052 IST 20 1 200
shared 30010 30002 10.1.101.0/24 VSP9000-1 4051 4/4 20 1 200 " Installed
shared 30010 30002 10.1.101.0/24 VSP9000-1 4052 IST 20 1 200
shared 30010 30001 10.1.101.0/24 VSP9000-2 4051 4/4 10 1 200 routes are
shared 30010 30001 10.1.101.0/24 VSP9000-2 4052 4/4 10 1 200 . ;
shared 30010 30002 10.1.101.0/24 VSP9000-2 4051 4/4 10 1 200 h|ghl|ghte
shared 30010 30002 10.1.101.0/24 VSP9000-2 4052 4/4 10 1 200
shared 30010 30001 10.1.102.0/24 VSP9000-3 4051 IST 10 1 200 d
shared 30010 30001 10.1.102.0/24 VSP9000-3 4052 IST 10 1 200
shared 30010 30002 10.1.102.0/24 VSP9000-4 202 Local 0 1 200
shared 30010 30010 10.10.1.0/24 VSP9000-3 4051 IST 10 1 7 r
—| shared 30010 30010 10.10.1.0/24 VSP9000-3 4052 IST 10 1 7 oam—




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user
VSP9k1 VSP9k3 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101
Green user 10.1.101.0/24
10.1.101.100

\
\

Red user

VLAN202
VLAN201
10.1.101.100 1 '7"101 0724 N\ i 10.2.202.0/2%
VSP9k2 VSP9k4 Red user
= Tie breaking rules: . NO_TF tE%Ltl\i/lnPcas?hof eoc|1ual (t:cl)st,dll?el{hme@(a/ill never
go into as they do not lead to the same
— Local Rogtes preferred over Inter VSN routes destination (even if the route is the same)
— Routes with lowest route preference = |n this scenario we want to override which of the
= can be changed using route-map policy on overlapping Green/Red IP routes is accepted in the
accept side Shared VRFs
— Routes with lowest SPBM cost = We are going to try and give priority to the Red VSN IP
— Routes with lowest prefix cost routes over the Green ones
» can be changed using route-map on * We could use a route-map to only accept those IP
redistributing side routes from Red VSN (and not Green) but it could
— Routes with lower ISID preferred always happen that accidentally the same route is seen
from different VSNs for which we import all routes. So
— Choose route from lowest BMAC we want a more general solution to make sure we

remain consistent if that happens



Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

VSP9k1

VLAN101
Green user 10.1.101.0/24

10.1.101.100

Green user

10.1.10Z2.100

VLAN102
10.1.102.0/24

Red user

10.1.101.100 . VLAN201

10.1.101.0/24

VSP9k2

= Here we are simply
forcing all Red/30002
IP routes to use a Pref
of 180 (instead of
default 200)

S enn

by /'

VLAN202
10.2.202.0/24

Red user
10.1.102.100

VSP9k4

router vrf shared
route-map "prefl80" 1
enable
set ip-preference 180
exit
exit
router vrf shared
isis accept i-sid 30001 enable
isis accept i-sid 30002 enable
isis accept i-sid 30002 route-map "prefl80"
exit
isis apply accept vrf shared




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user

VSP9k1 VSPOK3 < PP

101162166

VLAN102
10.1.102.0/24

VLAN101

Green user 10.1.101.0/24
10.1.101.100

by /'

S enn

Red user
10.1.101.100

VLAN202
10.2.202.0/24

VLAN201
10.1.101.0/24

VSP9000-4:1#% show ip route vrf shared
IP Route - 0
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0  VSP9000-2 red 10 4051 1ISIS 0O IBSV 180
10.1.102.0 255.255.255.0 10.1.102.1 red 0 202 ISIS O IB 180
10.10.1.0 255.255.255.0  10.10.1.2 - 1 1001 LOC 0O DB 0
VSP9000-3:1#% show ip route vrf shared
IP Route -
———————————————————————————————————————————— m |
- po— Success!
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
-------------------------------------------------------------------------------------------------- = Note
10.1.101.0 255.255.255.0  VSP9000-1 30002 10 4051 ISIS 0 IBSV 180
10.1.102.0 255.255.255.0  VSP9000-4 30002 10 4051 ISIS 0 IBSV 180 pref:180
10.10.1.0 255.255.255.0  10.10.1.1 - 1 1001 1LOC 0O DB 0 '-—
A |




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user

VSP9k1

VLAN101
10.1.101.0/24

VLAN102

Green user 10.1.102.0/24

10.1.101.100

A gné’/
| L3VSN 30010

Red user
10.1.101.100

VLAN202

VLAN201 10.2.202.0/24

10.1.101.0/24

VSP9k2 VSP9k4

10.1.102.100

Red user
VSP9000-3:1#% show isis spbm ip-unicast-fib id 30010 100
SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISID Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
shared 30010 30001 10.1.101.0/24 VSP9000-1 4051 4/4 10 1 200
shared 30010 30001  10.1.101.0/24 VSP9000-1 4052 4/4 10 1 200
shared 30010 30002 10.1.101.0/24 VSP9000-1 4051 4/4 10 1 180 " Installed
shared 30010 30002 10.1.101.0/24 VSP9000-1 4052 4/4 10 1 180
shared 30010 30001 10.1.101.0/24 VSP9000-2 4051 4/4 20 1 200 routes are
shared 30010 30001 10.1.101.0/24 VSP9000-2 4052 IST 20 1 200 . .
shared 30010 30002 10.1.101.0/24 VSP9000-2 4051 4/4 20 1 180 h|ghl|ghte
shared 30010 30002 10.1.101.0/24 VSP9000-2 4052 IST 20 1 180
shared 30010 30001 10.1.102.0/24 VSP9000-3 102 Local 0 1 200 d
shared 30010 30002 10.1.102.0/24 VSP9000-4 4051 IST 10 1 180
shared 30010 30002 10.1.102.0/24 VSP9000-4 4052 IST 10 1 180
shared 30010 30010 10.10.1.0/24 VSP9000-4 4051 IST 10 1 7 r
~|shared 30010 30010 10.10.1.0/24 VSP9000-4 4052 IST 10 1 7 — _-_




Inter VRF-L3VSN route redistribution
Overlapping subnets / Control which route to accept

Green user

VLAN101
Green user 10.1.101.0/24
10.1.101.100

VLAN102
10.1.102.0/24

Red user
10.1.101.100

VLAN202
10.2.202.0/24

VLAN201
10.1.101.0/24

VSP9k2 VSP9k4

VSP9k1 VSP9k3 10.1.102.100

Red user
VSP9000-4:1#% show isis spbm ip-unicast-fib id 30010 100
SPBM IP-UNICAST FIB ENTRY INFO
VRF DEST OUTGOING SPBM PREFIX IP ROUTE
VRF ISID ISTD Destination NH BEB VLAN INTERFACE COST COST PREFERENCE
shared 30010 30001 10.1.101.0/24 VSP9000-1 4051 4/4 20 1 200
shared 30010 30001 10.1.101.0/24 VSP9000-1 4052 IST 20 1 200
shared 30010 30002 10.1.101.0/24 VSP9000-1 4051 4/4 20 1 180 " Installed
shared 30010 30002 10.1.101.0/24 VSP9000-1 4052 IST 20 1 180
shared 30010 30001 10.1.101.0/24 VSP9000-2 4051 4/4 10 1 200 routes are
shared 30010 30001 10.1.101.0/24 VSP9000-2 4052 4/4 10 1 200 . ;
shared 30010 30002 10.1.101.0/24 VSP9000-2 4051 4/4 10 1 180 h|gh||ghte
shared 30010 30002 10.1.101.0/24 VSP9000-2 4052 4/4 10 1 180
shared 30010 30001 10.1.102.0/24 VSP9000-3 4051 IST 10 1 200 d
shared 30010 30001 10.1.102.0/24 VSP9000-3 4052 IST 10 1 200
shared 30010 30002 10.1.102.0/24 VSP9000-4 202 Local 0 1 180
shared 30010 30010 10.10.1.0/24 VSP9000-3 4051 IST 10 1 7 r
—| shared 30010 30010 10.10.1.0/24 VSP9000-3 4052 IST 10 1 7 ). —




ISIS Accept policies

Last tested with: 0.0.0.0int537

Example use #3
GRT IP Shortcuts €=>» L3VSN route redistribution
Giving management access to L3VSN users




Inter VRF-L3VSN & GRT IP Shortcut route redist
Goal

Green user
VSP9k1 10.0.0.91 VSP9k3 10.0.0.93 10.1.102.100

VLAN102
10.1.102.0/24

VLAN101

Green user  10.1.101.0/24
10.1.101.100

10.0.12.10

18| COM/VPFM
J' 10.0.12.100

10.0.11.0/24 10.0.12.0/24

VSP9k2 10.0.0.92 VSP9k4 10.0.0.94

= Green users can communicate with other green users
= COM/VPFM server can manage all switches

= Green users are to be given access only to VSP9000 Mgmt CLIPs (10.0.0.x/32)
and to COM/VPFM subnet (10.0.12.0/24)

— So that Green users can be allowed to manage VRF L3 config on the VSP9000s

= Red users (not shown) have no access to GRT and hence cannot manage the
network

= This section simply adds delta config to previous section




Inter VRF-L3VSN & GRT IP Shortcut route redist

GRT Mgmt Config

VSP9k1 10.0.0.91

10.0.11.10

VLAN11
10.0.11.0/24

vlan create 11 type port-mstprstp O
vlan mlt 11 1
vlan mlt 11 512
interface vlan 11
ip address 10.0.11.1 255.255.255.0
ip rsmlt
ip rsmlt holdup-timer 9999
exit

vlan create 11 type port-mstprstp O
vlian mlt 11 1
vlian mlt 11 512
interface vlan 11
ip address 10.0.11.2 255.255.255.0
ip rsmlt
ip rsmlt holdup-timer 9999
exit

VSP9k3 10.0.0.93

10.0.12.10

1 VLAN12
10.0.12.0/24

18| COM/VPFM
gl 10.0.12.100

vlan create 12 type port-mstprstp O
vlan mlt 12 1
vlan mlt 12 512
interface vlan 12
ip address 10.0.12.1 255.255.255.0
ip rsmlt
ip rsmlt holdup-timer 9999
exit

vlan create 12 type port-mstprstp O
vlian mlt 12 1
vlian mlt 12 512
interface vlan 12
ip address 10.0.12.2 255.255.255.0
ip rsmlt
ip rsmlt holdup-timer 9999
exit




Inter VRF-L3VSN & GRT IP Shortcut route redist
GRT Mgmt Config

VSP9k1 10.0.0.91 VSP9k3 10.0.0.93

VLAN11
10.0.11.0/24

» VSP9k2 10.0.0.92 VSP9k4 10.0.0.94 ¢

10.0.12.10

Wl 10.0.12.100

COM/VPEM

ip prefix-list "IST" 192.168.255.0/30
route-map "suppressIST" 1

no permit

enable

match network "IST"

exit

route-map "suppressIST" 2
enable

exit

router isis
redistribute direct
redistribute direct route-map "suppressIST"
redistribute direct enable

exit

isis apply redistribute direct




Inter VRF-L3VSN & GRT IP Shortcut route redist
GRT Mgmt Config — Routes before redistribution

» VSP9k1 10.0.0.91 VSP9k3 10.0.0.93 <

10.0.12.10

ERS RS2
COM/VPEM
10.0.12.100
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LOoC O DB 0
10.0.0.92 255.255.255.255 VvSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
VSP9000-1:1#% s/10.0.0.94 255.255.255.255 VvSP9000-4 GlobalRouter 20 4051 ISIS O IBS 7
===============(10.0.11.0 255.255.255.0 10.0.11.1 - 1 11 LOC O DB 0
10.0.12.0 255.255.255.0 VSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
===============[192.168.255.0 255.255.255.252 192.168.255.1 - 1 4000 LoC O DB 0
INT1 LINILOK
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LoCc 0 DB 0
10.0.0.92 255.255.255.255 vSP9000-2 GlobalRouter 10 4051 ISIs O IBS 7
10.0.0.93 255.255.255.255 vSP9000-3 GlobalRouter 10 4051 ISIs O IBS 7
10.0.0.94 255.255.255.255 vSP9000-4 GlobalRouter 20 4051 ISIs O IBS 7
10.0.11.0 255.255.255.0 10.0.11.1 - 1 11 LOC O DB 0
10.0.12.0 255.255.255.0 VSP9000-3 GlobalRouter 10 4051 ISIs O IBS 7
192.168.255.0 255.255.255.252 192.168.255.1 - 1 4000 LoC O DB 0 F_




Inter VRF-L3VSN & GRT IP Shortcut route redist
Accept GRT selected subnets into Green VSN

Green user

» VSP9k1 10.0.0.91 VSP9k3 10.0.093 < T0.I.102.100

VLAN101 VLAN102
Green user 10.1.101.0/24 10.1.102.0/24
10.1.101.100

10.0.12.10

|| COM/VPFM
W 10.0.12.100

10.0.12.0/24

router vrf green
ip prefix-list "grt mgmt" 10.0.0.0/24 ge 32 le 32
ip prefix-list "grt mgmt" 10.0.12.0/24
route-map "accept-grt mgmt" 1 . We Only Want. hOSt /32
match network "grt mgmt" routes matChlng
enable 10.0.0.0/24 hence the
exit .
route-map 'l'accept—grt_mgmt" 2 ge/Ie Set“ng
no permit = NOTE to accept GRT
enable
exit IP Shortcut routes we
isis accept i-sid 0 route-map "accept-grt mgmt" Specify an I-SID =0
isis accept i-sid 0 enable
exit
isis apply accept vrf green F—




Inter VRF-L3VSN & GRT IP Shortcut route redist
Accept GRT selected subnets into Green VSN

Green user
» VSP9k1 10.0.0.91 VSP9k3 10.0.0.93 = 10.1.102.100
VLAN101 a} VLAN102
Greenuser  10.1.101.0/24 ‘ = o 10.1.102.0/24
10.1.101.100 —
| ‘ # '3 VSN'30001 10.0.12.10
’ 252
= / =
\ 4 COM/VPFM
< ‘ Ml 10.012.100
10.0.11-VSP9000—3!1#6 show ip route vrf green
IP Route - VRF green
NH INTER

DST MASK NEXT VRE/ISID COST FACE PROT AGE TYPE PRF

10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS 0 IBSV 200

10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 20 4051 ISIS O IBSV 200

10.0.0.93 255.255.255.255 10.0.0.93 GlobalRouter 0 0 ISIS 0 IB 200

10.0.0.94 255.255.255.255 VSP9000-4 GlobalRouter 10 4051 ISIS 0 IBSV 200

10.0.12.0 255.255.255.0 10.0.12.1 GlobalRouter 0 12 ISIS 0 IB 200

——10.1.101.0 255.255.255.0  VSP9000-1 green 10 4051 1ISIS O  IBSV 7
VSP9000-1:1#% 5|10 1.102.0 255.255.255.0  10.1.102.1 - 1 102 1LOC O DB 0
IP Route - VRF green
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 10.0.0.91 GlobalRouter 0 0 ISIS 0 IB 200
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS 0 IBSV 200
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 10 4051 ISIS 0 IBSV 200
10.0.0.94 255.255.255.255 VSP9000-4 GlobalRouter 20 4051 ISIS 0 IBSV 200
10.0.12.0 255.255.255.0 VSP9000-3 GlobalRouter 10 4051 ISIS 0 IBSV 200
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 LoCc 0 DB O
10.1.102.0 255.255.255.0  VSP9000-3 green 10 4051 1ISIS O  IBSV 7 F_




Inter VRF-L3VSN & GRT IP Shortcut route redist
Accept Green VSN subnets into GRT

Green user

»VSP9k1 10.0.0.91 VSP9k3 10.0.0.93 < 107171027100

VLAN101 VLAN102
Green user 10.1.101.0/24 10.1.102.0/24
10.1.101.100

10.0.12.10

| COMNVPFM
Wl 10.0.12.100

10.0.11.0/24 10.0.12.0/24

ke

» VSP9k2 10.0.0.92 VSP9k4 10.0.0.94 <

router isis

accept i-sid 30001 enable
exit
isis apply accept




Inter VRF-L3VSN & GRT IP Shortcut route redist
Accept Green VSN subnets into GRT

Green user
10.1.101.00

Green user
» VSP9k1 10.0.0.91 VSP9k3 10.0.0.93 10.1.102.100
VLAN101 = VLAN102
10.1.101.0/24 58/ 10.1.102.0/24

10.0.12.10

COM/VPFM
10.0.12.100
VLAN11 211 \/LAN12
10.0.11.0/24 10.0.12.0/24
VSP9000-4:1#% show ip route
IP Route - GlobalRouter
VSP9000-1:1#% sh NH INTER
DST MASK NEXT VREF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 20 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
DST 10.0.0.93 255.255.255.255 vSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
---------------- 10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LOC O DB 0
10.0.0.91 10.0.11.0 255.255.255.0 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 10.0.12.0 255.255.255.0 10.0.12.2 - 1 12 LOC O DB 0
10.0.0.93 10.1.101.0 255.255.255.0 VSP9000-2 30001 10 4051 1ISIsS O IBSV 200
10.0.0.94 10.1.102.0 255.255.255.0 VSP9000-3 30001 10 4051 1ISIsS O IBSV 200
10.0.11.0 192.168.255.0 255.255.255.252 192.168.255.2 - 1 4000 LOC O DB 0
10.0.12.0 55.255.255.0 VSPYUUU=3 GIODalIRoOUter 10 qUS5L  ISIS U IBS 7
10.1.101.0 255.255.255.0 10.1.101.1 green 0 101 ISIS O IB 200
10.1.102.0 255.255.255.0 VSP9000-3 green 10 4051 1ISIS O IBSV 200
192.168.255.0 255.255.255.252 192.168.255.1 - 1 4000 LOC O DB 0 . F_
-—



ISIS Accept policies

Example use #4
Inter-L3VSN route redistribution
Shared Firewall / Internet Access

In v3 of this deck, this test has been re-run with software 4.1.1.0 GA and
gen2 |0 card 9048XS-2 in VSP9K1 slot 5. The original slides tried to use
2 IP interfaces on the Firewall but this was found to be unworkable, so
now a new approach is used which uses a single IP interface on the
Firewall.




Shared Internet Firewall

Green user

i VLAN101
C" 10.1.101.0/24

VLAN201
10.2.201.0/24

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user 12/2 VSP9k4

= Green and red users cannot communicate together

= Both green and red users need to share the Internet Firewall, which supplies a default
route

= However must ensure that green and red users are not allowed to communicate by
following the default route to the orange VRF where Firewall connected

= S0 we need to split the Firewall VRF into 2 VRFs; one supplies the default route; the
other accepts all green and red subnets

= Asingle IP interface must be used on the Firewall (Firewalls need to see statefull traffic
ingressing and egressing the same IP interface)

=



Shared Internet Firewall
Interfaces used

VSP9k3

12/1

12/2

12/1
12/2

VSP9k4

VSP9k1

Firewall

interface gigabitEthernet 5/17,5/18,11/8
no shutdown
exit

interface gigabitEthernet
no shutdown
exit

4/17,4/24,12/1,12/2

interface gigabitEthernet

no shutdown
exit

4/17,4/24,12/1,12/2




Shared Internet Firewall

SPB Global Config

VSP9k3

12/1

12/2

12/1

12/2

VSP9k1

Firewall

VSP9k4 ]

11/8

interface loopback 1
ip address 10.0.0.93/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9300
manual-area 49.0000
ip-source-address 10.0.0.93
spbm 1
spbm 1 nick-name 0.00.93
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable
exit
vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable
cfm spbm mepid 93
cfm spbm enable

interface loopback 1
ip address 10.0.0.94/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9400
manual-area 49.0000
ip-source-address 10.0.0.94
spbm 1
spbm 1 nick-name 0.00.94
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable
exit
vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable
cfm spbm mepid 94
cfm spbm enable

interface loopback 1
ip address 10.0.0.91/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9100
manual-area 49.0000
ip-source-address 10.0.0.91
spbm 1
spbm 1 nick-name 0.00.91
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable
exit
vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable
cfm spbm mepid 91
cfm spbm enable

=



Shared Internet Firewall
SPB Interface Config

VSP9k3

VSP9k4

i

N

VSPOk1

i

Firewall

isis

isis spbm 1

isis enable
exit

interface GigabitEthernet 4/17,4/24

interface GigabitEthernet 5/17,5/18
isis
isis spbm 1
isis enable

exit

isis

isis spbm 1

isis enable
exit

interface GigabitEthernet 4/17,4/24

©2017 Extreme Networks, Inc. “All fights resefved *  °



Shared Internet Firewall

Green VSN Config

Green user

VLAN101
10.1.101.0/24

Green user

VLAN102
10.1.102.0/24

VSP9k4

VSP9k1

Firewall

11/8

ip vrf green vrfid 1
vlan create 101 type port-mstprstp O
vlan members add 101 12/1
interface vlan 101

vrf green

ip address 10.1.101.1 255.255.255.0
exit
router vrf green

ipvpn

i-sid 30001

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit
isis apply redistribute direct vrf green

ip vrf green vrfid 1
vlan create 102 type port-mstprstp O
vlan members add 102 12/1
interface vlan 102

vrf green

ip address 10.1.102.1 255.255.255.0
exit
router vrf green

ipvpn

i-sid 30001

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit
isis apply redistribute direct vrf green




Shared Internet Firewall

Red VSN Config

VSP9k3

VLAN201
10.2.201.0/24

Red user

VLAN202
10.2.202.0/24

Red user 12/2 VSP9k4

VSP9k1

Firewall

11/8

ip vrf red vrfid 2
vlan create 201 type port-mstprstp O
vlan members add 201 12/2
interface vlan 201

vrf red

ip address 10.2.201.1 255.255.255.0
exit
router vrf red

ipvpn

i-sid 30002

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit
isis apply redistribute direct vrf red

ip vrf red vrfid 2
vlan create 202 type port-mstprstp O
vlan members add 202 12/2
interface vlan 202

vrf red

ip address 10.2.202.1 255.255.255.0
exit
router vrf red

ipvpn

i-sid 30002

ipvpn enable

isis redistribute direct

isis redistribute direct enable
exit
isis apply redistribute direct vrf red




Shared Internet Firewall
Firewall VSN Config

VSP9k3

- VSPYk1

Firewall

ip vrf fw-hub vrfid 101

ip vrf fw-spoke vrfid 102

vlan create 1000 type port-mstprstp O

interface gigabitEthernet 11/8
encapsulation dotlg

exit
vlan members remove 1 11/8

interface vlan 1000 exit

interface vlan 1000
vlan members add 1000 11/8 ip address 10.100.0.2 255.255.255.252

vrf fw-spoke
ip address 10.100.0.1 255.255.255.252
exit
router vrf fw-hub
ip route 0.0.0.0 0.0.0.0 10.100.0.2 weight 10 next-hop-vrf fw-spoke
ipvpn
i-sid 30101
ipvpn enable
isis redistribute static
isis redistribute static enable
exit
isis apply redistribute static vrf fw-hub

= VRF Hub has the
default route so we
need it to be L3VSN so
that we can pick up the
default route elsewhere

in the Fabric =



Shared Internet Firewall
Checking Green VSN routes

Green user

VSP9k3

VLAN101
10.1.101.0/24

VLAN201 - VSP9k1

10.2.201.0/24

L3 VSN 30101

b SR

Red u

Firewall

Green user

VLAN102
10.1.102.0/24

VLAN202

L3 VSN 30002
10.2.202.0/24 —

Red user VSP9k4

VSP9000-4:1#% show ip route vrf green

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF

10.1.101.0 255.255.255.0 VSP9000-3 green 10 4051 ISIS O IBSV 7

10.1.102.0 255.255.255.0 10.1.102.1 - 1 102 LOC O DB 0
VSP9000-3:1#% s - -

IP Route - VRF green
NH INTER

DST MASK NEXT VRE/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 LoCc O DB 0 r
10.1.102.0 255.255.255.0 VSP9000-4 green 10 4051 1ISIS O IBSV 7 -




Shared Internet Firewall
Checking Red VSN routes

Green user

VSP9k3

VLAN101
10.1.101.0/24

VLAN201
10.2.201.0/24

Red u
Green user

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user VSP9k4

Firewall

VSP9000-4:1#% show ip route vrf red

IP Route - VRF red
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF

10.2.201.0 255.255.255.0  VSP9000-3 red 10 4051 ISIS O IBSV 7

10.2.202.0 255.255.255.0 10.2.202.1 - 1 202 LOC O DB 0
VSP9000-3:1#% s =

IP Route - VRF red
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 10.2.201.1 - 1 201 LoC 0 DB 0 |-
10.2.202.0 255.255.255.0  VSP9000-4 red 10 4051 ISIS O IBSV 7 -




Shared Internet Firewall
Checking Firewall VRF routes

Green user

VSP9k3
VLAN101 P
10.1.101.0/24 Wl 28

VLAN201
10.2.201.0/24

Firewall

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user \VSPOk4
VSP9000-1:1#% show ip route vrf fw-hub
IP Route -

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 10.100.0.2 10 0 IB 5
VSP9000-1:1#% show ip route vrf fw-spoke

IP Route -

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.100.0.0 255.255.255.252 10.100.0.1 - 1 LoC 0 DB 0




Shared Internet Firewall
Accept default route into Green & Red VSNSs

Green user

> VSP9k3

VLAN101
0.1.101.0/24

1

VLAN201

0.2.201.0/24 Firewall

1

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202

10.2.202.0/24

Red user VSP9k4

router vrf green

isis accept i-sid 30101 enable
exit
isis apply accept vrf green

=

router vrf red

isis accept i-sid 30101 enable
exit
isis apply accept vrf red




Shared Internet Firewall
Checking Green VSN Routes

Green user

VSP9k3

VLAN101
10.1.101.0/24

VLAN201 - VSP9k1

10.2.201.0/24 N 30101

b S4B

#|11/8

Firewall

VLAN102
10.1.102.0/24

VLAN202

IRCRVAS\RC10(0(0)2
10.2.202.0/24 —

o~ ~— N

Red user VSP9k4

VSP9000-4:1#% show ip route vrf green

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
VSP9000-3:14% g10.1.101.0 255.255.255.0  VSP9000-3 green 10 4051 ISIS O IBSV 7

10.1.102.0 255.255.255.0 10.1.102.1 - 1 102 LoC 0 DB 0

IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.1.101.0 255.255.255.0 10.1.101.1 - 1 101 L0C 0 DB 0 |-
~ 110.1.102.0 255.255.255.0  VSP9000-4 green 10 4051 ISIS O IBSV 7 -




Shared Internet Firewall

Checking Red VSN Routes

Green user

VSP9k3

VLAN101

10.1.101.0/24

VLAN201
10.2.201.0/24

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user VSP9k4

IRCRVAS\RC10(0(0)2

L3 VSN 30101

b SR

- VSP9k1

Firewall

VSP9000-4:1#% show ip route vrf red

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
VSP9000-3:14% g10.2.201.0 255.255.255.0  VSP9000-3 red 10 4051 ISIS O IBSV 7

10.2.202.0 255.255.255.0 10.2.202.1 - 1 202 LOC 0 DB 0

IP Route - VRF red
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.2.201.0 255.255.255.0 10.2.201.1 - 1 201 LOC 0 DB 0 |-
~ 110.2.202.0 255.255.255.0  VSP9000-4 red 10 4051 ISIS O IBSV 7 -




Shared Internet Firewall

Accept Green & Red subnets into VRF FW-Spoke

Green user

VSP9k3

VLAN101
0.1.101.0/24

1

VLAN201

10.2.201.0/24

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user VSP9k4

= |n order to ISIS Accept IP routes,
we need ISIS (IPVPN) to be
enabled on the VRF

= |n order to enable IPVPN an I-SID

needs to be assigned

— So in this case [-SID 30102 will not
actually be used to advertise any
IP routes

IRCRVAS\RC10(0(0)2

router vrf fw-spoke

ipvpn

i-sid 30102

ipvpn enable

ip isid-1list users 30001

ip isid-1list users 30002

isis accept isid-list users enable
exit
isis apply accept vrf fw-spoke




Shared Internet Firewall
Checking VRF FW-Spoke Routes

Green user

VSP9k3

VLAN101
0.1.101.0/24

1

VLAN201

10.2.201.0/24

Firewall

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user VSP9k4

VSP9000-1:1#% show ip route vrf fw-spoke

IP Route -
NH INTER
DST MASK NEXT VRE/ISID COST FACE PROT AGE TYPE PRF
10.1.101 255.255.255.0 VSP9000-3 30001 10 4051 1ISIS IBSV 200
10.1.102 255.255.255.0 VSP9000-4 30001 10 4051 1ISIS IBSV 200

255.255.255.0 VSP9000-4 30002 10 4051 1ISIS IBSV 200

0 0
.0 0
10.2.201.0 255.255.255.0 VSP9000-3 30002 10 4051 1ISIS O IBSV 200
0 0
0 255.255.255.252 10.100.0.1 - 1 1000 LoCc O DB 0




Shared Internet Firewall
Spoke — Spoke Routing considerations

Green user

VSP9k3
VLAN101 -~
10.1.101.0/24 Lo

VLAN201

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user VSP9k4

= The design intent is that Green and Red users cannot communicate

* |t must therefore not be possible for any traffic to be IP routed between
the Green and Red VSNs by following the default route to the Firewall

= Arule on the Firewall should be used to prevent any such spoke-spoke
IP routing




Shared Internet Firewall
Spoke — Spoke Routing considerations cont.

Green user

VLAN101
\ 10.1.101.0/24

VLAN201

VSP9k3

L3 VSN 30101

:““-\- ] > N fh/;"

i
[

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202 w ¥ L3 VSN 30002
10.2.202.0/24 —_——

Red user VSP9k4 router vrf fw-hub
ip route 10.1.0.0 255.255.0.0 255.255.255.255 weight 1

ip route 10.2.0.0 255.255.0.0 255.255.255.255 weight 1
exit

= To be 100% safe, you could also configure a black-hole static route on
the Fw-Hub VRF such that any packet received from the Fabric (from
Green or Red VSNs because it followed the default route) should be
dropped if its IP destination corresponds to a Green or Red VSN subnet
— Note: Although this will not work for Green/Red VRFs co-located on the

same BEB as the FW-Hub VRF, as the default route they import will carry
with it the next-hop IP of the Firewall




Shared Internet Firewall
Checking VRF FW-Hub Black-Hole Routes

Green user

VSP9k3
VLAN101 P
10.1.101.0/24__IA SN

VLAN201

Red user
Green user

VLAN102
10.1.102.0/24

VLAN202
10.2.202.0/24

Red user VSP9k4
VSP9000-1:1#% show ip route vrf fw-hub

IP Route -

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 10.100.0.2 fw-spoke 10 1000 STAT O IB 5
10.1.0.0 255.255.0.0 255.255.255.255 - 1 0 STAT 0 IB 5
10.2.0.0 255.255.0.0 255.255.255.255 - 1 0 STAT 0 IB 5

= Next-hop IP 255.255.255.255 = black-hole route




Using static routes over SPB ISIS

Example use #5




Forcing SPB traffic to a Primary FW
Goal

VSP9k1 VSP9k3

Secondary- -
VSP9k?2 VSP9k4

Both VSP9k3 & VSP9k4 have a static route pointing to their connected Firewall
Both VSP9k3 & VSP9k4 redistribute this static route into ISIS

We want SPB Fabric to always follow default route to Primary-FW
— Only follow default route to Secondary-FW if Primary-FW fails

Challenge: from VSP9k2 the default route to Primary-FW is not the shortest path default
route

NOTE: The config using non-local static routes used in this section only works on GRT

=
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Forcing SPB traffic to a Primary FW

Interfaces used

VSP9k1 VSP9k3

5/4 4/4

5/4 44

VSP9k2 VSP9k4

Primary-FW

interface gigabitEthernet 5/4,5/24
no shutdown
exit

interface gigabitEthernet 4/4,4/24,12/8
no shutdown
exit




Forcing SPB traffic to a Primary FW

SPB Global Config

VSPOK1 / VSPOK3

interface loopback 1
ip address 10.0.0.91/255.255.255.255
exit

Primary-F\

‘|vlan create 4052 name "B-VLAN-2" type spbm-bvlan

VSP9k2

VSP9k4

spbm

router isis
system-id 00bb.0000.9100
manual-area 49.0000
ip-source-address 10.0.0.91
spbm 1
spbm 1 nick-name 0.00.91
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan

router isis enable
cfm spbm mepid 91
cfm spbm enable

Secondary-Fw |

interface loopback 1
ip address 10.0.0.92/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9200
manual-area 49.0000
ip-source-address 10.0.0.92

spbm 1

spbm 1 nick-name 0.00.92

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 92

cfm spbm enable

interface loopback 1
ip address 10.0.0.94/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9400
manual-area 49.0000
ip-source-address 10.0.0.94

spbm 1

spbm 1 nick-name 0.00.94

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 94

cfm spbm enable

interface loopback 1
ip address 10.0.0.93/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9300
manual-area 49.0000
ip-source-address 10.0.0.93

spbm 1

spbm 1 nick-name 0.00.93

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 93

cfm spbm enable

=



Forcing SPB traffic to a Primary FW

SPB Interface Config

VSP9k1 VSP9k3

<

Primary-FW

VSP9k2 VSP9k4

interface GigabitEthernet 5/4,5/24

isis

isis spbm 1

isis enable
exit

L

interface GigabitEthernet 4/4,4/24
isis
isis spbm 1
isis enable

exit

©2017 Extreme Networks, Inc. “All fights resefved *  °



Forcing SPB traffic to a Primary FW
ISIS Redistribution on BEBs connected to FWs

VSP9k1 VSP9k3 «

| Primary-FW
12/8 2 [(w=*
192.168.255.0/30

| 192.168.255.4/30

12/8 6 :
A Secondary-F

VSP9k2 VSP9k4

vlan members remove 1 12/8
interface gigabitEthernet 12/8
no spanning-tree mstp force-port-state enable
exit exit
interface GigabitEthernet 12/8 interface GigabitEthernet 12/8
brouter vlan 3901 subnet 192.168.255.5/30

vlan members remove 1 12/8
interface gigabitEthernet 12/8

no spanning-tree mstp force-port-state enable

brouter vlan 3901 subnet 192.168.255.1/30

exit exit
ip route 0.0.0.0 0.0.0.0 192.168.255.6 weight 200 ip route 0.0.0.0 0.0.0.0 192.168.255.2 weight 100
router isis router isis
redistribute direct redistribute direct
redistribute direct enable redistribute direct enable
redistribute static redistribute static
redistribute static enable redistribute static enable
exit exit

isis apply redistribute direct

“|isis apply redistribute static

isis apply redistribute direct
isis apply redistribute static

E_




Forcing SPB traffic to a Primary FW
Checking IP routes

VSPIk1 — VSP9k3

Primary-FW

—gl12/8 D
192.168.255.;/30

192.168.255.4/30"‘@
12/8 6 A

Secondary-
VSP9k?2 VSP9k4
VSP9000-3:1#% show ip route
| IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 192.168.255.2 GlobalRouter 100 12/8 STAT 0 IB 5
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 20 4051 1ISIS O IBS 7
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC 0 DB 0
10.0.0.94 255.255.255.255 VSP9000-4 GlobalRouter 10 4051 1ISIS O IBS 7
192.168.255.0 255.255.255.252 192.168.255.1 - 1 12/8 LOC O DB 0
192.168.255.4 255.255.255.252 VSP9000-4 GlobalRouter 10 4051 1ISIS O IBS 7

= OK, so far so good



Forcing SPB traffic to a Primary FW
Checking IP routes

VSP9k1 VSP9k3

»
»

Primary-FW
12/8 2 (=%
192.168.255.0/30

| 192.168.255.4/30

12/8 6 .
Secondary-
VSP9k2 VSP9k4
VSP9000-1:1#% show ip route
— IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 Loc O DB 0
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 VvSP9000-4 GlobalRouter 20 4051 ISIS O IBS 7
192.168.255.0 255.255.255.252 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 VvSP9000-4 GlobalRouter 20 4051 ISIS O IBS 7

—— = QOK, so far so good



Forcing SPB traffic to a Primary FW
Checking IP routes

VSP9k1 VSP9k3

Primary-FW
—gl1218 b e
192.168.255.0/30

192.168.255.4/30 (=
12/8 .6
Second
VSP9k?2 VSP9k4
VSP9000-2:1#% show ip route
— IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-4 GlobalRouter 10 4051 1ISIsS O IBS 7
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 10 4051 1ISIS O IBS 7
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LoC O DB 0
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 20 4051 1ISIS O IBS 7
10.0.0.94 255.255.255.255 vSP9000-4 GlobalRouter 10 4051 1ISIS O IBS 7
192.168.255.0 255.255.255.252 VvSP9000-3 GlobalRouter 20 4051 1ISIS O IBS 7
192.168.255.4 255.255.255.252 VvSP9000-4 GlobalRouter 10 4051 1ISIS O IBS 7

= VSPI9K2 is pointing at Secondary-FW, this is not what we wanted

b7

=



Forcing SPB traffic to a Primary FW
Checking IP routes

VSP9k1 VSP9k3

£ Primary-FW
‘ 12/8 D e
192.168.255.0/30

>
192.168.255.4/30

12/8 o &I FW_/\_//
'\, Secondary-FW

VSP9k2 VSP9k4

VSP9000-4:1#% show ip route
IP Route - GlobalRouter
NH INTER

DST MASK NEXT VREF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 192.168.255.6 GlobalRouter 200 12/8 STAT O IB 5
10.0.0.91 255.255.255.255 vSP9000-1 GlobalRouter 20 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LOC O DB 0
192.168.255.0 255.255.255.252 VvSP9000-3 GlobalRouter 10 4051 1ISIS O IBS 7
192.168.255.4 255.255.255.252 192.168.255.5 - 1 12/8 LOC O DB 0

= VSP9k4 is pointing at Secondary-FW; this is not what we wanted



Forcing SPB traffic to a Primary FW
External/Internal type routes

VSP9k1 VSP9k3

& Primary-FW
—gl12/8 2 (==
192.168.255.0/30 @

~72192.168.255.4/30
12/8 6

= ' ' Secondary-F\N——/"\—"/
VSP9k2 VSP9k4

» |n a future software release it will be possible to mark SPB ISIS IP routes as one

of 2 possible types:

— Internal : These routes will always be preferred over External routes; between Internal
routes, the route with the lowest SPB path cost will be preferred and the external route
metric is only used as a tie breaker (current default behaviour of SPB IP)

— External : With these, if we learn the same route twice as External, then the route with
the lowest external metric is preferred.

= In this example, we would simply configure VSP9k3 & VSP9k4 to redistribute their
default static route as an External type route, with VSP9k3 using a lower external metric

= As this is not possible today, the following slides will demonstrate an alternative
approach based on non-local static routes (NOTE: this works only in GRT)




Forcing SPB traffic to a Primary FW
Using Non-local static routes

VSP9k1 VSP9k3

Primary_FW
D (=

152.166.255.5/30

e ¥ 128

102.168.255.4/30 (F=¥0
12/8 6

VSP9k2 VSP9k4

ip route 0.0.0.0 0.0.0.0 192.168.255.1 weight 10
no ip route 0 192.168.255.1 enable

no ip route 0 192.168.255.1 local-next-hop enable
ip route 0.0.0.0 0.0.0.0 192.168.255.1 enable

0.0.0.0 0.0.0.
0.0.0.0 0.0.0.

= We need this non-local static route on all BEBs except VSP9k3

= Use the IP address on VSP9k3’s connection to the Primary-FW as the next-hop IP

— This will ensure that these routes de-activate if that link or the Primary-FW fails

=



Forcing SPB traffic to a Primary FW
Checking IP routes

VSP9k1 VSP9k3

~_ Primary-FW
12/8 2 (=
192.168.255.0/30

| 192.168.255.4/30

> 12/8 6
- Jr— Secondary-
VSP9k2 VSP9k4
VSP9000-4:1#% show ip route
IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-3 GlobalRouter 10 4051 STAT O IBS 5
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 20 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VvSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LOC O DB 0
192.168.255.0 255.255.255.252 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 192.168.255.5 - 1 12/8 LOC O DB 0

= Design objective achieved !



Forcing SPB traffic to a Primary FW
Checking IP routes

VSP9k1 VSP9k3

—

Primary-FW
12/8 =
192.168.255.0/30

| 192.168.255.4/30

12/8 .6
Secondary-
VSP9k2 VSP9k4
VSP9000-1:1#% show ip route
— IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-3 GlobalRouter 10 4051 STAT O IBS 5
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LOC O DB 0
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 vSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 VvSP9000-4 GlobalRouter 20 4051 ISIS O IBS 7
192.168.255.0 255.255.255.252 vSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 VvSP9000-4 GlobalRouter 20 4051 ISIS O IBS 7

= Design objective achieved !



Forcing SPB traffic to a Primary FW
Checking IP routes

VSP9k1 VSP9k3

Primary-FW
192.168.255.0/30

192.168.255.4/30

12/8 .6
S Secondary-
VSP9k2 VSP9k4
VSP9000-2:1#% show ip route
— IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-3 GlobalRouter 10 4051 STAT O IBS 5
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOC O DB 0
10.0.0.93 255.255.255.255 vSP9000-3 GlobalRouter 20 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 VvSP9000-4 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.0 255.255.255.252 vSP9000-3 GlobalRouter 20 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 VvSP9000-4 GlobalRouter 10 4051 ISIS O IBS 7

— = Design objective achieved !



Forcing SPB traffic to a Primary FW
Primary-FW failure

VSP9k1 VSP9k3

Primary W

g A i 150 160:255:4/30 (I
s Second

Ary- F U ————
VSPOK2 VSPOk4

”
v

= |f the Primary-FW link on port 12/8 goes down
— Local default static route on VSP9k3 will immediately go down
— Non-local default static route on other VSP9ks will also immediately go down
— Sub-second failover
= |f VSP9k3 was an ERS8800 we could also use BFD to detect failure of
the Primary-FW even if no link down on port 12/8
— But BFD is not yet supported on VSP9000




Forcing SPB traffic to a Primary FW
Primary-FW failure

V_“df\ﬁ ANnO NI ‘:’[30

LIL.LVUV.LJIJ.

12/8 .6
VSP9000-3:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-4 GlobalRouter 10 4051 1ISIS O IBS 7
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VvSP9000-2 GlobalRouter 20 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LoC 0 DB 0
10.0.0.94 255.255.255.255 vSP9000-4 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 vSP9000-4 GlobalRouter 10 4051 ISIS O IBS 7
VSP9000-3:1# show ip route static
IP Static Route - GlobalRouter
DEST MASK NEXT NH-VRF COST PREF LCLNHOP STATUS ENABLE
0.0.0.0 0.0.0.0 192.168.255.2 GlobalRouter 100 5 TRUE INACTV TRUE




Forcing SPB traffic to a Primary FW
Primary-FW failure

VSP9k1

VSP9k3

VSP9000-1:1#% show ip route

_dfn'\n Arn Arr

;aL_unLLuu:y3O

12/8 .6

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-4 GlobalRouter 20 4051 1ISIS O IBS 7
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LoC 0 DB 0
10.0.0.92 255.255.255.255 VvSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 vSP9000-4 GlobalRouter 20 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 vSP9000-4 GlobalRouter 20 4051 ISIS O IBS 7
VSP9000-1:1# show ip route static

IP Static Route - GlobalRouter
DEST MASK NEXT NH-VRF COST PREF LCLNHOP STATUS ENABLE
0.0.0.0 0.0.0.0 192.168.255.1 GlobalRouter 10 5 FALSE INACTV TRUE




Forcing SPB traffic to a Primary FW

Primary-FW failure

VSP9k1

VSP9k2

VSP9k3

_dfn'\n Arn Arr

LIL.LVUV.LJIJ.

12/8

VSP9000-2:1#% show ip route

30

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VvSP9000-4 GlobalRouter 10 4051 1ISIS O IBS 7
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LoC 0 DB 0
10.0.0.93 255.255.255.255 VSP9000-3 GlobalRouter 20 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 VSP9000-4 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 VSP9000-4 GlobalRouter 10 4051 ISIS O IBS 7
VSP9000-2:1# show ip route static

IP Static Route - GlobalRouter
DEST MASK NEXT NH-VRF COST PREF LCLNHOP STATUS ENABLE
0.0.0.0 0.0.0.0 192.168.255.1 GlobalRouter 10 5 FALSE INACTV TRUE




Forcing SPB traffic to a Primary FW
Primary-FW failure

VSP9k1 VSP9k3

‘4(\1\ Ar0 Arr

<
LIL.LVUVU.LIJS

19010
VSP9000-4:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 192.168.255.6 GlobalRouter 200 12/8 STAT 0 IB 5
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 20 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VvSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.93 255.255.255.255 VvSP9000-3 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LoC 0 DB 0
192.168.255.4 255.255.255.252 192.168.255.5 - 1 12/8 LOC O DB 0
VSP9000-4:1# show ip route static
IP Static Route - GlobalRouter
DEST MASK NEXT NH-VRF COST PREF LCLNHOP STATUS ENABLE
0.0.0.0 0.0.0.0 192.168.255.1 GlobalRouter 10 5 FALSE INACTV TRUE
0.0.0.0 0.0.0.0 192.168.255.6 GlobalRouter 200 5 TRUE ACTIVE TRUE




Forcing SPB traffic to a Primary FW
Primary-FW recovery

VSP9k1

7;‘4(\1\ Ar0 Ar-rr g
J.UL.J.UU.L\J\J-‘A‘I3O

12/8 6

VSP9k2 VSP9k4

Secondary-F\N——/"\—"/

ip arp 192.168.255.2 00:0e:62:25:22:02 12/8 vid 3901

= NOTE, on recovery, when the Primary-FW link on port 12/8 comes back up, there

can be up to a 30 seconds delay between VSP9k3'’s IP interface 192.168.255.1
coming up (this will activate the non-local static routes on the other VSP9ks) and
the default static route to the Primary-FW becoming active again (which requires
VSP9k3 to re-ARP for 192.168.255.2)

= During this time traffic following the default route will be dropped

= Configuring on VSP9k3 a static ARP entry for 192.168.255.2 solves this and sub-

second failover can be achieved on recovery as well

=



Forcing SPB traffic to a Primary FW
VSP9k3 failure

VSP9k1 VSP9k3

Primary-FW
1168.255.0/30 @~

;‘4(\1\ Ar0 Ar-rr g ’
J.UL.J.UU.L\J\J-‘rlgo : 1
]

12/8 .6

- o 2 5 /)
Secondary-FWw

e
<

5/4 414

VSP9k2 VSP9k4

= |f the VSP9k3 BEB falls, it will stop announcing network
192.168.255.0/30

= Which will result in all other nodes de-activating their non-local
default static-route and following instead the remaining default route

announced by VSP9k4

» Sub-second failover (failure & recovery)




Forcing SPB traffic to a Primary FW
VSP9k3 failure

VSP9k1 VSP9k3

Primary-FW
/8 2 “”ﬂ}"
.168.255.0/30

"7 V‘df\ﬁ ANnO NI :/30

LIL.LVUVU.LIJS

12/8 .6

Secondary-FW—/\—//

VSP9k2 VSP9k4

VSP9000-1:1#% show ip route

IP Route - GlobalRouter

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-4 GlobalRouter 20 4051 1ISIs O IBS 7
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 Loc 0 DB 0
10.0.0.92 255.255.255.255 VsP9000-2 GlobalRouter 10 4051 1ISIsS O IBS 7
10.0.0.94 255.255.255.255 VSP9000-4 GlobalRouter 20 4051 1IsSIS O IBS 7
192.168.255.4 255.255.255.252 VSP9000-4 GlobalRouter 20 4051 1ISIs O IBS 7




Forcing SPB traffic to a Primary FW
VSP9k3 failure

VSP9k1 VSP9k3

Primary-FW
/8 2 “”ﬂ}"
.168.255.0/30

"7 V‘df\ﬁ ANnO NI :/30

LIL.LVUVU.LIJS

12/8 .6

Secondary-FW—/\—//

VSP9k2 VSP9k4

VSP9000-2:1#% show ip route

IP Route - GlobalRouter

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
0.0.0.0 0.0.0.0 VSP9000-4 GlobalRouter 10 4051 1ISIs O IBS 7
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 1IsSIS O IBS 7
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 Loc O DB 0
10.0.0.94 255.255.255.255 VSP9000-4 GlobalRouter 10 4051 1IsSIS O IBS 7
192.168.255.4 255.255.255.252 VvspP9000-4 GlobalRouter 10 4051 1ISIs O IBS 7




Forcing SPB traffic to a Primary FW
VSP9k3 failure

VSP9k1 VSP9k3

/8 2
.168.255.0/30

"7 V‘df\ﬁ ANnO NI :/30

LIL.LVUVU.LIJS

12/8 .6

L et Secondary-
VSPOk2 VSPOk4 '\l

Primary-FW

VSP9000-4:1#% show ip route

IP Route - GlobalRouter

10.0.0.94 255.255.255.255 10.0.0.94 -
192.168.255.4 255.255.255.252 192.168.255.5 -

AGE TYPE PRF

NH
DST MASK NEXT VRF/ISID
0.0.0.0 0.0.0.0 192.168.255.6 GlobalRouter 0 IB 5
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 0 IBS 7
10.0.0.92 255.255.255.255 VsP9000-2 GlobalRouter 0 IBS 7
0 DB 0
0 DB 0




Route redistributing between SPB/ISIS and BGP

Example use #6
(a) using GRT
(b) using VRFs




Forcing paths with BGP and SPB
Goal

VSP9k1 VSP9k3

VSP4k ' ‘ Primary path
: By : 5/24 AS |, AS
65002: 65001

Simulate

MPLS
Network

5/4 eBGP 4/4 Net 192.168.0.0/17
|

VSP9k?2 VSP9k4

Net 172.16.0.0/16

It is desired that all traffic flowing between the SPB cloud and the BGP cloud follow the
path over VSP9k1 and that the path over VSP9k2 only be used in case of failure
Configuration should avoid spelling out individual subnets in redistribution route-maps

— l.e. if new BGP or ISIS subnets appear, there should be no need to reconfigure the
redistribution on the border routers

(a) Case where SPB GRT IP Shortcuts are used
— Following BGP by the book, and using iBGP between VSP9k1 & VSP9k2

(b) Case where SPB VRF L3VSN is used

— We lack iIBGP support on VRFs; so here we have to use a different approach in order to avoid
BGP routes from distant ASes (here 65003) being reflected back into the MPLS core network

=



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts

VSP9k1 VSP9k3

VSP4k 7 Ry T Primary path |
: - 5/24 AS |, AS
65002:65001

Simulate

MPLS
Network

Y 49 Y - ” ] |
Net 172.16.0.0/16 - 5/4 eB,GP 4/4 ‘ Net 192.168.0.0/17
i 1

VSP9k2 ' VSP9k4

= The SPB nodes will be redistributing BGP routes into IP Shortcuts and
vice versa

= VSP9k1 and VSP9k2 will have an IBGP peering to each other

= The BGP nodes have a single routing instance in all cases and in this
setup VSP9k3, VSP9k4 & 8600G are simulating a BGP/MPLS network




Forcing paths with BGP and SPB
(b) VRF L3VSN

VSP9k1 VSP9k3

VSP4k 7 Ry T Primary path |
7w L 5/24 AS |, AS
65002:65001

Simulate

MPLS
Network

Net 172.16.0.0/16

T o I 1
5/4 eB,GP 4/4 ‘ Net 192.168.0.0/17
|

VSP9k2 ' VSP9k4

= The SPB nodes will be redistributing BGP routes into a VRF extended
via L3VSN

= There cannot be any IBGP peering on a VRF, as we lack this support
today

= The BGP nodes have a single routing instance in all cases and in this
setup VSP9k3, VSP9k4 & 8600G are simulating a BGP/MPLS network

=



Forcing paths with BGP and SPB
Interfaces used

VSP9k1 VSP9k3 «

4 5/4 414

8600G 8600C

3/5 4/30

5/4 4/4 : :
interface gigabitEthernet 4/30

hutd
VSP9k2 \ VSP9k4 e

/
interface gigabitEthernet 1/49,1/50 interface gigabitEthernet 3/1,3/2,3/5
no shutdown no shutdown
exit exit
interface gigabitEthernet 5/4,5/10,5/24 interface gigabitEthernet 4/4,4/24,12/8
no shutdown . . no shutdown
exit exit




Forcing paths with BGP and SPB

SPB Global Config

VSP9k1

VSP9k?2

VSP9k3

5/4 4/4

VSP9k4

8600C

4/30

interface loopback 1
ip address 10.0.0.41/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.4100
manual-area 49.0000
ip-source-address 10.0.0.41
spbm 1
spbm 1 nick-name 0.00.41
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable
exit
vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable
cfm spbm mepid 41
cfm spbm enable

interface ioopback 1
ip address 10.0.0.92/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9200
manual-area 49.0000
ip-source-address 10.0.0.92

spbm 1

spbm 1 nick-name 0.00.92

spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable

exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 92

cfm spbm enable

interface loopback 1
ip address 10.0.0.91/255.255.255.255
exit
spbm
router isis
system-id 00bb.0000.9100
manual-area 49.0000
ip-source-address 10.0.0.91

spbm 1
spbm 1 nick-name 0.00.91
spbm 1 b-vid 4051-4052 primary 4051
spbm 1 ip enable
exit

vlan create 4051 name "B-VLAN-1" type spbm-bvlan
vlan create 4052 name "B-VLAN-2" type spbm-bvlan
router isis enable

cfm spbm mepid 91

cfm spbm enable

E:




Forcing paths with BGP and SPB
SPB Interface Config

VSP9k1 VSP9k3

8600G

13/5

4/30

VSPOk2 \ VSPOk4

interface GigabitEthernet 1/49,1/50
isis
isis spbm 1
isis enable

exit

interface GigabitEthernet 5/10,5/24
isis
isis spbm 1
isis enable

exit

8600C




Forcing paths with BGP and SPB

IGP (OSPF) Config

|
5/4 €BGP 44

AS |

5/24

| 102.168.255.0/30
1

65002 : 65001

| Network

25, Clip:10.0.0.81
97

o 2/30 8600G

j‘\.g 92.168.255.20/30

0 Simulate

3/5 4/30

o i MPLS cBGP

=

AN

3

I
g/ 192.168.255.4/30
ve| 5/4 eBGP 4/4
|

VSP9k2 Clip:10.0.0.92

VSP9k4 Clip:10.0.0.94

8600C

We don’t
want the

interface loopback 1
ip address 10.0.0.93/32
ip ospf
exit
interface GigabitEthernet 4/4,4/24,12/8

brouter port 4/4 vlan 2500 subnet 192.168.255.1/30
brouter port 4/24 vlan 2508 subnet 192.168.255.9/30
brouter port 12/8 vlan 2512 subnet 192.168.255.13/30
ip ospf port 4/4 network passive
ip ospf enable

exit

router ospf
router-id 10.0.0.93
exit
router ospf enable

interface loopback 1
ip address 10.0.0.94/32
ip ospf

exit

interface GigabitEthernet 4/4,4/24,12/8
brouter port 4/4 vlan 2504 subnet 192.168.255.5/30
brouter port 4/24 vlan 2508 subnet 192.168.255.10/30
brouter port 12/8 vlan 2516 subnet 192.168.255.17/30
ip ospf port 4/4 network passive
ip ospf enable

exit

router ospf
router-id 10.0.0.94

exit

router ospf enable

cBGP IPs to
De running
OSPF but we
need them to
be reachable
via IGP
otherwise
BGP routes
will not get
accepted

EE -



Forcing paths with BGP and SPB
IGP (OSPF) Config cont

|
5/4 €BGP 44

4 255 Clip:10.0.0.81
192.168.255.0/30 o 723,8600G 8600C
| e 2.192.168.255.20/30
I 10 Simulate
5/24 AS AS a MPLS 3/5 4/30 AS
65002 : 65001 eBGP 65003

I
| 192.168.255.4/30
5/4 eBGP 4/4
|

192.168

%

1
Net 192.168.0.0/17

|
Net 172.16.0.0/16

VSP9k2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

interface loopback 1
ip address 10.0.0.81/32

ip ospf
exit
interface GigabitEthernet 3/1,3/2,3/5 interface loopback 1
brouter port 3/1 vlan 2512 subnet 192.168.255.14/30 .ip address 192.168.0.82/17
brouter port 3/2 vlan 2516 subnet 192.168.255.18/30 exit
brouter port 3/5 vlan 2520 subnet 192.168.255.21/30 interface GigabitEthernet 4/30
ip ospf port 3/5 network passive brouter vlan 2520 subnet 192.168.255.22/30
ip ospf enable exit
exit

router ospf

router-id 10.0.0.81
exit
router ospf enable




Forcing paths with BGP and SPB
BGP Config

router bgp :10.0.0.91 VSP9k3 Clip:10.0.0.93
no auto-summary |
no synchronization I "L ZQ?
no bgp aggregation -7, .
router-id 10.0.0.93 eBGP 4/4 6‘53955 Clip:10.0.0.81
exit -7
router bgp 65001 enable 168.25?5.0/30 S ?/30 86002(3 . 20/308600C
router bgp = 92.1 .255.
neighbor 192.168.255.2 : g '
neighbor 192.168.255.2 remote-as 65002 AS , AS © 3/5 4/30 AS
neighbor 192.168.255.2 enable | g
neighbor 10.0.0.94 5002I 65001 % eBGP 65003
neighbor 10.0.0.94 remote-as 65001 I =
neighbor 10.0.0.94 update-source 10.0.0.93 | g
neighbor 10.0.0.94 enable —
neighbor 10.0.0.81 1682?54/30 : :
neighbor 10.0.0.81 remote-as 65001 EB|GP 4/4 Net 192.168.0.0/17
neighbor 10.0.0.81 update-source 10.0.0.93 I
neighbor 10.0.0.81 enable
exit NN aAa

VSP9k4 Clip:1

router bgp
no auto-summary
no synchronization
no bgp aggregation
router-id 10.0.0.94
exit
router bgp 65001 enable
router bgp

neighbor 192.168.255.6

neighbor 192.168.255.6 remote-as 65002
neighbor 192.168.255.6 enable

neighbor 10.0.0.93

neighbor 10.0.0.93 remote-as 65001
neighbor 10.0.0.93 update-source 10.0.0.94
neighbor 10.0.0.93 enable

neighbor 10.0.0.81

neighbor 10.0.0.81 remote-as 65001
neighbor 10.0.0.81 update-source 10.0.0.94
neighbor 10.0.0.81 enable

router bgp
no auto-summary
no synchronization
no bgp aggregation
router-id 10.0.0.81
exit
router bgp 65001 enable
router bgp

exit

neighbor 192.168.255.22
neighbor 192.168.255.22 remote-as 65003
neighbor 192.168.255.22 enable
neighbor 10.0.0.93
neighbor 10.0.0.93 remote-as 65001
neighbor 10.0.0.93 update-source 10.0.0.81
neighbor 10.0.0.93 enable
neighbor 10.0.0.94
neighbor 10.0.0.94 remote-as 65001
neighbor 10.0.0.94 update-source 10.0.0.81
neighbor 10.0.0.94 enable

exit




Forcing paths with BGP and SPB
BGP Config

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

— I '
¥ | 514 eBGP 4 68 55, Clip:10.0.0.81
Clip:10.0.0.41 S/10 ™ K[ 192.168.255.0/30 723, 8600G 8600C
VSP4k : 2 £.192.168.255.20/30 g
' epq AS | AS B (35 430 ¥ AS
65002 : 65001 © | eBGP 65003

I
g 192.168.255.4/30

54 eBGP 4/4
|

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

192.168

] 1
Net 192.168.0.0/17

|
Net 172.16.0.0/16

router bgp
no auto-summary
no synchronization
no bgp aggregation
router-id 10.0.0.82
exit
router bgp 65003 enable
router bgp
network 192.168.0.0/17
neighbor 192.168.255.21
neighbor 192.168.255.21 remote-as 65001
neighbor 192.168.255.21 enable
exit

=



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts

VSP9k1 VSP9k3

. Primary path :
524 AS | AS
65002:65001

Simulate

MPLS
Network

/ I 1
Net 172.16.0.0/16 5/4 eBGP 414 @ _J Net 192.168.0.0/17

VSP9k?2 VSP9k4

= We are now going to look at the case where BGP is redistributed into
SPB GRT IP Shortcuts




Forcing paths with BGP and
(a) GRT IP Shortcuts — BGP

SPB
config

255 Clip:10.0.0.81
Clip:10.0.0.41 192.168.255.0/30 < 723,8600G 8600C
1 (%)
: 2 ,192.168.255.20/30
| To)
AS ;, AS |3/5 4/30 AS
65002'65001 8 eBGP 65003
! —
! o
' A
L 1 5/10 g/ 192.168.255.4/30 1 1
] L} 4 ) | |
Net 172.16.0.0/16 5/4 eBGP 4/4 Net 192.168.0.0/17
|
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
interface GigabitEthernet 5/4 interface GigabitEthernet 5/4
brouter vlan 2500 subnet 192.168.255.2/30 brouter vlan 2504 subnet 192.168.255.6/30
exit lexit
router bgp router bgp
no auto-summary no auto-summary
no synchronization no synchronization
no bgp aggregation no bgp aggregation
router-id 10.0.0.91 router-id 10.0.0.92
exit exit
router bgp 65002 enable router bgp 65002 enable
router bgp router bgp
neighbor 192.168.255.1 neighbor 192.168.255.5
neighbor 192.168.255.1 remote-as 65001 neighbor 192.168.255.5 remote-as 65001
neighbor 192.168.255.1 enable neighbor 192.168.255.5 enable
neighbor 10.0.0.92 neighbor 10.0.0.91
neighbor 10.0.0.92 remote-as 65002 neighbor 10.0.0.91 remote-as 65002
neighbor 10.0.0.92 update-source 10.0.0.91 neighbor 10.0.0.91 update-source 10.0.0.92
neighbor 10.0.0.92 enable neighbor 10.0.0.91 enable r
T lexit exit -
-—




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — BGP config

interface loopback 2
ip address 172.16.0.41/16
exit

SP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

router isis

e 1
redistribute direct 4| 514 eBGP 4 768 5 Clip:10.0.0.81
redistribute direct enable | fi7
exit 192.168.255.0/30 <43, 8600G 8600C
isis apply redistribute direct : S\.g - : 092.168.255.20/30
AS |TAS B S'l\r/lnsllaste 35 4/30 AS
65002 6500 ® eBGP 65003
N
o
—

gy I

| #]192.168.255.4/30

5/4 eBGP /4
|

] 1
Net 172.16.0.0/16 Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

ip route preference protocol spbm-levell 50
router isis = We set the SPB/ISIS preference to 50 so
redistribute direct .
redistribute direct enable that . .
redistribute bgp — eBGP routes (pref 45) will win over ISIS
Iredistribute bgp enable routes
ij;llter bap — ISIS routes will win over iIBGP routes (pref
o L 175)
redistribute isis
redistribute isis enable = Otherwise we end up with a routing loop
exit for ISIS routes getting re-learnt via iBGP
no ip alternative-route between VSP9k1 & VSP9k2
e pn = Always disable ip alternative-route on
ip bop apply redistribute isis boundary routers =




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

— VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

I 7,92
5/4 €BGP 44 /6, in:
| o B : | £oli216 255 Clip:10.0.081
Clip:10.0.0.41 -~ 192.168.25?5.0/30 o N 2/30 8600G 8600C
VSP4k : = 3/ 92.168.255.20/30
I 5 Simulate .
65002 : 65001 % eBGP 65003
P | 3
: 18 192.168.255.4/30 ! '
I ”uq! T | "‘! I 1
Net 172.16.0.0/16 5/4 eB,GP 4/4 . '),'\6 y Net 192.168.0.0/17
; -« 1 : A&
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-1:1#% show ip bgp route VSP9000-2:1#% show ip bgp route
BGP Routes - GlobalRouter BGP Routes - GlobalRouter
NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF
192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 100 192.168.0.0/17 192.168.255.5 192.168.255.5 IGP 100
AS_PATH: (65001 65003) AS PATH: (65001 65003)
192.168.0.0/17 10.0.0.92 192.168.255.5 IGP 100 192.168.0.0/17 10.0.0.91 192.168.255.1 IGP 100
AS_PATH: (65001 65003) AS PATH: (65001 65003)
192.168.255.0/30 10.0.0.92 10.0.0.92 INC 100 192.168.255.4/30 10.0.0.91 10.0.0.91 INC 100
AS _PATH: path-is-empty B AS _PATH: path-is-empty




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

— VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

4 |
| 54 €eBGP 44

'76‘62955 Clip:10.0.0.81
Clip:10.0.0.41 /10 192.168.255.0/30 723, 8600G 8600C
: g _ 192.168.255.20/30

AS | AS B S'l\r/lnsllaste 355 4/30 AS

65002! 65001 & eBGP 65003
& | 3
! :

I 14| 192.168.255.4/30 L 1

] 1
Net 192.168.0.0/17

1
Net 172.16.0.0/16 5/4 eBGP 4/4
1

VSPOk2 Clip:10.0.0.92 \ VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip bgp route VSP9000-2:14#% show ip bgp route
a
BGP Routes - GlobalRouter E BGP Routes - GlobalRouter
NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF (NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF
M
192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 100 192.168.0.0/17 192.168.255.5 192.168.255.5 IGP 100
AS_PATH: (65001 65003) AS PATH: (65001 65003)
192.168.0.0/17 10.0.0.92 192.168.255.5 IGP 100 —192.168.0.0/17 10.0.0.91 192.168.255.1 IGP 100
AS_PATH: (65001 65003) AS PATH: (65001 65003)
192.168.255.0/30 10.0.0.92 10.0.0.92 INC 100 192.168.255.4/30 10.0.0.91 10.0.0.91 INC 100

AS _PATH: path-is-empty B AS _PATH: path-is-empty




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

| .‘, 255 Clip:10.0.0.81
v/ 192.168.255.0/30 723,8600G 8600C
: 192.168.255.20/30
315 4/30
eBGP

AS
65003

| #]192.168.255.4/30
5/4 eBGP 4/4
|

] 1
Net 192.168.0.0/17

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

St = In previous slide we could
noton motwork ebgp-net see the 192.168.255.0/30 and
e 192.168.255.4/30 networks
xoutemap suppress-ehop-net 2 being redistributed into BGP
L oeete from ISIS
N edisteibate isis route-map suppress-cbgp-not = We suppress these here
—i;l;gp apply redistribute isis F_




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

VSP9k1 Clip:10.0.0.91
I

[
»

. |
4| 514 €BGP 44

VSP9k3 Clip:10.0.0.93

192.168.2%5.0/30
1

AS | AS
65002 65001

,;tmw: |
| #]192.168.255.4/30

192.168

255.8/30 |

25, Clip:10.0.0.81
7245, 8600G 8600C
92.168.255.20/30
3/5 4/30 AS
eBGP 65003

1
Net 172.16.0.0/16 5/4 eBGP 4/4
1

—

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

] 1
Net 192.168.0.0/17

\
i

VSP9000-1:1#% show ip bgp route

VSP9000-2:1#% show ip bgp route

BGP Routes - GlobalRouter

BGP Routes - GlobalRouter

NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF

192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 100
AS PATH: (65001 65003)

192.168.0.0/17 10.0.0.92 192.168.255.5 IGP 100
AS PATH: (65001 65003)

NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF

192.168.0.0/17 192.168.255.5 192.168.255.5 IGP 100
AS PATH: (65001 65003)

192.168.0.0/17 10.0.0.91 192.168.255.1 IGP 100
AS PATH: (65001 65003)

o



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

VSP9k1 Clip:10.0.0.91
I

w4 into ISIS

] routes

VSP9k3 Clip:10.0.0.93

| 2 62 .

Clin-1N N N 01

» This is the route path for the routes in yellow below:

= 10.0.0.41/32 : 4k =>» ISIS = 9k2 = IBGP = 9k1 (= ISIS)

= 10.0.0.91/32: 9k1 =>» ISIS =>» 9k2 = IBGP = 9k1 (=¥ ISIS)

= 172.16.0.0/16: 4k =>» ISIS =>» 9k2 = IBGP = 9k1 (=¥ ISIS)

I = 10.0.0.41/32 : 4k =>» ISIS = 9k1 = iBGP = 9k2 (= ISIS)
= 10.0.0.92/32: 9k2 => ISIS =>» 9k1 => iBGP = 9k2 (=¥ ISIS)
= 172.16.0.0/16: 4k = ISIS =>» 9k1 => iBGP = 9k2 (=¥ ISIS)

= Potentially these routes could loop as both VSP9k1 & VSP9k2 redistribute BGP routes

1= We will address these later when we limit BGP =» ISIS redistribution to only eBGP

192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 100
AS_PATH: (65001 65003)
192.168.0.0/17 10.0.0.92 192.168.255.5 IGP 100

AS_PATH: (65001 65003)

192.168.0.0/17 192.168.255.5
AS PATH: (65001 65003)
192.168.0.0/17 10.0.0.91
AS PATH: (65001 65003)

192.168.255.5

192.168.255.1

IGP 100

IGP 100

E__



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

» VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
192. 168 0. 0/17 :

| 5/4 eB:GP 414 S5 28 55 Clip:10.0.0.81
Clip:10.0.0.41 /10 192.168.255.0/30 723, 8600G 8600C
: 2 _ .192.168.255.20/30
AS | AS [ S'l\r/lnsllaste (355 4130 AS
65002 65001 &2 eBGP 65003
N
a3

o .
18] 192.168.255.4/30

1
Net 172.16.0.0/16 5/4 eBGP 4/4 Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LOoC O DB 0
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 50
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 192.168.255.1 GlobalRouter 2 5/4 BGP O IB 45
192.168.255.0 255.255.255.252 192.168.255.2 - 1 5/4 LOC O DB 0
192.168.255.4 255.255.255.252 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 50 r
‘- - [



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

|
sl 54 ©BGP 44 0826 Clip:10.0.0.81
Clip:10.0.0.41 /10 VY@ # A4/ 192.168.255.0/30 725, 8600G
VSP4k : e .192.168.255.20/30
1 o)
524 AS | AS g 35 4/30
65002 : 65001 2 eBGP
! 3
2

8600C

= !
18] 192.168.255.4/30
f 1

Net 172.16.0.0/16 5/4 eBGP 4/4

N >
192.168.0.0/17 :
/ VSP9k2 Clip:10.0.0.92 ~ VSP9k4 Clip:10.0.0.94

VSP9000-2:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRE/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VvSP4000 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOC O DB 0
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 192.168.255.5 GlobalRouter 2 5/4 BGP O IB 45
192.168.255.0 255.255.255.252 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0

] 1
Net 192.168.0.0/17

= This Is

not what
we want
so we'll
have to
fix this

E -



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

Net 172.16.0.0/16

Clip:10.0.0.41 °/10

VSP9k1 Clip:10.0.0.91

172.16.:0.0/16

| 5/4

eBIGP 4/4

AS

65002 : 65001

192.168.2%5.0/30
1

1 p# 192.168.255.4/30

255.8/30

AS

192.168

54 eBGP 4/4
|

VSP9k2 Clip:10.0.0.92

VSP9k3 Clip:10.0.0.93 «

VSP9k4 Clip:10.0.0.94

VSP9000-3:1#% show ip route

IP Route - GlobalRouter

192.168.255

192.168.255.

192.168.255
192.168.255
10.0.0.93

192.168
192.168.
192.168
192.168
192.168
192.168
192.168
192.168
192.168

.255

.255

.255.
255.
.255.
.255.

.255.
.255.

.255.

.2
14
.2
.2

10
2
14
1
.10
9
13
.10
14

NH
VRF/ISID

GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter

GlobalRouter
GlobalRouter

NN RNRERRERRRRR &

PROT AGE TYPE PRF

BGP 0 IB 45
OSPF 0 IB 20
BGP 0 IB 45
BGP 0 IB 45
LoC 0 DB 0

OSPF 0 IB 20
BGP O IB 45
BGP 0 IB 175
LOC 0 DB 0

OSPF 0 IB 20
LOC 0 DB 0

LOC 0 DB 0

OSPF 0 IB 20
OSPF 0 IB 20

25 Clip:10.0.0.81
7245, 8600G 8600C
192.168.255.20/30
‘ 3/5 4/30 AS
eBGP 65003

] 1
Net 192.168.0.0/17




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

Net 172.16.0.0/16

5/24

AS
65002 : 65001

|
g 192.168.255.4/30

' AS

255.8/30

192.168

5/4

eBGP 4/4
1172.1610.0/16

VSP9k2 Clip:10.0.0.92

VSP9k4 Clip:10.0.0.94 *

255 Clip:10.0.0.81
'72/30 8600G 8600C
.192.168.255.20/30

] 1
Net 192.168.0.0/17

VSP9000-4:1#% show ip route

IP Route - GlobalRouter

DST
10.0.0.41
10.0.0.81
10.0.0.91
10.0.0.92
10.0.0.93
10.0.0.94
172.16.0.0
192.168.0.0
192.168.255

=
© ©
NN
=

o o

® ®
NN

o »

o o

® > O

192.168.255.16

—1192.168.255.20

192.

168

.255.

10.0.0.94

192.
192.
192.
192.
192.
192.
192.
192.

168.

168
168
168
168
168
168
168

255.
.255.
.255.
.255.
.255.
.255.
.255.
.255.

NH
VRF/ISID

GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter

GlobalRouter

GlobalRouter

NHEFNRRNRRRRRRRERF

PROT AGE TYPE PRF

BGP O IB 45
OSPF 0 IB 20
BGP O IB 45
BGP O IB 45
OSPFEF 0 IB 20
LoC 0 DB 0

BGP O IB 45
BGP O IB 175
OSPFEF 0 IB 20
LoC 0 DB 0

LoC 0 DB 0

OSPF 0 IB 20
LoC 0 DB 0

OSPF 0 IB 20

= This Is not
what we
want so we'll
have to fix
this




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Setting Local PREF

VSP9k3 Clip:10.0.0.93«

» VSP9K1 Clip:10.0.0.91
|

AS |

| #]192.168.255.4/30
5/4 eBGP 4/4
|

Net 172.16.0.0/16

VSP9k2 Clip:10.0.0.92

1]

* BGP local-PREF is by
default set to 100

So we increase it on

no router bgp enable
router bgp
bgp default local-preference 20
exit
router bgp 65002 enable

no router bgp enable

router bgp VSP9k1 & VSP9k3
bgp default local-preference 200 .
exit and decrease it on

router bgp 65002 enable

VSP9k2 and VSP9k4

<5;
%725, 8600G

VSP9k4 Clip:10.0.0.94 +—

Clip:10.0.0.81

8600C

192.168.255.20/30

|35 4/30
eBGP

AS
65003

] 1
Net 192.168.0.0/17

no router bgp enable
router bgp
bgp default local-preference 20
exit
router bgp 65001 enable

no router bgp enable
router bgp
bgp default local-preference 200
exit
router bgp 65001 enable

=



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

» VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
: 192.168. b 0/17 :

eBGP 4/4
68.255.0/30
I

| 5/4 Clip:10.0.0.81

%625 55

7?/30 8600G 8600C
1192.168.255.20/30
(355 4130
eBGP

Primary path :
524 AS | AS
65002'65001

|
. |

| 192.168.255.4/30

As| 514 eBGP 4/4

Simulate

MPLS AS

65003

192.168.255.8/30

Net 172.16.0.0/16 Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LOoC O DB 0
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 50
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 192.168.255.1 GlobalRouter 2 5/4 BGP O IB 45
192.168.255.0 255.255.255.252 192.168.255.2 - 1 5/4 LOC 0 DB 0
192.168.255.4 255.255.255.252 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 50




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

192.168.0.0/17:

192.168

25 Clip:10.0.0.81
68.285.030 o 723,8600G 8600C
pr ™
Primary path | % _ .192.168.255.20/30
' aAg 18 Simulate 3/5 4/30 AS
524  AS | < MPLS »
6500265001 eBGP 65003

|
18] 192.168.255.4/30

1
Net 172.16.0.0/16 5/4 eBGP 4/4
|

VSP9k2 Clip:10.0.0.92

VSP9k4 Clip:10.0.0.94

VSP9000-2:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOoC O DB 0
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 VSP9000-1 GlobalRouter 10 4051 1ISIS O IBS 50
192.168.255.0 255.255.255.252 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0

] 1
Net 192.168.0.0/17

The route points
in the right
direction, but it
Is a BGP route
showing up as
an ISIS route
This is not
good, because
we are
redistributing all
ISIS routes into
BGP so this
route will get re-
advertised into
BGP with its

stripped off

attributes
I -
A |



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

VSP9k1 Clip:10.0.0.91
I

[
»

VSP9k3 Clip:10.0.0.93

68.255.0/30
1

. Primary path :
524 AS | AS
65002:65001

P b I
# 192.168.255.4/30

255.8/30 |

192.168

Net 172.16.0.0/16

54 eBGP 4/4
|

VSP9k2 Clip:10.0.0.92

VSP9000-1:1#% show ip bgp route

BGP Routes - GlobalRouter

NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF

10.0.0.41/32 10.0.0.92 10.0.0.92 INC 20
AS PATH: path-is-empty

10.0.0.91/32 10.0.0.92 10.0.0.92 INC 20
AS PATH: path-is-empty

172.16.0.0/16 10.0.0.92 10.0.0.92 INC 20
AS PATH: path-is-empty

192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 200
AS_PATH: (65001 65003)

192.168.0.0/17 10.0.0.92 10.0.0.92 INC 20
AS _PATH: path-is-empty

%6255 Clip:10.0.0.81
723, 8600G 8600C
2.192.168.255.20/30
3/5 4/30 AS
eBGP 65003

] 1
Net 192.168.0.0/17

VSP9k4 Clip:10.0.0.94

» S0, VSP9K1 prefers the eBGP route (local PREF
200) installs it in the routing table and redistributes it
into ISIS

= VSP9k2 prefers the iBGP route from VSP9k1
(local_PREF 200) but fails to install it in the routing
table because same route is available from VSP9k1
via ISIS which has a higher preference (50 vs 175) —
see pervious slide -; so it installs the ISIS route
instead and hence redistributes this same route
back into BGP (the route attributes like AS-path are
now lost) and hence it appears in red in VSP9k1’s
BGP routes on the left

» This constitutes a routing loop which needs to be

eliminated otherwise it will create problems later |_
- —_—



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Solving routing loop

7 Primary path |

|
524 AS | AS

68.255.0/30
1

255.8/30

65002 : 65001

192.168

255 Clip:10.0.0.81
723,8600G 8600C
. .192.168.255.20/30
Sll\r/ln; Ilas'te 3/5 4/30 AS
' eBGP 65003

| Network

Net 172.16.0.0/16

VSP9k2 Clip:10.0.0.92

. " R I
8| 192.168.255.4/30
' eBGP 4/4

ip prefix-1list local-nets 10.0.0.0/24 ge 32 le 32
ip prefix-1list local-nets 192.168.255.0/24 ge 30 le 30
route-map accept-only-local-nets 1
permit
match network local-nets
enable
exit
route-map accept-only-local-nets 2
no permit
enable
exit
router isis
accept adv-rtr 0.00.92
accept adv-rtr 0.00.92 route-map "accept-only-local-nets"
accept adv-rtr 0.00.92 enable
exit
isis apply accept

] 1
Net 192.168.0.0/17

VSP9k4 Clip:10.0.0.94

ip prefix-list local-nets 10.0.0.0/24 ge 32 le 32
ip prefix-list local-nets 192.168.255.0/24 ge 30 le 30
route-map accept-only-local-nets 1
permit
match network local-nets
enable
exit
route-map accept-only-local-nets 2
no permit
enable
exit
router isis
accept adv-rtr 0.00.91
accept adv-rtr 0.00.91 route-map "accept-only-local-nets"
accept adv-rtr 0.00.91 enable
exit
isis apply accept

»= Only accept ISIS routes for CLIP and eBGP IP nets from VSP9k1 / VSP9k2 dl



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

[
»

2,  Clip:10.0.0.81
7245, 8600G 8600C

92.168.255.20/30

3/5 4/30
eBGP

68.255.0/30
1

. Primary path :
524 AS | AS
65002:65001

255.8/30 |

AS
65003

- i |
| #]192.168.255.4/30

192.168

~/ T ”}s” I 1
Net 172.16.0.0/16 —/ 5/4 eBGP 4/4 _/ ‘ Net 192.168.0.0/17
; ) I : ,\g‘),'
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-1:1#% show ip bgp route VSP9000-2:14#% show ip bgp route
BGP Routes - GlobalRouter BGP Routes - GlobalRouter
NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF
10.0.0.41/32 10.0.0.92 10.0.0.92 INC 20 10.0.0.41/32 10.0.0.91 10.0.0.91 INC 200
AS PATH: path-is-empty AS PATH: path-is-empty
10.0.0.91/32 10.0.0.92 10.0.0.92 INC 20 10.0.0.92/32 10.0.0.91 10.0.0.91 INC 200
AS PATH: path-is-empty AS PATH: path-is-empty
172.16.0.0/16 10.0.0.92 10.0.0.92 INC 20 172.16.0.0/16 10.0.0.91 10.0.0.91 INC 200
AS PATH: path-is-empty AS PATH: path-is-empty
192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 200 192.168.0.0/17 10.0.0.91 192.168.255.1 IGP 200
AS_PATH: (65001 65003) AS PATH: (65001 65003)
192.168.0.0/17 10.0.0.92 192.168.255.5 IGP 20 192.168.0.0/17 192.168.255.5 192.168.255.5 IGP 20
AS_PATH: (65001 65003) AS PATH: (65001 65003)

o



Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

255 Clip:10.0.0.81
'72/30 8600G 8600C
.192.168.255.20/30

68.255.0/30
1

Primary path :
524 AS | AS

65002'!65001
192.168.0.0/17:

255.8/30

192.168

1
| 192.168.255.4/30
54 eBGP 4/4
1

] 1
Net 172.16.0.0/16 Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

n
VSP9000-2:1#% show ip route LOOkIng
good
IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF

10.0.0.41 255.255.255.255 VSP4000 GlobalRouter 10 4051 1ISIS O IBS 50

10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50

10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOC O DB 0

172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 VSP9000-1 GlobalRouter 2 4051 BGP O IBS 175
192.168.255.0 255.255.255.252 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

VSP9k1 Clip:10.0.0.91
, 192.168.0.0/17

[
»

| 5/4

eBGP 44

P 68.255.0/30
|

Primary path |
524 AS | AS

65002'!65001
7 192.168.0.0/17:

57 )
6‘63955 Clip:10.0.0.81
- 723, 8600G 8600C
g _ ,192.168.255.20/30
2 Sll\r/InFl’JIlaSte (355 4130 AS
& eBGP 65003
3
2

a ”_ I
18] 192.168.255.4/30
Net 172.16.0.0/16 ‘

VSP9k2 Clip:10.0.0.92

eBGP 4/4

] 1
Net 192.168.0.0/17

VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip bgp route

= So far this is looking good

BGP Routes - GlobalRouter

VSP9000-2:1#% show ip bgp route

NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PRE

192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 200
AS PATH: (65001 65003)
192.168.0.0/17 10.0.0.92 192.168.255.5 IGP 20

AS PATH: (65001 65003)

BGP Routes - GlobalRouter

NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF

192.168.0.0/17 10.0.0.91 192.168.255.1  IGP 200
AS_PATH: (65001 65003)
192.168.0.0/17 192.168.255.5 192.168.255.5  IGP 20
AS PATH: (65001 65003) E_




Forcing paths with BGP and SPB

(a) GRT IP Shortcuts — Checking ISIS LSDB Routes

VSP9k1 Clip:10.0.0.91
192.168.0.0/17

- - | 5/4  eBGP ‘4

VSP9k3 Clip:10.0.0.93

v

65002'!65001
192.168.0.0/17:

—— I
| #]192.168.255.4/30

54 eBGP 4/4
|

192.168

Net 172.16.0.0/16

VSP9k2 Clip:10.0.0.92

VSP9k4 Clip:10.0.0.94

VSP9000-1:1# show isis 1lsdb ip-unicast
ISTIS IP-UNICAST-ROUTE SUMMARY

PREFIX TLV LSP HOST
I-SID ADDRESS LENGTH METRIC TYPE FRAG NAME
- 10.0.0.41 32 1 135 0x2 VSP4000
- 172.16.0.0 16 1 135 0x2 VSP4000
- 10.0.0.91 32 1 135 0x2 VSP9000-1
- 192.168.255.0 30 1 135 0x2 VSP9000-1
- 192.168.0.0 17 2 135 0x2 VSP9000-1
- 10.0.0.92 32 1 135 0x2 VSP9000-2
- 192.168.255.4 30 1 135 0x2 VSP9000-2
- 192.168.0.0 17 2 135 0x2 VSP9000-2

.76
53955
3168.255.0/30 < ),
p | ®
Primary path : g -
524 AS | AS g

Clip:10.0.0.81
8600G

8600C

192.168.255.20/30

|35 4/30
eBGP

AS
65003

] 1
Net 192.168.0.0/17

ISIS LSDB IP routes can be
checked on any node in the
SPB Fabric (the LSDB is the
same for all nodes)

What we have here is not so
good

VSP9Kk2 is installing an
IBGP route for network
192.168.0.0/17 and
redistributing it into ISIS

iIBGP routes should not be
redistributed into ISIS

=



Forcing paths with BGP and

SPB

(a) GRT IP Shortcuts — Checking SPB IP Routes

VSP9k1 Clip:10.0.0.91
192.168.0.0/17

| 5/4

eBGP 44

VSP9k3 Clip:10.0.0.93

P 68.255.0/30
|

7 Primary path !

524 AS | AS

192.168.0.0/17:
}ji,;iL |
. & 192.168_25514/30

65002' 65001

57 )
6‘63955 Clip:10.0.0.81
- 723, 8600G 8600C
2 192.168.255.20/30
ﬁ 13/5 4/30 AS
& eBGP 65003
3
2

Net 172.16.0.0/16

VSP9k2 Clip:10.0.0.92

54 eBGP 4/4
|

] 1
Net 192.168.0.0/17

VSP9k4 Clip:10.0.0.94

VSP4000:1# show isis spbm ip-unicast-fib

SPBM IP-UNICAST FIB ENTRY INFO

VRF ISID Destination NH BEB VLAN
GRT - 10.0.0.91/32 VSP9000-1 4051
GRT - 10.0.0.91/32 VSP9000-1 4052
GRT - 10.0.0.92/32 VSP9000-2 4051
GRT - 10.0.0.92/32 VSP9000-2 4052
GRT - 192.168.0.0/17 VSP9000-1 4051
GRT - 192.168.0.0/17 VSP9000-1 4052
GRT - 192.168.0.0/17 VSP9000-2 4051
GRT - 192.168.0.0/17 VSP9000-2 4052
GRT - 192.168.255.0/30 VSP9000-1 4051
GRT - 192.168.255.0/30 VSP9000-1 4052
GRT - 192.168.255.4/30 VSP9000-2 4051
GRT - 192.168.255.4/30 VSP9000-2 4052

__________ = |t does not make
sense for VSP9k1 &

OUTGOTNG SPEM PREFIX VSP9k2 to redistribute
TNTERFACE oSt cost iIBGP routes into I1SIS
1/a 10 ! _otherwise _othe_r _BEBs
1/50 10 1 In the fabric will install
ae 1o : IP routes towards
e 2 VSP9K2 instead of
1/50 10 2 VSP9k1 (or ECMP
Ve 1o ) towards both of them)
1/50 10 1 F_
1/50 10 1 At




Forcing paths with BGP and SPB

(a) GRT IP Shortcuts — only redistributing eBGP

AS |

18] 192.168.255.4/30

Net 172.16.0.0/16

54 eBGP 4/4
|

» VSP9k2 Clip:10.0.0.92

route-map "ebgp-only-routes" 1

permit
match protocol ebgp
enable
exit
router isis
redistribute bgp route-map "ebgp-only-routes"
exit
isis apply redistribute bgp

255 Clip:10.0.0.81
7245, 8600G
.192.168.255.20/30
315 4/30
eBGP

8600C

AS
65003

] 1
Net 192.168.0.0/17

VSP9k4 Clip:10.0.0.94

= Only redistribute eBGP (and
not iIBGP) routes into ISIS




Forcing paths with BGP and SPB

(a) GRT IP Shortcuts — Checking ISIS LSDB Routes

VSP9k1 Clip:10.0.0.91
, 192.168.0.0/17

4| 514 eBGP i
3468.255.0/30
1

-

Primary path :
524 AS | AS

65002'!65001
192.168.0.0/17:

255.8/30

192.168

1
| 192.168.255.4/30
54 eBGP 4/4
1

Net 172.16.0.0/16

VSP9k2 Clip:10.0.0.92

VSP9k4 Clip:10.0.0.94

VSP9000-1:1# show isis 1lsdb ip-unicast
ISTIS IP-UNICAST-ROUTE SUMMARY

PREFIX TLV LSP HOST
I-SID ADDRESS LENGTH METRIC TYPE FRAG NAME
- 10.0.0.41 32 1 135 0x2 VSP4000
- 172.16.0.0 16 1 135 0x2 VSP4000
- 10.0.0.91 32 1 135 0x2 VSP9000-1
- 192.168.255.0 30 1 135 0x2 VSP9000-1
- 192.168.0.0 17 2 135 0x2 VSP9000-1
- 10.0.0.92 32 1 135 0x2 VSP9000-2
- 192.168.255.4 30 1 135 0x2 VSP9000-2

Clip:10.0.0.81
8600G

8600C

»192.168.255.20/30

3/5 4/30 AS
eBGP 65003
Net 192.168.0.0/17
= Ok now




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking SPB IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
o 192.168.0.0/17 -

| 514 eBGP s

255 Clip:10.0.0.81
9168.235.0/30 723,8600G 8600C
™
Primary path | % _ .192.168.255.20/30
' aAg 18 Simulate 3/5 430 AS
524 AS | X MPLS
— 65002'65001 8 eBGP 65003
192.168.0.0/17, ~
— . o
. 4] 192.168.255.4/30 L -

Net 172.16.0.0/16

T 1
5/4 eBGP 4/4 Net 192.168.0.0/17
|

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP4000:1# show isis spbm ip-unicast-fib
S = Ok now
SPBM IP-UNICAST FIB ENTRY INFO
OUTGOING SPBM PREFIX

VRF ISID Destination NH BEBR VLAN INTERFACE COST COST
GRT - 10.0.0.91/32 VSP9000-1 4051 1/49 10 1

GRT - 10.0.0.91/32 VSP9000-1 4052 1/49 10 1

GRT - 10.0.0.92/32 VSP9000-2 4051 1/50 10 1

GRT - 10.0.0.92/32 VSP9000-2 4052 1/50 10 1

GRT - 192.168.0.0/17 VSP9000-1 4051 1/49 10 2

GRT - 192.168.0.0/17 VSP9000-1 4052 1/49 10 2

GRT - 192.168.255.0/30 VSP9000-1 4051 1/49 10 1

GRT - 192.168.255.0/30 VSP9000-1 4052 1/49 10 1

GRT - 192.168.255.4/30 VSP9000-2 4051 1/50 10 1

GRT - 192.168.255.4/30 VSP9000-2 4052 1/50 10 1




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

25, Clip:10.0.0.81
7245, 8600G 8600C
.192.168.255.20/30
| 3/5 4/30
eBGP

68.255.0/30
1

Primary path |
AS | AS
65002:65001

A I
| 192.168.255.4/30
As| 514 eBGP 4/4

|

Simulate
MPLS

255.8/30

AS
65003

B - ' 5/24

192.168

] 1
Net 192.168.0.0/17

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP4000:1#% show ip route
IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 10.0.0.41 - 1 0 LoC O DB 0
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
172.16.0.0 255.255.0.0 172.16.0.41 - 1 0 LOoC O DB 0
192.168.0.0 255.255.128.0 VSP9000-1 GlobalRouter 10 4051 1ISIS O IBS 7
192.168.255.0 255.255.255.252 VvSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4 255.255.255.252 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

» VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
: 192.168. b 0/17 :

eBGP 4/4
68.255.0/30
I

| 5/4 Clip:10.0.0.81

%625 55

7?/30 8600G 8600C
1192.168.255.20/30
(355 4130
eBGP

Primary path :
524 AS | AS
65002'65001

|
. |

| 192.168.255.4/30

As| 514 eBGP 4/4

Simulate

MPLS AS

65003

192.168.255.8/30

Net 172.16.0.0/16 Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 LOoC O DB 0
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 50
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 192.168.255.1 GlobalRouter 2 5/4 BGP O IB 45
192.168.255.0 255.255.255.252 192.168.255.2 - 1 5/4 LOC 0 DB 0
192.168.255.4 255.255.255.252 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 50




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

25, Clip:10.0.0.81
7245, 8600G 8600C
.192.168.255.20/30
| 3/5 4/30
eBGP

68.255.0/30
1

Primary path :
524 AS | AS

65002'!65001
192.168.0.0/17:

s 192.168.255.4/30

54 eBGP 4/4
|

Simulate
MPLS

255.8/30

AS
65003

192.168

] 1
Net 192.168.0.0/17

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-2:1#% show ip route
IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LoC O DB 0
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 VSP9000-1 GlobalRouter 2 4051 BGP O IBS 175
192.168.255.0 255.255.255.252 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC 0 DB 0




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

Net 172.16.0.0/16

VSP9k1 Clip:10.0.0.91

172 16 'O 0/16

eBIGP 4/4

5/24

68.255.0/30
1

Primary path :
AS
65002'65001

AS

|
g 192.168.255.4/30

192.168.255.8/30

5/4

eBGP 4/4
|

VSP9k2 Clip:10.0.0.92

VSP9k3 Clip:10.0.0.93 «

9
5
7. ?/,30

VSP9k4 Clip:10.0.0.94

VSP9000-3:1#% show ip route

IP Route - GlobalRouter

.168.255

.168.255
.168.255
10.0.0.93

192.168
192.168.
192.168
192.168
192.168
192.168
192.168
192.168
192.168

.255

.255

.255.
255.
.255.
.255.

.2
.168.255.
.2
.2

14

10
2
14
1

.10
.255.
.255.

9
13

.10
.255.

14

NH

VRF/ISID
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter

GlobalRouter
GlobalRouter
GlobalRouter

GlobalRouter

GlobalRouter
GlobalRouter

NN RNRERRERRRRR &

PROT AGE TYPE PRF

BGP 0 IB 45
OSPF 0 IB 20
BGP 0 IB 45
BGP 0 IB 45
LoC 0 DB 0

OSPF 0 IB 20
BGP O IB 45
BGP 0 IB 175
LOC 0 DB 0

OSPF 0 IB 20
LOC 0 DB 0

LOC 0 DB 0

OSPF 0 IB 20
OSPF 0 IB 20

3/5

Clip:10.0.0.81
8600G
.192.168.255.20/30

4/30

8600C

AS

eBGP

65003

Net 192.168.0.0/17




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

25, Clip:10.0.0.81
7245, 8600G 8600C
.192.168.255.20/30
| 3/5 4/30
eBGP

Clip:10.0.0.41

Primary path :
524 AS | AS

65002 ' 65001 »
| 172.16.60/16 1]
AN -

Simulate

MPLS AS

65003

255.8/30

19

1
| 192.168.255.4/30
54 eBGP 4/4
1

] 1
Net 192.168.0.0/17

|
Net 172.16.0.0/16

VSPOk2 Clip:10.0.0.92  VSP9k4 Clip:10.0.0.94 *

VSP9000-4:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 192.168.255.9 GlobalRouter 1 4/24 BGP 0 IB 175
10.0.0.81 255.255.255.255 192.168.255.18 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.91 255.255.255.255 192.168.255.9 GlobalRouter 1 4/24 BGP 0 IB 175
10.0.0.92 255.255.255.255 192.168.255.9 GlobalRouter 1 4/24 BGP 0 IB 175
10.0.0.93 255.255.255.255 192.168.255.9 GlobalRouter 11 4/24 OSPF 0 IB 20
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LoCc 0 DB 0
172.16.0.0 255.255.0.0 192.168.255.9 GlobalRouter 1 4/24 BGP 0 IB 175
192.168.0.0 255.255.128.0 192.168.255.18 GlobalRouter 1 12/8 BGP 0 IB 175
192.168.255.0 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.4 255.255.255.252 192.168.255.5 - 1 4/4 LOC O DB 0
192.168.255.8 255.255.255.252 192.168.255.10 - 1 4/24 1OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.16 255.255.255.252 192.168.255.17 - 1 12/8 LOC O DB 0
— 1192.168.255.20 255.255.255.252 192.168.255.18 GlobalRouter 2 12/8 OSPF 0 IB 20 F_




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking BGP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

2,  Clip:10.0.0.81
7245, 8600G 8600C
92.168.255.20/30

68.255.0/30
1

Primary path !

Clip:10.0.0.41

Simulate

255.8/30

65002'65001 8 eBGP 65003
! —
| al
' 3
L 1 192.168.255.4/30 L 1
] ) | |
Net 172.16.0.0/16 5/4 eB.GP 4/4 Net 192.168.0.0/17
1
VSP9000-3:1#% show ip bgp route 2 VSP9k4 VSP9000-4:1#% show ip bgp route
BGP Routes - GlobalRouter BGP Routes - GlobalRouter
NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF
10.0.0.41/32 192.168.255.2 192.168.255.2 INC 200 10.0.0.41/32 10.0.0.93 192.168.255.2 INC 200
AS PATH: (65002) AS PATH: (65002)
10.0.0.41/32 10.0.0.94 192.168.255.6 INC 20 10.0.0.41/32 192.168.255.6 192.168.255.6 INC 20
AS PATH: (65002) AS PATH: (65002)
10.0.0.91/32 192.168.255.2 192.168.255.2 INC 200 10.0.0.91/32 10.0.0.93 192.168.255.2 INC 200
AS PATH: (65002) AS PATH: (65002)
10.0.0.91/32 10.0.0.94 192.168.255.6 INC 20 10.0.0.91/32 192.168.255.6 192.168.255.6 INC 20
AS PATH: (65002) AS PATH: (65002)
10.0.0.92/32 192.168.255.2 192.168.255.2 INC 200 10.0.0.92/32 10.0.0.93 192.168.255.2 INC 200
AS PATH: (65002) AS PATH: (65002)
10.0.0.92/32 10.0.0.94 192.168.255.6 INC 20 10.0.0.92/32 192.168.255.6 192.168.255.6 INC 20
AS PATH: (65002) AS PATH: (65002)
172.16.0.0/16 192.168.255.2 192.168.255.2 INC 200 172.16.0.0/16 10.0.0.93 192.168.255.2 INC 200
AS_PATH: (65002) AS_PATH: (65002)
172.16.0.0/16 10.0.0.94 192.168.255.6 INC 20 172.16.0.0/16 192.168.255.6 192.168.255.6 INC 20
AS_PATH: (65002) AS_PATH: (65002)
192.168.0.0/17 10.0.0.81 192.168.255.22 1IGP 100 192.168.0.0/17 10.0.0.81 192.168.255.22 IGP 100
AS_PATH: (65003) AS_PATH: (65003)




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

772
: BIGP " - . 76‘8 . 76:00
514 € 0. in:
- \ £oli21e 4255 75Clip:10.0.0.81
68.25?5.0/30 2/30 8600G 8600C

192.168.255.20/30

|35 4/30
eBGP

Clip:10.0.0.41

Primary path :
524 AS | AS
65002:65001

| #]192.168.255.4/30
5/4 eBGP 4/4
|

255.8/30

AS
65003

192.168

] 1
Net 192.168.0.0/17

L
Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

8600G:5#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 192.168.255.13 GlobalRout~ 1 3/1 BGP 0 IB 175
10.0.0.81 255.255.255.255 10.0.0.81 - 1 0 LOC 0 DB 0
10.0.0.91 255.255.255.255 192.168.255.13 GlobalRout~ 1 3/1 BGP 0 IB 175
10.0.0.92 255.255.255.255 192.168.255.13 GlobalRout~ 1 3/1 BGP 0 IB 175
10.0.0.93 255.255.255.255 192.168.255.13 GlobalRout~ 11 3/1 OSPF 0 IB 20
10.0.0.94 255.255.255.255 192.168.255.17 GlobalRout~ 11 3/2 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.13 GlobalRout~ 1 3/1 BGP O IB 175
192.168.0.0 255.255.128.0 192.168.255.22 GlobalRout~ 1 3/5 BGP 0 IB 45
192.168.255.0 255.255.255.252 192.168.255.13 GlobalRout~ 2 3/1 OSPF 0 IB 20
192.168.255.4 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.12 255.255.255.252 192.168.255.14 - 1 3/1 LoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.18 - 1 3/2 LOC O DB 0 r
192.168.255.20 255.255.255.252 192.168.255.21 - 1 3/5 LoC O DB 0 -_




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
, I

. ‘ 4/4 S ine
- g ,_f”“‘ ’ | | 12/ .9557 Clip:10.0.0.81
Clip:10.0.0.41 -~ g I.~tl o / £@b86OOG 8600C
! @ _ —192.168.255.20/30
sp4 AS | AS S'l\r/ln;laste - 315 4/30 AS
65002 : 65001 % eBGP 65003
—
A | ol
== : S
| &) 0,510 3% 162.168.255.4/30 : :
Net 172.16.0.0/16 / 5/4 eB,GP 4/4 rL»\‘b%' Net 192.168.0.0/17
; 1 £ A&
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP4000:1#% show ip route
L IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 10.0.0.41 - 1 0 LOC 0 DB 0
10.0.0.91 255.255.255.255 VSP9000-1 GlobalRouter 10 4051 ISIS O IBS 7
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 ISIS 0 IBS 7
172.16.0.0 255.255.0.0 172.16.0.41 - 1 0 LOC 0 DB O
192.168.0.0 255.255.128.0  VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7
192.168.255.4  255.255.255.252 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 7




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
> I

> @

> P 76

44 8 Clip:10.0.0.81
: 2 p
g12/8 <9
Clip:10.0.0.41 510 @ #5X 7o N ) 4 572/308600(3 8600C
92.168.255.20/30

Simulate g™

255.8/30 |

, AS MPLS 3/5 4/30 AS
65002 : 65001 % eBGP 65003
4192.168.0.0/17, T
— : 5
L g:’ = 192.168.255.4/30 L 1
| ’ / - ) 1
Net 172.16.0.0/16 | 5/4 EB|GP 4/4 »\‘b%' Net 192.168.0.0/17
- 1 = '\97"
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-1:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VSP4000 GlobalRouter 10 4051 1ISIS O IBS 50
10.0.0.91 255.255.255.255 10.0.0.91 - 1 0 Loc O DB 0
10.0.0.92 255.255.255.255 VSP9000-2 GlobalRouter 10 4051 1ISIS O IBS 50
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 VSP9000-2 GlobalRouter 2 4051 BGP O IBS 175
192.168.255.4 255.255.255.252 VSP9000-2 GlobalRouter 10 4051 ISIS O IBS 50




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
, I

. ‘ 4/4 S ine
- g ): o — | | 7128 .9557 Clip:10.0.0.81
Clip:10.0.0.41 4 - A IO %3, 8600G 8600C
! @ _ —#192.168.255.20/30
524  AS . As 8 S'l\r/ln;laste - 315 4/30 AS
65002 : 65001 % eBGP 65003
b 1 o
: n¢ ) 8| 192.168.255.4/30 ] L -
‘R ) | |
Net 172.16.0.0/16 U5 5/4 eBGP 4/4 AGY Net 192.168.0.0/17
g 192.164.0.0/17 i
VSP9k2 Clip:10.0.0.92 ~ VSP9k4 Clip:10.0.0.94
VSP9000-2:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 VvSP4000 GlobalRouter 10 4051 1ISIS O IBS 50
10.0.0.91 255.255.255.255 VvSP9000-1 GlobalRouter 10 4051 ISIS O IBS 50
10.0.0.92 255.255.255.255 10.0.0.92 - 1 0 LOC O DB 0
172.16.0.0 255.255.0.0 VSP4000 GlobalRouter 10 4051 ISIS O IBS 50
192.168.0.0 255.255.128.0 192.168.255.5 GlobalRouter 2 5/4 BGP O IB 45
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

Clip:10.0.0.41

VSP4k
1/49

i 5/10
Net 172.16.0.0/16

\/SDOk?2 Clin:10.0 N 92

v " |
FRV 4

54 eBGP 4/4
|

VSP9k1 Clip:10.0.0.91
, I

172.16.0.@116
(9N

i

VSP9k3 Clip:10.0.0.93 <

412

Simulate

Ad'ﬂ-q._ 522 76E?
/" |12/8 <55 7

3/

30

\/SPOkA Clin-10 N N oA

Clip:10.0.0.81

8600G

3/5

.192.168.255.20/30

8600C

4/30 AS

eBGP

Route - GlobalRouter

VSP9000-3:1#% show ip route
DST MASK

10.0.0.41 255.255.255
10.0.0.81 255.255.255
10.0.0.91 255.255.255
10.0.0.92 255.255.255
10.0.0.93 255.255.255
10.0.0.94 255.255.255
172.16.0.0 255.255.0.0
192.168.0.0 255.255.128
192.168.255.4 255.255.255
192.168.255.8 255.255.255
192.168.255.12 255.255.255
192.168.255.16 255.255.255
192.168.255.20 255.255.255

NH
VRF/ISID

GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter

GlobalRouter
GlobalRouter

NN RPN R PR

=

AGE TYPE PRF
0 IB 175
0 IB 20
0 IB 175
0 IB 175
0 DB 0
0 IB 20
0 IB 175
0 IB 175
0 IB 20
0 DB 0
0 DB 0
0 IB 20
0 IB 20

65003

] 1
Net 192.168.0.0/17




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

Clip:10.0.0.41

VSP4k

1/49

|
Net 172.16.0.0/16

5/10

5/10

\/SPOk?2 Clin:10. N N 02

VSP9k1 Clip:10.0.0.91
, I

VSP9k3 Clip:10.0.0.93

| 5/4

eBGP 4/4
/172.16|0.0/16

\/SPOkA Clin-10 N N oA

A

= N =& 79
— . 2
. g4 BT P 12/876‘3955 Clip:10.0.0.81
o @ X 723, 8600G 8600C
S _ .192.168.255.20/30
sp4 AS | AS g S'l\r/ln;laste 315 4130 AS
65002 : 65001 % eBGP 65003
—
—_—— I 84
w8 192.168.255.4/30 L I
g

] 1
Net 192.168.0.0/17

VSP9000-4:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 192.168.255.6 GlobalRouter 1 4/4 BGP 0 IB 45
10.0.0.81 255.255.255.255 192.168.255.18 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.91 255.255.255.255 192.168.255.6 GlobalRouter 1 4/4 BGP 0 IB 45
10.0.0.92 255.255.255.255 192.168.255.6 GlobalRouter 1 4/4 BGP 0 IB 45
10.0.0.93 255.255.255.255 192.168.255.9 GlobalRouter 11 4/24 OSPF 0 IB 20
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LOoC 0 DB 0
172.16.0.0 255.255.0.0 192.168.255.6 GlobalRouter 1 4/4 BGP 0 IB 45
192.168.0.0 255.255.128.0 192.168.255.18 GlobalRouter 1 12/8 BGP 0 IB 175
192.168.255.4 255.255.255.252 192.168.255.5 - 1 4/4 1LOC O DB 0
192.168.255.8 255.255.255.252 192.168.255.10 - 1 4/24 1OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.16 255.255.255.252 192.168.255.17 - 1 12/8 LOC O DB 0
192.168.255.20 255.255.255.252 192.168.255.18 GlobalRouter 2 12/8 OSPF 0 IB 20




Forcing paths with BGP and SPB
(a) GRT IP Shortcuts — Checking IP Routes

VSP9k1 Clip:10.0.0.91
, I

VSP9k3 Clip:10.0.0.93

95 Clip:10.0.0.81
Clip:10.0.0.41 /10 . o 7243, 8600G 8600C
(42
| & .192.168.255.20/30
I o Simulate
. AS i MBI 3/5 4/30 AS
65002I 65001 % eBGP 65003
—
l Qa
! %
" g/ 192.168.255.4/30 L -
' ' 54 eBGP 4/4 ' :
Net 172.16.0.0/16 G Net 192.168.0.0/17
1
/oD Nlhiv-10_N ;\ no \WielnYal VW IWal H VL NaWaWaWaV,|
8600G:5#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.0.0.41 255.255.255.255 192.168.255.17 GlobalRout~ 1 3/2 BGP 0 IB 175
10.0.0.81 255.255.255.255 10.0.0.81 - 1 0 LoC 0 DB 0
10.0.0.91 255.255.255.255 192.168.255.17 GlobalRout~ 1 3/2 BGP 0 IB 175
10.0.0.92 255.255.255.255 192.168.255.17 GlobalRout~ 1 3/2 BGP 0 IB 175
10.0.0.93 255.255.255.255 192.168.255.13 GlobalRout~ 11 3/1 OSPF 0 IB 20
10.0.0.94 255.255.255.255 192.168.255.17 GlobalRout~ 11 3/2 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.17 GlobalRout~ 1 3/2 BGP O IB 175
192.168.0.0 255.255.128.0 192.168.255.22 GlobalRout~ 1 3/5 BGP 0 IB 45
192.168.255.4 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.12 255.255.255.252 192.168.255.14 - 1 3/1 1LOoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.18 - 1 3/2 LOC O DB 0 r
192.168.255.20 255.255.255.252 192.168.255.21 - 1 3/5 LoC O DB 0 -




Forcing paths with BGP and SPB
(b) VRF L3VSN

VSP9k1 VSP9k3

Primary path
524 AS | AS
65002:65001

Simulate

MPLS
Network

Net 172.16.0.0/16

/ I 1
54 eBGP 44 (@ _J Net 192.168.0.0/17

VSP9k?2 VSP9k4

= We are now going to look at the case where BGP is redistributed into
SPB VRF L3VSN




Forcing paths with BGP and SPB
(b) VRF L3VSN — VRF config

AS
>003

. i f
VSPOK1 Clip:10.0.0.91  VSPOk3| " [T 21770 L s
|
3 I e ip address 172.16.0.41/16 vrf green
;| 5/4 ©BGP 44 [R® —_exit
i router vrf green
92.168.255.0/30 {pvpn
| 2 i-sid 30001
I o) Sin ipvpn enable
AS AS ﬂ 4/24 M isis redistribute direct
65002'650018 isis redistribute direct enable
: A Ne exit
| 8 7 W[ isis apply redistribute direct vrf green
L 2| 192.168.255.4/30 e 5 T} \
| 4 1 y (L 1 |
Net 172.16.0.0/16 5 eB,GP 4/4 rL»\‘b%' I Net 192.168.0.0/17
1 A& |

VSP9k2 CI

ip vrf green
interface GigabitEthernet 5/4
vrf green
brouter vlan 2500 subnet 192.168.255.2/30
exit
router vrf green
ipvpn
i-sid 30001
ipvpn enable
exit

VSP9k4 Clip:10.0.0.94

ip vrf green
interface GigabitEthernet 5/4
vrf green
brouter vlan 2504 subnet 192.168.255.6/30
exit
router vrf green
ipvpn
i-sid 30001
ipvpn enable
exit

= Since we can’t use iBGP here, no need to redistribute directs to get the eBGP IP

interfaces into ISIS

=



Forcing paths with BGP and SPB
(b) VRF L3VSN — BGP config

|
| 54 eBGP 44 655, Clip:10.0.0.81
192.168.285.0/30 o 5'72/3086006 l 8600C
: 2 1192.168.255.20/30
sp4 AS | AS 35| 430 AS
65002 : 65001 eB:GP 65003

192.168

Net 172.16.0.0/16

|
g 192.168.255.4/30

eBGP 4/4

5/4

VSP9k2 Clip:10.0.0.92

router bgp 65002
router vrf green

VSP9k4 Clip:10.0.0.94

] 1
Net 192.168.0.0/17

router bgp 65002
'router vrf green

ip bgp

no ip bgp auto-summary

no ip bgp synchronization
no ip bgp aggregation

ip bgp

no ip bgp auto-summary

no ip bgp synchronization
no ip bgp aggregation

ip bgp router-id 10.1.0.91 ip bgp router-id 10.1.0.92
ip bgp enable ip bgp enable
ip bgp neighbor 192.168.255.1 ip bgp neighbor 192.168.255.5
ip bgp neighbor 192.168.255.1 remote-as 65001 ip bgp neighbor 192.168.255.5 remote-as 65001
ip bgp neighbor 192.168.255.1 enable ip bgp neighbor 192.168.255.5 enable
exit exit

Unfortunately iBGP is not supported on VRFs, so we can’t leverage BGP Local PREF as we did for the
GRT
Since we have no iIBGP peerings, no real need to create a CLIP for 10.1.0.91 & 10.1.0.92 in the VRF



Forcing paths with BGP and SPB
(b) VRF L3VSN — BGP config

25 Clip:10.0.0.81
'723,8600G ! 8600C
192.168.255.20/30

3/5 | 430

eB:GP

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

Simulate
MPLS
| Network

AS
65003

] 1
Net 192.168.0.0/17

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

router vrf green

ip route preference protocol spbm-levell 50 = \We set the SPB/ISIS preference
isis redistribute bgp to 50 so that:

isis redistribute bgp enable . .
ip bgp redistribute isis — eBGP routes (pref 45) will win

ip bgp redistribute isis enable over ISIS routes
L0 TP aitemnariverroute = We will have to tinker with this
isis apply redistribute bgp vrf green Settlng later tO aChIeve our goal
ip bgp apply redistribute isis vrf green n Always disable |p alternative-

route on redistributing routers




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking BGP Routes

|
.7 .
| 514 eBGP 44 %62, Clip:10.0.0.81
192.168.255.0/30 o '723,8600G ! 8600C
| o .192.168.255.20/30
To) 1
epq4 AS | AS 18 35 | 4/30 AS
65002 : 65001 % eB:GP 65003
| : |
I 3 |
g| 192.168.255.4/30 N |
4 1 I . F
Net 172.16.0.0/16 5/4 eBGP 4/4 I Net 192.168.0.0/17
¢ \ | " |
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-1:1# show ip bgp route vrf green " NICe and
BGP Routes - VRF green Slmple, SO
NETWORK/MASK PEER REM ADDR  NEXTHOP ADDRESS ORG LOC PREF ffir
192.168.0.0/17 192.168.255.1 192.168.255.1 IGP 100
AS_PATH: (65001 65003)
VSP9000-2:1# show ip bgp route vrf green
BGP Routes - VRF green
NETWORK/MASK PEER REM ADDR  NEXTHOP ADDRESS ORG LOC PREF
192.168.0.0/17 192.168.255.5 192.168.255.5 IGP 100 r
AS PATH: (65001 65003) Al




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

» VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

192'168[0'0/17\

S > |
pl 54 eBGP 4/4 6‘63955 Clip:10.0.0.81
192.168.255.0/30 o '723,8600G ! 8600C
: 2 192.168.255.20/30
spa AS | AS ﬁ 3/5 | 4/30 AS
65002 : 65001 eB:GP 65003

a— -f — I
4| 192.168.255.4/30
‘ 54 eBGP 4/4
|

192.168

] 1
Net 192.168.0.0/17

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip route vrf green

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0 VSP4000-1 green 10 4051 ISIS O IBSV 50
192.168.0.0 255.255.128.0 192.168.255.1 green 2 5/4 BGP 0 IB 45
192.168.255.0 255.255.255.252 192.168.255.2 - 1 5/4 LOC O DB 0




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

|
7 :
g 54 €BGP 414 % 29, Clip:10.0.0.81
192.168.255.0/30 o '723,8600G ! 8600C
| g .192.168.255.20/30
L0
sp4 AS | AS g 35 | 430 AS
65002 : 65001 % eB:GP 65003
| : |
| 3 |
L | 192.168.255.4/30 1 1 :
| y 1 1 ]
Net 172.16.0.0/16 54 eBGP 4/a I Net 192.168.0.0/17
192.168.0.0/17. I
VSP9k2 Clip:10.0.0.92 ~ VSP9k4 Clip:10.0.0.94
VSP9000-2:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0 VSP4000-1 green 10 4051 ISIS O IBSV 50
192.168.0.0 255.255.128.0 192.168.255.5 green 2 5/4 BGP 0 IB 45
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0

= This is not what we want so we’ll have to fix this




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9kK1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93 ©

~172.160.0/16 2 :

\
5| 5/4 eB:GP 414 %255 Clip:10.0.081
192.168.255.0/30 o '723,8600G ! 8600C
1 ™M
| e 1192.168.255.20/30
I o) I
AS |, AS 4 35 , 4/30 AS
65002 65001 & eBGP 65003
H I
| a |
1 83 1
. g| 192.168.255.4/30 I . "
| P | | 1
1 1
5/4 eBGP 4/4 I Net 192.168.0.0/17
: = 1
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-3:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 192.168.255.14 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC O DB 0
10.0.0.94 255.255.255.255 192.168.255.10 GlobalRouter 11 4/24 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.2 GlobalRouter 1 4/4 BGP O IB 45
192.168.0.0 255.255.128.0 192.168.255.14 GlobalRouter 1 12/8 BGP 0 IB 175
192.168.255.0 255.255.255.252 192.168.255.1 - 1 4/4 1LOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.10 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.9 - 1 4/24 1OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.13 - 1 12/8 LoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.10 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.20 255.255.255.252 192.168.255.14 GlobalRouter 2 12/8 OSPF 0 IB 20 '.



Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k2 Clip:10.0.0.92

|
5/4 €BGP 44

| 102.168.255.0/30
1

|
| 192.168.255.4/30

192.168

5/4

eBGP 4/4
1172.16.0.0/16

VSP9k4 Clip:10.0.0.94 <«

2
: 3 Simulate
AS : ﬁ MPLS
65002: 65001 «

| Network

8600G
92.168.255.20/30

Clip:10.0.0.81

8600C

] 1
Net 192.168.0.0/17

VSP9000-4:1#% show ip route

IP Route - GlobalRouter

10.0.0.81
10.0.0.93
10.0.0.94
172.16.0.0
192.168.0.0
192.168.255.0
192.168.255.4
192.168.255.8
192.168.255.12
192.168.255.
192.168.255.

10.0.0.94
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

255.
255.
255.
255.
255.
255.
255.
255.

NH
VRF/ISID

GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter
GlobalRouter

GlobalRouter

GlobalRouter

N RPN RPN R

el eoNeoNoNeoNeoNoNe NoNeoNe)

192.168.255.
192.168.255.

TYPE PRF
IB 20
IB 20
DB 0
IB 45
IB 175
IB 20
DB 0
DB 0
IB 20
DB 0
IB 20

= This IS not
what we
want so
we’ll have

to fix this
E_



Forcing paths with BGP and SPB
(b) VRF L3VSN — Setting Local PREF

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93 *
I

255 Clip:10.0.0.81
$168.255.0130 o '723,8600G ! 8600C
Primary path | S _ 192.168.255.20/30
' aAg 18 Simulate 35 ' 430
524 AS | N 424 MPLS ~ ' AS
65002 : 65001 % eB:GP 65003

e Network
| ol —— g
i

a— -f — I
4| 192.168.255.4/30
‘ 54 eBGP 4/4
|

] 1
Net 192.168.0.0/17

Net 172.16.0.0/16

— VSP9k2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

router vrf green

ip route preference protocol spbm-levell 7 no router bgp enable
exit router bgp
bgp default local-preference 20

= So, we are now restoring the default ISIS- |20 0

SPB preference default (7) on VSP9k2
= This will ensure that VSP9k1 will prefer o onor P9 enebie L

eBGP over ISIS bgp default local-preference 200
= While VSP9k2 will prefer ISIS over eBGP |55 50, vop 65001 enabie =




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

-7 .
5/4 eBGP 4/4 %62, Clip:10.0.0.81
$168.255.0130 o '723,8600G ! 8600C
. ™
Primary path : E ‘92.168.2%55.20/30
5/24 AS AS a 3/5 , 4130 AS
65002 : 65001 % eB:GP 65003
- - % !
A I 83 I
4| 192.168.255.4/30 I L 1
4 £ ) 1 | |
Net 172.16.0.0/16 5/4 eBGP 4/4 I Net 192.168.0.0/17
; | = |
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP4000:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
172.16.0.0  255.255.0.0  172.16.0.41 - 1 0  1oc 0 DB 0
192.168.0.0 255.255.128.0 VSP9000-1 GlobalRouter 10 4051 1ISIS O IBSV 7




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

»VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
192.168.0.0/17

S » |
pa| 54 eBGP 44 %6255 Clip:10.0.081
$168.255.0130 o '723,8600G ! 8600C
™
Primary path : E ‘92.168.2%55.20/30
5/24 AS AS a ‘ 3/5 , 4/30 AS
65002 : 65001 eB:GP 65003

a— -f — I
4| 192.168.255.4/30
‘ 54 eBGP 4/4
|

192.168

] 1
Net 192.168.0.0/17

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip route vrf green

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0 VSP4000 green 10 4051 ISIs O IBSV 50
192.168.0.0 255.255.128.0 192.168.255.1 green 2 5/4 BGP 0 IB 45
192.168.255.0 255.255.255.252 192.168.255.2 - 1 5/4 LOC O DB 0




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

-7, .
5/4 eBGP 4/4 %62, Clip:10.0.0.81
$168.255.0130 o '723,8600G ! 8600C
- ™
Primary path : E , 92.168.2’:55.20/30
5/24 AS AS a » 3/5 |, 4/30 AS
65002'65001 8 eBGP 65003
192.168.0.0/17! g '
o 1 (o)) 1
! g/ 192.168.255.4/30 I I
| y 1 1 ]
Net 172.16.0.0/16 5/4 eBGP 4/4 | Net 192.168.0.0/17
¢ | " |
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-2:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0 VSP4000 green 10 4051 ISIS O IBSV 7
192.168.0.0 255.255.128.0 VSP9000-1 green 10 4051 ISIS O IBSV 7
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93 «
172, 16'0 0/16 !

|
eB:GP 414 Clip:10.0.0.81
68.25?5.0/30

<”5
%725,8600G 8600C
192.168.255.20/30

Primary path :
524 AS | AS
65002'65001

I
|
g 192.168.255.4/30
a4 T
Net 172.16.0.0/16 - 5/4 eBGP 4/4

192.168.255.8/30

]
Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-3:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 192.168.255.14 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC 0 DB 0
10.0.0.94 255.255.255.255 192.168.255.10 GlobalRouter 11 4/24 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.2 GlobalRouter 1 4/4 BGP 0 IB 45
192.168.0.0 255.255.128.0 192.168.255.14 GlobalRouter 1 12/8 BGP O IB 175
192.168.255.0 255.255.255.252 192.168.255.1 - 1 4/4 1LOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.10 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.9 - 1 4/24 1OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.13 - 1 12/8 LOoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.10 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.20 255.255.255.252 192.168.255.14 GlobalRouter 2 12/8 OSPF 0 IB 20 F_



Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

|
¥/ :
5/4 €BGP 4/ %62, Clip:10.0.0.81
68.255.0/30 '723,8600G ! 8600C
| ™ 4
. S~
Primary path ! ¥ .192.168.255.20/30
| |
5/24 AS | AS ﬂ 3/5 I 4/30 AS
65002'65001 & eBGP 65003
1172.16.050/16 | | :
. g| 192.168.255.4/30 o\ I I
' & / BGP 12/8 %QfD I " p
Net 172.16.0.0/16 = 5/4 eBGP 4/4 O I Net 192.168.0.0/17
; I - s I
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94 <
VSP9000-4:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 192.168.255.18 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.93 255.255.255.255 192.168.255.9 GlobalRouter 11 4/24 OSPF 0 IB 20
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 Loc 0 DB 0
172.16.0.0 255.255.0.0 192.168.255.9 GlobalRouter 1 4/24 BGP 0 IB 175
192.168.0.0 255.255.128.0 192.168.255.18 GlobalRouter 1 12/8 BGP O IB 175
192.168.255.0 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.4 255.255.255.252 192.168.255.5 - 1 4/4 LOC O DB 0
192.168.255.8 255.255.255.252 192.168.255.10 - 1 4/24 LOC O DB 0
192.168.255.12 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.16 255.255.255.252 192.168.255.17 - 1 12/8 LOC O DB 0
192.168.255.20 255.255.255.252 192.168.255.18 GlobalRouter 2 12/8 OSPF 0 IB 20 F



Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91
, I

Net 172.16.0.0/16

VSP9k2 Clip:10.0.0.92

| 5/4

I
eBIGP 4/4

AS
65002 165001

|
g 192.168.255.4/30

68.255.0/30
1
Primary path |

5/24 !

AS

192.168.255.8/30

5/4

eBGP 4/4
|

VSP9k3 Clip: 10 0.0.93

VSP9k4 Clip:10.0.0.94

ERS8000:5#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 10.0.0.81 - 1 0 LOC 0 DB 0
10.0.0.93 255.255.255.255 192.168.255.13 GlobalRout~ 11 3/1 OSPF 0 IB 20
10.0.0.94 255.255.255.255 192.168.255.17 GlobalRout~ 11 3/2 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.13 GlobalRout~ 1 3/1 BGP O IB 175
192.168.0.0 255.255.128.0 192.168.255.22 GlobalRout~ 1 3/5 BGP 0 IB 45
192.168.255.0 255.255.255.252 192.168.255.13 GlobalRout~ 2 3/1 OSPF 0 IB 20
192.168.255.4 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.12 255.255.255.252 192.168.255.14 - 1 3/1 LoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.18 - 1 3/2 LoC O DB 0
192.168.255.20 255.255.255.252 192.168.255.21 - 1 3/5 LoC O DB 0

] 1
Net 192.168.0.0/17




Forcing paths with BGP and SPB
(b) VRF L3VSN — Routing Loop Problem

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

— | |
lsin  eBGP 4 ‘.
| : Yt BOP routes 8255 Clip:10.0.0.81
Clip:10.0.0.41 /10 192.168.255.0/30 o '725,8600G ! 8600C
VSP4k : e 3/1__g192.168.255.20/30
1/49 ~ I To! Simulate £ I
‘$ v '3V \130001 5/24 AS AS a 4/24 MPLS ‘ 3/5 , 4/30 AS
73 - T 65002'65001 8 eBGP 65003
1/50 L : S | Network |
igja;> O Ne. I 4/20 Ei ﬁ;iiﬁi‘> Ngxéb :
k | S 2tV same BGP routes (128 15> Lk |
Net 172.16.0.0/16 J 4 eBGF  4/8 _/ 1»\6%‘ I Net 192.168.0.0/17
- | N# |

\/SPAk? Clin:10 N N 02 v/spak4 Clip:10.0.0.94
VSP9000-2:1#% show ip bgp neighbors 192.168.255.5 advertised-routes vrf green

BGP Neighbor Advertised Routes - VRF green

= \WWe need to find a

NETWORK/MASK NEXTHOP ADDRESS LOC PREF ORG STATUS
________________________________________________________________________________ way to prevent
172.16.0.0/16 127.1.0.9 100 INC import

192.168.0.0/17 127.1.0.11 100 INC import VSP9k2 from re_

VSP9000-4:1#% show ip bgp route

redistributing BGP
routes which were

BGP Routes - GlobalRouter

NETWORK/MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF

172.16.0.0/16

AS PATH:

172.16.0.0/16

AS PATH:

192.168.0.0/17

AS_PATH:

192.168.0.0/17

AS_PATH:

10.0.0.93
(65002)

192.168.255.6
(65002)

10.0.0.81
(65003)

192.168.255.6
(65002)

192.168.255.2

192.168.255.6

192.168.255.22

192.168.255.6

INC 200

INC 20

IGP 100

INC 20

learnt by VSP9k1
and redistributed into
ISIS

=



Forcing paths with BGP and SPB
(b) VRF L3VSN — Routing Loop Discussion

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
I

8255 Clip:10.0.0.81
'723,8600G ! 8600C

2 lasin - eBGP i
pr T BGP routes

Clip:10.0.0.41 /10 £92.168.255.0/30

VSP4k : 3/1_g192.168.255.20/30
1/49 il I Simulate I
3 ) L'3V< 130001 5/24 AS |, AS 424  MPLS 3/5 , 4/30 AS
' 6500265001 eBGP 65003
1/50

x 2o N
T —-— > !
|

Ne. /] ()

192.168.255.8/30

| = KR Y same BGP routes » I |
Net 172.16.0.0/16 - 4~ eBGP 4/ A& Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

= A number of approaches were investigated:
— Marking the external metric of these routes as they are injected into ISIS by VSP9k1; then VSP9k2's BGP
redistribution would filter these out via a route-map
= The 15t part works, but the 2" part fails, as we cannot match on ISIS route metric (this info is not in the IP routing table)
— Marking the route preference as it is accepted by VSP9K2 into its IP routing table; then VSP9k2’s BGP
redistribution would filter these out via a route-map

= The 15t part works, but the 2" part fails, as we cannot match on route preference using current route-map functionality
(missing “match ip-preference” route-map option); a fix for this was offered but it was too late to make release 4.0

— Marking the ISIS path cost between VSP9k1 & VSP9k2 to a well known value which will be unique in the
Fabric to all ISIS routes learnt from VSP9k1 (e.g. 1); then VSP9k2’s BGP redistribution would filter these out
via a route-map

= This works, but it would stop working if the 5/24 link between VSP9k1 & VSP9K2 failed; so that link needs to be made
redundant by turning it into an MLT bundle; this approach is shown here, as we have no other viable option

= Note that ultimately the cleanest solution will be for us to support ISIS external & internal route types
— or simply iBGP support in VRFs



Forcing paths with BGP and SPB
(b) VRF L3VSN — Routing Loop — Create MLT NNI

»

VSP9k1 Clip:10.0.0.91
> I

VSP9k3 Clip:10.0.0.93

[
eBGP i

L .
| : Ry e 8 255 . Clip:10.0.0.81
Clip:10.0.0.41 /10 192.168.285.0/30 o '725,8600G ! 8600C
VSP4k : 2 3/1__192.168.255.20/30
1/49 ~524] |5/20 I L0 Simulate e I ]
= T 65002 65001 2 eBGP 65003
1/50 < = : I
4% O Q : /] () § - I
I -4 SR MY same BGP routes ' Lk |
Net 172.16.0.0/16 L 4~ "eBGP /A N | Net192.168.0.0/17
‘ /’ g | »\97" |
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94

interface gigabitEthernet 5/20
no shutdown
exit

interface gigabitEthernet 5/24
no isis

exit

mlt 1 enable

mlt 1 member 5/20,5/24

interface mlt 1
isis
isis
isis
isis

exit

spbm 1
spbm 1 ll-metric 1
enable

= \WWe turn the connection between VSP9k1 &
VSP9k2 into an MLT NNI and we lower its SPB
metric to 1, such that any ISIS IP route one of
the VSP9000s learns from each other will have
that internal SPB cost of 1

= All other VSP9000 ISIS interfaces will have
default SPB metric of 10 or higher

= \Which means no other ISIS route on the
VSP9000s will have such a small internal cost

=



Forcing paths with BGP and SPB
(b) VRF L3VSN — Routing Loop — Check metrics

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

— - -*I—

I
lsin - eBGP 4

S in:
| <10 IS BOP routes 255, Clip:10.0.0.81
Clip:10.0.0.41 192.168.255.0/30 o '725,8600G ! 8600C
VSP4k : : e 3/1__g192.168.255.20/30
1/49 5/24) |s/20 I 10 Simulate L I
~ T 65002'65001 8 eB'GP 65003
- I e Network I
1/50 0 I Al T !
O (O /] ()
| / 5/10 ;»f 4 same BGP routes / 112/8 qfo%‘ : I |
Net 172.16.0.0/16 / 4 EbGF 4 > AGY I Net 192.168.0.0/17
1 »\%7" 1
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-2:1# show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0 VSP4000 green 10 4051 ISIS O IBSV 7
192.168.0.0 255.255.128.0 VSP9000-1 green 4051 ISIS O IB3SV 7
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0




Forcing paths with BGP and SPB
(b) VRF L3VSN — Routing Loop — Prevent it

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

— - -*I—

I
lsin - eBGP 4

¢ Ty — 8255 Clip:10.0.0.81
Clip:10.0.0.41 510 192.168.255.0/30 725,8600G ! 8600C
VSP4k : : e 3/1__g192.168.255.20/30
1/49 5241 |s/20 | To) Simulate X An I
— I_If_-’,-\r/'s-\l AS I AS ﬂ 4/24 MPLS g 3/5 I 4/30 AS
& Nt 65002:65001g eBGP 65003
1/50 m #! | 3 |
, ; e TN R ' ,
I 1 5/10 24 same BGP routes f [12/8 qfa(O‘ I r 1
Net 172.16.0.0/16 | 4 ebLF 4 ,L»\%‘b' I Net 192.168.0.0/17
! I A& I

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

router vrf green

rouij‘ggmiﬁeer‘reje“" ! » On VSP9k2 we reject, from
match metric 1 BGP redistribution, any ISIS IP
enable route with has a metric of 1

exit

route-map "peer-reject" 2
permit
enable
exit
ip bgp redistribute isis route-map "peer-reject"
exit
ip bgp apply redistribute isis vrf green




Forcing paths with BGP and SPB
(b) VRF L3VSN — Routing Loop — Fixed !

Clip:10.0.0.81

I
lsin - eBGP 4

BGP routes <b% 7
192.168.285.0/30 S <3, 8600G ! 8600C
: 2 192.168.255.20/30
5120 A5 | As B 3/5 | 4/30 AS
65002 : 65001 % eBGP 65003
. N
! A
. 5| 192.168.255.4/30 I

] 1
Net 172.16.0.0/16 Net 192.168.0.0/17

54 eBGP 4/4
|

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-2:1#% show ip bgp neighbors 192.168.255.5 advertised-routes vrf green

BGP Neighbor Advertised Routes - VRF green

NETWORK/MASK NEXTHOP ADDRESS LOC PREF ORG STATUS
172.16.0.0/16 127.1.0.9 100 INC import
VSP9000-4:1#% show ip bgp route
BGP Routes - GlobalRouter } Successl
NETWORK /MASK PEER REM ADDR NEXTHOP ADDRESS ORG LOC PREF
172.16.0.0/16 10.0.0.93 192.168.255.2 INC 200
AS PATH: (65002)
172.16.0.0/16 192.168.255.6 192.168.255.6 INC 20
AS PATH: (65002)
192.168.0.0/17 10.0.0.81 192.168.255.22 IGP 100
AS PATH: (65003) '- —
A |




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

-7 .
5/4 eBGP 4/4 %62, Clip:10.0.0.81
$168.255.0130 o '723,8600G ! 8600C
™
Brimary path | E > 92.168.2’,55.20/30
520" A5 | As B (35 430 AS
65002 : 65001 % eB:GP 65003
| ;3 |
| 8: |
g 192.168.255.4/30 N )
£ 1 1 ] 1
Net 172.16.0.0/16 5/4 eBGP 4/4 I Net 192.168.0.0/17
¢ | " |
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP4000:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
172.16.0.0  255.255.0.0  172.16.0.41 - 1 0  1oc 0 DB 0
192.168.0.0 255.255.128.0 VSP9000-1 GlobalRouter 10 4051 1ISIS O IBSV 7




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

»VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93
192. 168 0. 0/17 :

5/4 eB:GP 44

955 Clip:10.0.0.81
$168.255.0130 o '723,8600G ! 8600C
™
rimary path l Y > 92.168.2’,55.20/30
5120~ A5 ! AS ﬁ (35 430
6500265001 & eBGP
| %
3

AS
65003

|
| 192.168.255.4/30
54 eBGP 4/4

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-1:1#% show ip route vrf green

IP Route - VRF green

NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0 VSP4000 green 10 4051 ISIs O IBSV 50
192.168.0.0 255.255.128.0 192.168.255.1 green 2 5/4 BGP 0 IB 45
192.168.255.0 255.255.255.252 192.168.255.2 - 1 5/4 LOC O DB 0

Net 192.168.0.0/17



Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

Net 172.16.0.0/16

P 68.255.0/30
|

Rrimary path :
220 As | AS

' 65002'65001
7 92.168.0.0/17:

255.8/30

192.168

|
| 192.168.255.4/30
54 eBGP 4/4
|

VSP9k2 Clip:10.0.0.92

VSP9k4 Clip:10.0.0.94

25 Clip:10.0.0.81
'723,8600G !
.192.168.255.20/30

8600C

3/5 | 4/30

eB:GP

AS
65003

VSP9000-2:1#% show ip route vrf green

IP Route - VRF green

192.168.255.4

MASK NEXT
255.255.0.0 VSP4000
255.255.128.0 VSP9000-1

255.255.255.252 192.168.255.6

NH INTER

VRF/ISID COST FACE PROT AGE TYPE PRF
green 10 4051 ISIS O IBSV 7
green 4051 ISIS 0 IBSV 7

- T 5/4 LOC 0 DB 0

] 1
Net 192.168.0.0/17




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93 <

172.16 'o 0/16 N :

eB:GP 414 %295 Clip:10.0.0.81
68.285.0/30 o '723,8600G ! 8600C
™
rimary path | E 192.168.255.20/30
520" a5 | AS 3/5 | 4/30 AS
65002 165001 % BGP 65003
| N
1 (0]
! g/ 192.168.255.4/30

& I "
Net 172.16.0.0/16 > 514 eBGP 4/4 Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-3:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 192.168.255.14 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC 0 DB 0
10.0.0.94 255.255.255.255 192.168.255.10 GlobalRouter 11 4/24 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.2 GlobalRouter 1 4/4 BGP 0 IB 45
192.168.0.0 255.255.128.0 192.168.255.14 GlobalRouter 1 12/8 BGP O IB 175
192.168.255.0 255.255.255.252 192.168.255.1 - 1 4/4 1LOC O DB 0
192.168.255.4 255.255.255.252 192.168.255.10 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.9 - 1 4/24 1OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.13 - 1 12/8 LOoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.10 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.20 255.255.255.252 192.168.255.14 GlobalRouter 2 12/8 OSPF 0 IB 20 F_



Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

25 Clip:10.0.0.81
'723,8600G ! 8600C
192.168.255.20/30

68.255.0/30
1

rimary path !
5120 1 I
AS ;, AS 35 , 4/30 AS
65002'65001 » eBGP 65003
1172.16.0:0/16 | | I
. g/ 192.168.255.4/30 6_’\ | 1 1
. ar & BGP 12/8 %QfD I " p
Net 172.16.0.0/16 , 54 eBGP 4/4 AO I Net 192.168.0.0/17
; I - s I
VSP9k?2 CIIp:l0.0.0.92 VSP9k4 Cllp:10.0.0.94 «
VSP9000-4:1#% show ip route
IP Route - GlobalRouter
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 192.168.255.18 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.93 255.255.255.255 192.168.255.9 GlobalRouter 11 4/24 OSPF 0 IB 20
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LOC O DB 0
172.16.0.0 255.255.0.0 192.168.255.9 GlobalRouter 1 4/24 BGP O IB 175
192.168.0.0 255.255.128.0 192.168.255.18 GlobalRouter 1 12/8 BGP 0 IB 175
192.168.255.0 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.4 255.255.255.252 192.168.255.5 - 1 4/4 1OC O DB 0
192.168.255.8 255.255.255.252 192.168.255.10 - 1 4/24 1.OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.16 255.255.255.252 192.168.255.17 - 1 12/8 LOC 0 DB 0
192.168.255.20 255.255.255.252 192.168.255.18 GlobalRouter 2 12/8 OSPF 0 IB 20 '.



Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip: 10 0.0.93
_ |

72 1
1 792 '76‘0 1
| 54 €BGP 4/4 765
68.285.0130 o
@
| o0 .
E,”QS“V path I 0 Simulate
AS 1 AS MPLS
| oo}
65002I 65001 B Network
| ol &z
1 (0]
! g/ 192.168.255.4/30

T 1
5/4 eBGP 4/4 Net 192.168.0.0/17

Net 172.16.0.0/16

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

ERS8000:5#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 10.0.0.81 - 1 0 LOC 0 DB 0
10.0.0.93 255.255.255.255 192.168.255.13 GlobalRout~ 11 3/1 OSPF 0 IB 20
10.0.0.94 255.255.255.255 192.168.255.17 GlobalRout~ 11 3/2 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.13 GlobalRout~ 1 3/1 BGP O IB 175
192.168.0.0 255.255.128.0 192.168.255.22 GlobalRout~ 1 3/5 BGP 0 IB 45
192.168.255.0 255.255.255.252 192.168.255.13 GlobalRout~ 2 3/1 OSPF 0 IB 20
192.168.255.4 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.17 GlobalRout~ 2 3/2 OSPF 0 IB 20
192.168.255.12 255.255.255.252 192.168.255.14 - 1 3/1 LoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.18 - 1 3/2 LoC O DB 0
192.168.255.20 255.255.255.252 192.168.255.21 - 1 3/5 LoC O DB 0 F_



Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

Clip:10.0.0.81
8600G | 8600C

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

—z 1
5/4_ Nmi @

‘ / — _ | [ '955 7

74 19978 . éy

Clip:10.0.0.41 °/10

- o
VSP4k | S _2.192.168.255.20/30
s s AS | AS oz | aso AS
S 65002:6500185 eB:GP 65003
M 1 )} 1
| ¢ 8)192.168.255.4/30 I -
& 1 I I 1
Net 172.16.0.0/16 F’ 5/4 eBGP 4/4 rL»\‘b%' I Net 192.168.0.0/17
’ I ; A !
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP4000:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0 172.16.0.41 - 1 0 LOC O DB 0
192.168.0.0 255.255.128.0 VSP9000-2 GlobalRouter 10 4051 1ISIS O IBSV 7




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

»
»

AT ‘I

~2 | S/ig | r 8 25, Clip:10.0.0.81
Clip:10.0.0.41 0 S@ AL 107 THPQD - @ A ‘72, 8600G | 8600C
VSP4k | S _=.192.168.255.20/30
1 ) S~
o e vSNE0N 4] 1520 A5 ! As B * 2035 | 430 AS
L S 65002'65001 8 eB:GP 65003
1/50 VL1492.168.0.0/17, X :
" I > I
. I 5110 R Z |4 192.168.255.4/30 Iy I
| 1 »vaeﬁ ) 1 1
Net 172.16.0.0/16 /| 54 eBGP 44 1\6‘6' I Net 192.168.0.0/17
= | 2 A& |
VSP9k2 Clip:10.0.0.92 VSP9k4 Clip:10.0.0.94
VSP9000-1:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0  255.255.0.0  VSP4000 green 10 4051 ISIS 0 IBSV 50
192.168.0.0 255.255.128.0 VSP9000-2 green 1 4051 ISIS O IBSV 50




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

- |

ne oo 54 | 8 255 Clip:10.0.0.81
Clip:10.0.0.41 510 F@EAL| 107958 o SIS '72/3086006 ' 8600C
VSP4k ! R .192.168.255.20/30
Joiaiavensooon A 2 AS | AS & s a0 AS
r> s 65002:6500185 eB:GP 65003
1/50 | o I
—— I o I
| : 5/10 ? r 192.168.2?5.4/30 : | I
Net 172.16.0.0/16 | —4 5/4 eBGP 4/4 AGY I Net 192.168.0.0/17
192.164.0.0/17 i I
VSP9k2 Clip:10.0.0.92 ~ VSP9k4 Clip:10.0.0.94
VSP9000-2:1#% show ip route vrf green
IP Route - VRF green
NH INTER
DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
172.16.0.0 255.255.0.0  VSP4000 green 10 4051 TSIS 0  IBSV 7
192.168.0.0 255.255.128.0 192.168.255.5 green 2 5/4 BGP O IB 45
192.168.255.4 255.255.255.252 192.168.255.6 - 1 5/4 LOC O DB 0




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

P
<

— , . |
x¢ ol O | | a9557 Clip:10.0.0.81
. - . . %

Clip:10.0.0.41 /10 50 8600G

VSP4k
1/49
(4 CaLausnanoy

Simulate

.192.168.255.20/30

8600C

5/20 !

30001 AS | AS 3/5 , 4/30 AS
s 65002'65001 8 M eBGP 65003

1/50 172.16.0.2116 :

S I 1S 6\'50 I
L 1 5/10 w¥ g 192.168.255.4/30 6'\ 1 1 1
k 1 e . 12/8 9% T !
Net 172.16.0.0/16 P" 5/4 EB|GP 4/4 g@\‘b%' I Net 192.168.0.0/17

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

VSP9000-3:1#% show ip route
IP Route - GlobalRouter
NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 192.168.255.14 GlobalRouter 11 12/8 OSPF 0 IB 20
10.0.0.93 255.255.255.255 10.0.0.93 - 1 0 LOC 0 DB 0
10.0.0.94 255.255.255.255 192.168.255.10 GlobalRouter 11 4/24 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.10 GlobalRouter 1 4/24 BGP 0 IB 175
192.168.0.0 255.255.128.0 192.168.255.14 GlobalRouter 1 12/8 BGP O IB 175
192.168.255.4 255.255.255.252 192.168.255.10 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.9 - 1 4/24 1OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.13 - 1 12/8 LOoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.10 GlobalRouter 11 4/24 OSPF 0 IB 20
192.168.255.20 255.255.255.252 192.168.255.14 GlobalRouter 2 12/8 OSPF 0 IB 20




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

— - -*I—

Y. | 8 255 Clip:10.0.0.81
Clip:10.0.0.41 /10 J@EA o '725,8600G ! 8600C
VSP4k / : 2 .192.168.255.20/30
1/49 5/20 I 10 Simulate I
& AS | AS © 3/5 4/30 AS
A | 1 ol 1
6500265001 & MPLS eBGP 65003
1/50 I 8 | Network |
g~ : 8# "
d —
: : 5/10 % )| 192.168.255.4/30 I

T 1
5/4 eBGP 4/4 Net 192.168.0.0/17

/172.16|0.0/16
VSP9k2 Clip:10.0.0.92

Net 172.16.0.0/16 [

VSP9k4 Clip:10.0.0.94 <

VSP9000-4:1#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF/ISID COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 192.168.255.9 GlobalRouter 12 4/24 OSPF 0 IB 20
10.0.0.93 255.255.255.255 192.168.255.9 GlobalRouter 11 4/24 OSPF 0 IB 20
10.0.0.94 255.255.255.255 10.0.0.94 - 1 0 LOC 0 DB 0
172.16.0.0 255.255.0.0 192.168.255.6 GlobalRouter 1 4/4 BGP 0 IB 45
192.168.0.0 255.255.128.0 192.168.255.9 GlobalRouter 1 4/24 BGP O IB 175
192.168.255.4 255.255.255.252 192.168.255.5 - 1 4/4 1LOC O DB 0
192.168.255.8 255.255.255.252 192.168.255.10 - 1 4/24 1OC O DB 0
192.168.255.12 255.255.255.252 192.168.255.9 GlobalRouter 2 4/24 OSPF 0 IB 20
192.168.255.16 255.255.255.252 192.168.255.17 - 1 12/8 LOoC O DB 0
192.168.255.20 255.255.255.252 192.168.255.9 GlobalRouter 3 4/24 OSPF 0 IB 20




Forcing paths with BGP and SPB
(b) VRF L3VSN — Checking IP Routes

VSP9k1 Clip:10.0.0.91 VSP9k3 Clip:10.0.0.93

— - -*I—

Y. ’ | 8255 Clip:10.0.0.81
Clip:10.0.0.41 10 S@TAL| 107 THPRECT - @ N '725,8600G ! 8600C
VSP4k / | > .192.168.255.20/30
1/49 5/20 I To) I
- W AS AS 4/30 AS
A | g{}j:ﬁl 1 ol 1
s 65002 65001 & eBGP 65003
1/50 ! I :
— (o)}
i

!
Net 172.16.0.0/16 P" 5/4 EB|GP 4/4
: :

e |
1 5/10 n)l r* 192.168.255.4/30

] 1
Net 192.168.0.0/17

\i
©
&
> P
A\
©3
e
o
%

VSP9k?2 CIip:l0.0.b.92 VSP9k4 Clip:10.0.0.94

ERS8000:5#% show ip route

IP Route - GlobalRouter

NH INTER

DST MASK NEXT VRF COST FACE PROT AGE TYPE PRF
10.0.0.81 255.255.255.255 10.0.0.81 - 1 0 LOC 0 DB 0
10.0.0.93 255.255.255.255 192.168.255.13 GlobalRout~ 20 3/1 OSPF 0 IB 20
10.0.0.94 255.255.255.255 192.168.255.17 GlobalRout~ 20 3/2 OSPF 0 IB 20
172.16.0.0 255.255.0.0 192.168.255.17 GlobalRout~ 1 3/2 BGP O IB 175
192.168.0.0 255.255.128.0 192.168.255.22 GlobalRout~ 1 3/5 BGP 0 IB 45
192.168.1.1 255.255.255.255 192.168.1.1 - 1 0 LOC 0 DB 0
192.168.255.4 255.255.255.252 192.168.255.17 GlobalRout~ 11 3/2 OSPF 0 IB 20
192.168.255.8 255.255.255.252 192.168.255.17 GlobalRout~ 11 3/2 OSPF 0 IB 20
192.168.255.12 255.255.255.252 192.168.255.14 - 1 3/1 LoC O DB 0
192.168.255.16 255.255.255.252 192.168.255.18 - 1 3/2 LoC O DB 0
192.168.255.20 255.255.255.252 192.168.255.21 - 1 3/5 LoC O DB 0 F_
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