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pool1=<primary-controller-ip-hostname>,<secondary-controller-ip-hostname>;level=2 

nx9510#show ip dhcp-vendor-options on <AP hostname> 

-------------------------------------------------------------------------------- 

               ITEM                         VALUE                INTERFACE 

-------------------------------------------------------------------------------- 

  Server Info                      n/a                        vlan4000 

  Firmware Image File              n/a                        vlan4000 

  Config File                      n/a                        vlan4000 

  Legacy Adoption Info             n/a                        n/a 

  AP Adoption Info                 pool1=192.168.95.7         vlan4000 

  AP Adoption Info                 level=2                    vlan4000 

  Controller Adoption Info         n/a                        n/a 

ip dhcp client request options all

! 

profile ap6532 stores-ap6532  

 no autoinstall configuration  

 no autoinstall firmware  

 interface radio1 

 interface radio2  

 interface ge1 

  description Uplink  

  switchport mode trunk 

  switchport trunk native vlan 1 

  no switchport trunk native tagged  

  switchport trunk allowed vlan 1,21-25  

 interface vlan1  

  ip address dhcp 

  ip dhcp client request options all  

 use management-policy stores 

 use firewall-policy default  

 service pm sys-restart 

! 

 



! 

profile ap81xx 8132-BRANCH  

 no mint mlcp vlan 

 no autoinstall configuration  

 no autoinstall firmware 

 ! 

 ! Configuration removed for brevity 

 ! 

 interface ge1  

  switchport mode trunk 

  switchport trunk native vlan 1 

  no switchport trunk native tagged 

  switchport trunk allowed vlan 1,10,70,999  

 interface ge2 

 interface vlan1  

  ip address dhcp 

  ip dhcp client request options all  

 use firewall-policy default 

 controller host vx9k-1.lab.local pool 1 level 2  

 controller host vx9k-2.lab.local pool 1 level 2  

 controller host 192.168.10.215 pool 2 level 2 

 controller host 192.168.10.216 pool 2 level 2 

 ! 

 ! Configuration removed for brevity 

 ! 

! 

 



! 

auto-provisioning-policy AP-Policy 

 adopt rfs4000 precedence 10 profile BRANCH-1-RFS4000 rf-domain BRANCH-1 ip 10.34.50.22/24 

 adopt ap7532 precedence 11 profile BRANCH-$FQDN[4:5]-AP7532 rf-domain BRANCH-$FQDN[4:5] any  

 adopt ap81xx precedence 21 profile WAREHOUSE-$CDP[7:8]-AP8132 rf-domain WAREHOUSE-$CDP[9:12] any 

 adopt ap7532 precedence 31 profile EXT-ANTENNA-7532 rf-domain WAREHOSE-$DCHP[9:12] model AP-7532-67040-EU 

 adopt ap7532 precedence 32 profile INT-ANTENNA-7532 rf-domain WAREHOSE-$DHCP[9:12] model AP- 7532-67030-EU 

! 

! 

profile nx9000 tmelabs-nx9510  

 ip name-server 192.168.10.6   

 ip domain-name tmelabs.local 

 ! 

 ! Configuration removed for Brevity 

 ! 

 use management-policy NOC  

 use firewall-policy default 

 use auto-provisioning-policy NOC  

 ntp server 192.168.10.6 

 no auto-learn-staging-config  

 service pm sys-restart 

! 

 



 



nx9000-1#ping <remote-ap-ip-address> size <value> dont-fragment 

! 

mint-policy global-default 

 mtu 1372 

! 

! 

mint-policy global-default 

 mtu 1372 

 router packet priority 0 

! 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 





 



! 

rf-domain store100  

 country-code us 

 use smart-rf-policy <smart-rf-policy-name>  

 control-vlan 1 

! 

! 

profile ap6532 tmelabs-ap6532   

...  

 interface ge1 

  switchport mode trunk  

  no switchport trunk native tagged 

  switchport trunk native vlan 1 

  switchport trunk allowed vlan 1,11-14  

 use firewall-policy default 

 controller vlan 1 

! 

 



! 

profile ap7532 STORES 

 mint level 1 area-id $AREA-ID 

 no autoinstall configuration 

 no autoinstall firmware 

 interface radio1 

 interface radio2 

 interface ge1 

  switchport mode trunk 

  switchport trunk native vlan 1 

  no switchport trunk native tagged 

  switchport trunk allowed vlan 1,10,20,70 

 interface vlan 1 

  ip address dhcp 

  ip dhcp client request options all 

 interface pppoe1 

 use firewall-policy default 

! 

rf-domain STORE-BRAND-A 

 timezone CET 

 country-code de 

 use smart-rf-policy CAMPUS-SMART-RF 

 control-vlan 1 

 alias number $AREA-ID 1 

! 

rf-domain STORE-BRAND-B 

 timezone CET 

 country-code de 

 use smart-rf-policy CAMPUS-SMART-RF 

 control-vlan 1 

 alias number $AREA-ID 2 

! 

 



! 

profile ap7532 default-ap7532  

 autoinstall configuration  

 autoinstall firmware 

 interface radio1  

 interface radio2  

 interface ge1 

 interface vlan1  

  ip address dhcp 

  ip address zeroconf secondary 

 ip dhcp client request options all  

 interface pppoe1 

 use firewall-policy default 

 use client-identity-group default 

 controller hello-interval 60 adjacency-hold-time 180  

 service pm sys-restart 

 router ospf 

! 

 



 

 

 

 

 

 

! 

profile anyap EXTR-LAB-AP 

 ... 

 use auto-provisioning-policy VC 

 ntp server time.nist.gov 

 virtual-controller auto 

 virtual-controller management-interface ip address 192.168.7.254/24 

 virtual-controller management-interface vlan 1 

 rf-domain-manager capable 

! 

 

 

 

 

 

 

 

 

! 

auto-provisioning-policy VC 

 adopt anyap precedence 1 profile EXTR-LAB-AP rf-domain $AUTO-RF-DOMAIN any 



! 

profile anyap EXTR-LAB-AP 

 ... 

 use auto-provisioning-policy VC 

 ntp server time.nist.gov 

 virtual-controller auto 

 virtual-controller management-interface ip address 192.168.7.254/24 

 virtual-controller management-interface vlan 1 

 rf-domain-manager capable 

! 

 

 



 

 

 

Secondary(config-device-00-15-70-38-02-DE)#cluster master-priority 255 

Secondary(config-device-00-15-70-38-02-DE)#commit write 

 

 

Secondary(config-device-00-15-70-38-02-DE)#remove-override cluster master-priority 

Secondary(config-device-00-15-70-38-02-DE)#commit write 

 



 

 



VLAN Alias: Maps a Name to VLAN ID (example: alias vlan $GUEST 101). 

Substitute VLAN IDs in: 

Bridged VLANs (Profile / Device) 

IP Firewall Rules (Source VLAN) 

L2TPv3 (Source VLAN, Native VLAN) 

Switchport (Native / Allowed VLANs) 

Wireless LANs (Static or Dynamic VLANs) 

Network Alias: Maps a Name to a IP Subnet (example: alias network $GUEST 192.168.25.0/24) 

Substitute IP Subnets in: 

DHCP (Network) 

IP Firewall Rules 

Network Host Alias: Maps a Name to a Host IP (example: alias host $DNS-SERVER 8.8.8.8) 

Substitute Host IP Addresses in: 

DHCP (Start / End IPs, Server IPs) 

IP Firewall Rules 

Network Range Alias: Maps a Name to a Range of IPs (example: alias address-range $APP-SERVERS 192.168.10.10 

192.168.10.20) 

Substitute IP Address Ranges in: 

IP Firewall Rules 

String Alias: Maps a Name to a arbitrary String (example: alias string $DOMAIN-NAME extremenetworks.com) 

Substitute Strings in: 



DHCP (Domain Name) 

Network Group Alias: Maps a name to a group of IP Subnets, Host IPs and/or Ranges (example: $DNS-SERVERS 

host 8.8.8.8 8.8.4.4) 

Substitute Hosts / Subnets / Ranges in: 

IP Firewall Rules 

Services Group Alias: Maps a name to a group of Protocols and Ports (example: alias network-service $WEB 

proto tcp 80 proto tcp 443) 

Substitute Protocols and Ports in: 

IP Firewall Rules 

Globally: If an alias is common between all the devices in the system 

Profiles: If an alias is specific to a group of Controllers or Access Points or to override a global alias 

RF Domains: If an alias is unique to a site or to overrides global and Profile aliases 

Devices: If an alias is specific to a device or to overrides global, Profile and RF Domain aliases 

! 

wlan CORP 

 ssid CORP 

 vlan $CORP 

 bridging-mode local 

 encryption-type ccmp 

 authentication-type eap 

 use aaa-policy EXTERNAL-AAA 

! 

profile ap7532 REMOTE-AP7532 

 ... 

 interface radio1 

  wlan CORP bss 1 primary 

 interface radio2 

  wlan CORP bss 1 primary 

 interface ge1 

  switchport mode trunk 

  switchport trunk native vlan 1 

  no switchport trunk native tagged 

  switchport trunk allowed vlan 1,$CORP 

 interface vlan1 

  ip address dhcp 

  ip dhcp client request options all 

! 

rf-domain SITE1 

 timezone CET 

 country-code de 

 control-vlan 1 

 alias vlan $CORP 11 

! 

rf-domain SITE2 

 timezone PST8PDT 

 country-code us 

 control-vlan 1 

 alias vlan $CORP 21 

! 

rf-domain SITE3 

 timezone PST8PDT 

 country-code us 

 control-vlan 1 

 alias vlan $CORP 31 

! 



! 

 ip access-list CORP-DEVICES 

  permit tcp $CORP-DEVICES  $LOCAL-SERVER  rule-precedence 1 

  permit udp any eq 67 any eq dhcpc rule-precedence 11 rule-description "permit DHCP replies" 

! 

wlan CORP 

 ssid CORP 

 vlan $CORP 

 bridging-mode local 

 encryption-type ccmp 

 authentication-type eap 

 use aaa-policy EXTERNAL-AAA 

 use ip-access-list in CORP-DEVICES 

! 

rf-domain SITE1 

 timezone CET 

 country-code de 

 control-vlan 1 

 alias vlan $CORP 11 

 alias host $LOCAL-SERVER 192.168.50.244 

 alias network-group $CORP-DEVICES network 192.168.50.0/24 

! 

rf-domain SITE2 

 timezone PST8PDT 

 country-code us 

 control-vlan 1 

 alias vlan $CORP 21 

 alias host $LOCAL-SERVER 172.16.23.20 

 alias network-group $CORP-DEVICES network 172.16.1.0/24 172.16.3.0/24 

! 

rf-domain SITE3 

 timezone PST8PDT 

 country-code us 

 control-vlan 1 

 alias vlan $CORP 31 

 alias host $LOCAL-SERVER 172.31.43.20 

 alias network-group $CORP-DEVICES network 172.31.5.0/23 

! 

 



 

 

 

 

 

 

 

 

%DAEMON-6-INFO: udhcpc[1089]: Lease of <X.X.X.X> obtained, lease time 

<Y>

buffered | syslog | console | forward



 

 

! 

management-policy noc  

 https server  

 ssh 

 user admin password 0 <PWD> role superuser access all 

 snmp-server user snmptrap v3 encrypted des auth md5 0 wingsecure  

 snmp-server user snmpmanager v3 encrypted des auth md5 0 wingsecure 

! 

management-policy aps 

 no https server  

 ssh 

 user admin password 0 <PWD> role superuser access all  

 no snmp-server manager v3 

! 

! 

 profile ap7532 BRANCH-1 

 ... 

 no cdp run  

 no lldp run 

! 





 

 

 

 

 

 

probe-response rate lowest-basic



! 

profile ap8533 REMOTE-AP8533 

 no mint mlcp vlan 

 trustpoint https noc 

 trustpoint radius-ca TMELABS-PKI 

 trustpoint radius-server TMELABS-PKI 

 use radius-server-policy ONBOARD-TLS 

 ... 

 interface radio1 

  wlan handhelds bss 1 primary 

  wlan ccast bss 2 primary 

  wlan EGuest bss 3 primary 

  wlan tls bss 4 primary 

  no dynamic-chain-selection 

  probe-response rssi-threshold -85 

 interface radio2 

  wlan Voice bss 1 primary 

  wlan ccast bss 2 primary 

  wlan EGuest bss 3 primary 

  wlan tls bss 4 primary 

  no dynamic-chain-selection 

  probe-response rssi-threshold -85 

 ... 

! 

 

 

 



 

 

! 

wlan LABS-DOT1X  

 ssid LABS-DOT1X 

 vlan 23 

 bridging-mode local  

 encryption-type ccmp  

 authentication-type eap  

 client-load-balancing 

 client-load-balancing max-probe-req 2.4ghz 10 

 client-load-balancing band-discovery-intvl 5 

 use aaa-policy external-aaa 

! 

profile ap6532 tmelabs-ap6532  

 no autoinstall configuration  

 no autoinstall firmware 

 load-balancing balance-band-loads  

 interface radio1 

 wlan LABS-DOT1X bss 1 primary  

 interface radio2 

 wlan LABS-DOT1X bss 1 primary 

! 

 



 



! 

wlan TUNNEL  

 ssid TUNNEL  

 vlan X 

 bridging-mode tunnel  

 encryption-type ccmp 

authentication-type none  

 wpa-wpa2 psk 0 wingsecure 

! 

profile nx9000 NX9510-NOC 

 bridge vlan X 

  bridging-mode tunnel 

  tunnel-over-level-2 

  l2-tunnel-broadcast-optimization 

... 

! 

profile ap7532 AP7532-Branch-1 

 bridge vlan X 

  bridging-mode tunnel 

  tunnel-over-level-2 

 interface radio1 

  wlan TUNNEL bss 1 primary 

 interface radio2 

  wlan TUNNEL bss 1 primary 

... 

! 



mint dis-priority-adjustment

CONTROLLER-1# show mint dis 

 0 vlan links on 19.6C.87.97: 

 3 extended-vlans on 19.6C.87.97:  

 extended-vlan 601, EVIS 19.6C.87.98 

 extended-vlan 602, EVIS 19.6C.87.97 (self)  

 extended-vlan 603, EVIS 19.6C.87.97 (self)  

CONTROLLER-2# show mint dis 

 0 vlan links on 19.6C.87.98: 

 5 extended-vlans on 19.6C.87.98: 

 extended-vlan 601, EVIS 19.6C.87.98 (self)  

 extended-vlan 602, EVIS 19.6C.87.97  

 extended-vlan 603, EVIS 19.6C.87.97  

CONTROLLER-1# show mint dis 

 0 vlan links on 19.6C.87.97: 

 3 extended-vlans on 19.6C.87.97: 

 extended-vlan 601, EVIS 19.6C.87.97 (self)  

 extended-vlan 602, EVIS 19.6C.87.97 (self)  

 extended-vlan 603, EVIS 19.6C.87.97 (self)  

CONTROLLER-2# show mint dis 

 0 vlan links on 19.6C.87.98: 

 3 extended-vlans on 19.6C.87.98: 

 extended-vlan 601, EVIS 19.6C.87.98 (self)  

 extended-vlan 602, EVIS 19.6C.87.98 (self)  

 extended-vlan 603, EVIS 19.6C.87.98 (self) 





! 

wlan L2TPv3-TUNNEL  

 ssid L2TPv3-TUNNEL 

 vlan X 

 bridging-mode local  

 encryption-type ccmp  

 authentication-type none  

 wpa-wpa2 psk 0 helloworld 

! 

profile nx9000 NX9500-NOC 

 ... 

! 

profile rfs7000 RFS7K-L2TPv3-CONCENTRATOR 

 bridge vlan X 

  l2-tunnel-broadcast-optimisation 

 ... 

l2tpv3 tunnel GUEST 

 peer 1 hostname any router-id any 

 session GUEST pseudowire-id 999 traffic-source vlan X establishment-criteria cluster-master 

! 

profile ap7532 AP7532-Branch-1  

 bridge vlan X 

  bridging-mode tunnel  

 interface radio1 

  wlan TUNNEL bss 1 primary  

 interface radio2 

  wlan TUNNEL bss 1 primary 

 ... 

 l2tpv3 tunnel GUEST 

  peer 1 ip-address 89.102.33.201 hostname any router-id any  

  peer 2 ip-address 89.102.33.202 hostname any router-id any  

  session GUEST pseudowire-id 999 traffic-source vlan X establishment-criteria rf-domain-manager 

 l2tpv3 inter-tunnel-bridging 

! 

 

 

 

 

 

 

 

 



! 

meshpoint BRIDGE 

 meshid BRIDGE 

 beacon-format mesh-point 

 control-vlan 50 

 allowed-vlans 50 

 security-mode psk 

 wpa2 psk 0 helloworld 

 no root 

! 

profile ap7562 bridge-APs  

 bridge vlan 10 

  bridging-mode tunnel 

 bridge vlan 20 

  bridging-mode tunnel  

 interface radio2  

  meshpoint BRIDGE bss 1 

  no dynamic-chain-selection  

  no dfs-rehome 

 interface ge1  

  switchport mode trunk 

  switchport trunk native vlan 50  

  no switchport trunk native tagged 

  switchport trunk allowed vlan 10,20,50  

 interface ge2 

 interface vlan50  

  ip address dhcp 

  ip dhcp client request options all  

 meshpoint-device BRIDGE 

  root 

! 

rf-domain APs 

 timezone CET  

 country-code cz 

 channel-list dynamic 

 channel-list 5GHz 100,104,108,112,116,132,136,140 

! 

ap7562 B4-C7-99-71-FC-F4 

 use profile bridge-APs  

 use rf-domain APs 

 hostname ROOT 

! 

ap7562 B4-C7-99-71-FC-F4 

 use profile bridge-APs  

 use rf-domain APs  

 hostname NONROOT  

 meshpoint-device BRIDGE 

  no root 

! 



 

 

 

 

 

 

 

 

debug wireless client rasst level debug

DOT11: client:wireless client 40-83-DE-7C-43-1B changing state from [Data-Ready] to [Roaming] 

(mgmt.c:591) 

DOT11: rasst:MU doesnt support 802.11V Bss Transition :default action:Deauth (aroam.c:124) 

DOT11: rasst:Handoff exceeded 40-83-DE-7C-43-1B on wlan 2 count 2 (aroam.c:92) 



! 

roaming-assist-policy RASST 

 aggressiveness medium-high 

 sampling-interval 15 

 monitoring-interval 5 

 handoff-count 3 

 detection-threshold -67 

 handoff-threshold -72 

 action assisted-roam 

 disassoc-time 5 

! 

wlan LABS-GUEST 

ssid GUEST 

vlan $GUEST 

bridging-mode local  

encryption-type none  

authentication-type none  

radio-resource-measurement 

802.11v bss-transition 

assoc-response rssi-threshold -82 

assoc-response deny-threshold 3 

use roaming-assist-policy RASST 

! 

 

 

 

 

 

 



 

 

 

 

! 

wlan-qos-policy rate-limit 

 rate-limit wlan to-air 

 rate-limit wlan to-air rate 51200 

 rate-limit wlan from-air 

 rate-limit wlan from-air rate 51200 

 qos trust dscp 

 qos trust wmm 

! 

wlan SecuredAccess 

 ssid SecuredAccess 

 vlan 3004 

 bridging-mode local 

 encryption-type ccmp 

 authentication-type eap 

 no answer-broadcast-probes 

 radio-resource-measurement 

 fast-bss-transition 

 802.11v bss-transition 

 use wlan-qos-policy rate-limit 

 use aaa-policy TME-DC-1 

 use ip-access-list out BC-MC-CONTROL_PLUS_VOIP 

 use mac-access-list out PERMIT-ARP-AND-IPv4 

! 

 



 

 

 

 



service smart-rf clear-config

VX9000#service smart-rf clear-config on <RF-Domain Name> 

 

 

 

 

 



smart-ocs-monitoring <band> power-save-aware strict

VX9000(config-smart-rf-policy-default)#smart-ocs-monitoring power-save-aware 2.4GHz strict 

VX9000(config-smart-rf-policy-default)#smart-ocs-monitoring awareness-override schedule 1 00:00 

06:00 sat,sun 

! 

smart-rf-policy STORES  

 sensitivity custom  

 assignable-power 5GHz min 14 

 assignable-power 2.4GHz min 8 

 channel-list 5GHz 36,40,44,48,149,153,157,161,165 

 channel-width 5GHz 20MHz 

 smart-ocs-monitoring sample-count 5GHz 10 

 smart-ocs-monitoring sample-count 2.4GHz 15 

 coverage-hole-recovery snr-threshold 5GHz 18 

 coverage-hole-recovery snr-threshold 2.4GHz 18  

 neighbor-recovery dynamic-sampling 

! 

! 

smart-rf-policy CAMPUS 

 sensitivity custom 

 assignable-power 5GHz max 20  

 assignable-power 5GHz min 17 

 assignable-power 2.4GHz min 14  

 assignable-power 2.4GHz max 17 

 channel-list 5GHz 36,40,44,48,149,153,157,161,165 

 smart-ocs-monitoring sample-count 5GHz 10  

 smart-ocs-monitoring sample-count 2.4GHz 15 

 smart-ocs-monitoring awareness-override schedule 1 23:00 04:00 all  

 coverage-hole-recovery snr-threshold 5GHz 20 

 coverage-hole-recovery snr-threshold 2.4GHz 20  

 coverage-hole-recovery client-threshold 2.4GHz 3 

 neighbor-recovery dynamic-sampling 

! 

nx9500-1#remote-debug copy-smart-rf-report rf-domain <RFD Name> write 

ftp://user:password@ftp.site.com/reports-folder/ 



 

 

 

 01:A0:F8:F0:F0:04

 01:A0:F8:F0:F0:04

 

 l2tpv3 inter-tunnel-

bridging

 



! 

wlan Guest-WiFi 

 ssid Guest-WiFi 

 vlan $GUEST 

 bridging-mode local 

 encryption-type none 

 authentication-type mac 

 wireless-client cred-cache-ageout 1800 

 radio-resource-measurement 

 client-load-balancing 

 client-load-balancing max-probe-req 2.4ghz 10 

 client-load-balancing band-discovery-intvl 5 

 use aaa-policy ONBOARD-VX 

 use captive-portal Z-GUEST 

 captive-portal-enforcement fall-back 

 registration device-OTP group-name GUESTS expiry-time 4320 agreement-refresh 30 

 use ip-access-list out BROADCAST-MULTICAST-CONTROL 

 use mac-access-list out PERMIT-ARP-AND-IPv4 

 proxy-arp-mode strict 

 broadcast-dhcp validate-offer 

 service monitor dhcp crm DHCP-SERVER vlan 1000 

 no nsight client-history 

! 

VX-1#service show wireless credential-cache on <AP Hostname> 

  #    Client          PMK PTK  FT  MAC-AUTH LA  WLAN          VLAN   Expires in 

  0    40-83-DE-73-1E-54 N   N   Y     N      N  SecuredAccess   10   0 days 08:38.18 

  1    C8-69-CD-06-8B-50 N   N   N     N      N  ccast            1   0 days 08:14.07 

  2    CC-C7-60-1C-AB-C8 N   N   N     N      N  ccast            1   0 days 08:16.51 

  3    FC-F8-AE-35-30-FE Y   Y   N     N      N  tls             10   0 days 08:53.44 

  4    30-A8-DB-64-25-59 N   N   Y     N      N  SecuredAccess   10   0 days 09:28.12 

  5    64-BC-0C-6A-D9-5B Y   Y   N     N      N  SecuredAccess   10   0 days 19:31.55 



 

 

! 

profile rfs6000 tmelabs-rfs7000  

 ip name-server 192.168.10.6   

 ip domain-name tmelabs.local 

 ... 

 use management-policy tmelabs  

 use firewall-policy default 

 use auto-provisioning-policy tmelabs 

 use captive-portal server <captive-portal-policy-name>  

 ntp server 192.168.10.6 

 no auto-learn-staging-config  

 service pm sys-restart 

! 

! 

profile anyap remote-APs  

 ... 

 use management-policy aps  

 use firewall-policy default 

 use captive-portal server <captive-portal-policy-name>  

 service pm sys-restart 

! 

! 

firewall-policy default 

 no stateful-packet-inspection-l2 

! 



! 

ip access-list guests 

 permit tcp any host 192.168.20.22 eq 880 rule-precedence 20 

 permit tcp any host 192.168.20.23 eq 880 rule-precedence 21 

 permit tcp any host 1.1.1.1 eq 880 rule-precedence 22  

 permit udp any any eq dns rule-precedence 30 

 permit udp any eq 68 any eq dhcps rule-precedence 31  

 permit tcp any any eq www rule-precedence 32 

 permit tcp any any eq https rule-precedence 33  

 deny ip any any log rule-precedence 100 

! 

! 

captive-portal tmelabs-guests  

 server host portal.tmelabs.local  

 server mode centralized-controller  

 use aaa-policy internal-aaa 

! 

 



! 

 dns-whitelist tmelabs-guests  

  permit company.com suffix 

! 

captive-portal tmelabs-guests  

 server host portal.tmelabs.local  

 server mode centralized-controller  

 webpage-location external 

 webpage external login http://login.company.com /<login-page-name>  

 webpage external welcome http://welcome.company.com/<welcome-page-name>  

 webpage external fail http://fail.company.com/fail-page-name> 

 use aaa-policy internal-aaa 

 use dns-whitelist tmelabs-guests 

! 

 

 

 

 

 



 

! 

profile ap7532 Branch-1  

 ... 

 interface radio1 

  wlan GUEST bss 1 primary 

 interface radio2 

  wlan GUEST bss 1 primary  

 critical-resource DNS monitor direct any sync-adoptees 192.168.10.5 

! 

wlan GUEST 

 ssid GUEST  

 vlan 10 

 bridging-mode local  

 encryption-type none  

 authentication-type none  

 use captive-portal PORTAL 

 captive-portal-enforcement fall-back  

 service monitor dns crm DNS vlan 1000 

! 



! 

firewall-policy default 

 no stateful-packet-inspection-l2 

! 

proxy-arp

ip-mac conflict

! 

firewall-policy default  

 no ip-mac conflict 

 no ip-mac routing conflict 

! 

service pktcap on drop

no ip dos

! 

firewall-policy default  

 no ip dos smurf 

 no ip dos twinge 

 no ip dos invalid-protocol 

 ! 

 ! Configuration Removed for Brevity 

 ! 

! 

! 

firewall-policy default  

 no ip dos 

 no ip-mac conflict 

 no ip-mac routing conflict  

 dhcp-offer-convert 

 no ipv6 strict-ext-hdr-check  

 no ipv6 unknown-options  

 no ipv6 duplicate-options  

 no ipv6 option strict-hao-opt-check 

 no ipv6 option strict-padding 

 no stateful-packet-inspection-l2 

 no ipv6-mac conflict 

 no ipv6-mac routing conflict 

! 



! 

ip access-list BROADCAST-MULTICAST-CONTROL 

 permit tcp any any rule-precedence 10 rule-description "permit all TCP traffic" 

 permit udp any eq 67 any eq dhcpc rule-precedence 11 rule-description "permit DHCP replies"           

 permit ip any 239.0.0.0/24 rule-precedence 19 

 deny udp any range 137 138 any range 137 138 rule-precedence 20 rule-description "deny windows  netbios" 

 deny ip any 224.0.0.0/4 rule-precedence 21 rule-description "deny IP multicast" 

 deny ip any host 255.255.255.255 rule-precedence 22 rule-description "deny IP local broadcast"     

 permit ip any any rule-precedence 100 rule-description "permit all IP traffic" 

! 

mac access-list PERMIT-ARP-AND-IPv4 

 permit any any type ip rule-precedence 10 rule-description "permit all IPv4 traffic"  

 permit any any type arp rule-precedence 20 rule-description "permit all ARP traffic" 

! 

 wlan DOT1X-CORP  

 ssid DOT1X-CORP 

 vlan 10 

 bridging-mode local 

 encryption-type ccmp  

 authentication-type eap 

 no answer-broadcast-probes  

 use aaa-policy extEAP 

 use ip-access-list out BROADCAST-MULTICAST-CONTROL  

 use mac-access-list out PERMIT-ARP-AND-IPv4 

! 

! 

mac access-list PERMIT-ARP-AND-IPv4 

 permit any any type ip rule-precedence 10 rule-description "permit all IPv4 traffic"  

 permit any any type arp rule-precedence 20 rule-description "permit all ARP traffic" 

 permit any any type mint rule-precedence 30 rule-description “permit all MINT traffic” 

 permit any any type 34689 rule-precedence 40 rule-description “permit WNMP roam notifications”  

! 

profile ap8533 Branch-8533 

 ... 

 interface ge1 

  switchport mode trunk 

  switchport trunk native vlan 1 

  no switchport trunk native tagged 

  switchport trunk allowed vlan 1-30 

  use mac-access-list in PERMIT-ARP-AND-IPv4 

 interface ge2 

 interface pppoe1 

 use firewall-policy default 

 service pm sys-restart 

  router ospf 

! 

 



! 

mac access-list PERMIT-ARP-AND-IPv4 

 permit any any type ip rule-precedence 10 rule-description "permit all IPv4 traffic"  

 permit any any type arp rule-precedence 20 rule-description "permit all ARP traffic" 

 permit any any type 34689 rule-precedence 40 rule-description “permit WNMP roam notifications”  

! 

profile ap8533 Branch-8533 

 ... 

 bridge vlan 999 

  bridging-mode tunnel 

  tunnel-over-level-2 

  use mac-access-list tunnel out PERMIT-ARP-AND-IPv4 

 interface ge2 

 interface pppoe1 

 use firewall-policy default 

 service pm sys-restart 

  router ospf 

! 

! 

 alias network-group $CORPORATE-USERS network 10.1.1.0/24 10.2.1.0/24 10.5.1.0/24 192.168.10.0/24 

10.10.0.0/16 

 alias network-group $CORPORATE-SERVERS network 172.16.10.0/23 172.16.20.0/23 

 alias network-service $CORPORATE-PORTS proto tcp 3005 3006 proto tcp 8443 8000 proto tcp 5353 443 proto 

tcp 80 8088 

! 

ip access-list CORP-ACCESS 

 permit $CORPORATE-PORTS $CORPORATE-USERS $CORPORATE-SERVERS log rule-precedence 10 rule-description “CORP-

USERS-ALLOWED” 

! 

 

$CORPORATE-USERS = 5 subnets 

$CORPORATE-PORTS = 8 ports 

$CORPORTATE-SERVERS = 2 networks 

more system:/proc/dataplane/fw/map_acl_name 

more system:/proc/dataplane/fw/acl/<acl#> 

 

remote-debug more hosts <hostname> path system:/proc/dataplane/fw/map_acl_name 

remote-debug more hosts <hostname> path system:/proc/dataplane/fw/acl/<acl#> 

 



! 

wlan Guest-WiFi 

 ssid Guest-WiFi 

 vlan $GUEST 

 bridging-mode local 

 encryption-type none 

 authentication-type mac 

 wireless-client cred-cache-ageout 1800 

 radio-resource-measurement 

 client-load-balancing 

 client-load-balancing max-probe-req 2.4ghz 10 

 client-load-balancing band-discovery-intvl 5 

 use aaa-policy ONBOARD-VX 

 use captive-portal Z-GUEST 

 captive-portal-enforcement fall-back 

 registration device-OTP group-name GUESTS expiry-time 4320 agreement-refresh 30 

 use ip-access-list out BROADCAST-MULTICAST-CONTROL 

 use mac-access-list out PERMIT-ARP-AND-IPv4 

 enforce-dhcp 

 proxy-arp-mode strict 

 service monitor dhcp crm DHCP-SERVER vlan 1000 

 no nsight client-history 

! 

! 

profile vx9000 default-vx9000 

 service wireless inter-ap-key 2 aTYNPlYxqY0Ruy6wer2qYwAAAAydMHQ65uGhOJqxaZzec4gy 

 no autoinstall configuration 

 no autoinstall firmware 

 no device-upgrade auto 

 use radius-server-policy NOC 

 file-sync auto 

 crypto ikev1 policy ikev1-default 

  isakmp-proposal default encryption aes-256 group 2 hash sha 

 crypto ikev2 policy ikev2-default 

  isakmp-proposal default encryption aes-256 group 2 hash sha 

 crypto ipsec transform-set default esp-aes-256 esp-sha-hmac 

 crypto ikev1 remote-vpn 

 crypto ikev2 remote-vpn 

 crypto auto-ipsec-secure 

 crypto load-management 

 crypto remote-vpn-client 

 interface xge1 

 interface xge2 

 interface xge3 

 interface xge4 

 interface ge1 

 interface ge2 

 use guest-management GM 

 use firewall-policy default 

 use auto-provisioning-policy NOC 



 logging on 

 service pm sys-restart 

 router bgp 

 controller adopted-devices aps controllers 

 adoption-mode controller 

! 



device-upgrade

 

 device-upgrade

 device-upgrade no-reboot

staggered-reboot

staggered-reboot

 reload on <RF DOMAIN> exclude-controllers

no-reboot

 

device-upgrade rf-domain <RF DOMAIN> containing <name substring>

 

nx9500-1#device-upgrade rf-domain remote-1 containing non-root 

rfs4000-1#delete flash:/upgrade/khepri.img 



idle-sessions-timeout

(config-management-policy-<name># idle-session-timeout <value> 



! 

profile rfs6000 rfs6k 

 no autoinstall configuration 

 no autoinstall firmware 

 crypto ikev1 policy ikev1-default 

  isakmp-proposal default encryption aes-256 group 2 hash sha 

 crypto ikev2 policy ikev2-default 

  isakmp-proposal default encryption aes-256 group 2 hash sha 

 crypto ipsec transform-set default esp-aes-256 esp-sha-hmac 

 crypto ikev1 remote-vpn 

 crypto ikev2 remote-vpn 

 crypto auto-ipsec-secure 

 crypto remote-vpn-client 

 interface me1 

 interface up1 

 interface ge1 

 interface ge2 

 interface ge3 

 interface ge4 

 interface ge5 

 interface ge6 

 interface ge7 

 interface ge8 

 interface wwan1 

 interface pppoe1 

 use firewall-policy default 

 service pm sys-restart 

 no controller adoption 

! 



! 

wlan Guest-WiFi 

 ssid Guest-WiFi 

 vlan $GUEST 

 bridging-mode local 

 encryption-type none 

 authentication-type mac 

 radio-resource-measurement 

 client-load-balancing 

 client-load-balancing max-probe-req 2.4ghz 10 

 client-load-balancing band-discovery-intvl 5 

 use aaa-policy ONBOARD-VX 

 use captive-portal Z-GUEST 

 captive-portal-enforcement fall-back 

 registration device-OTP group-name GUESTS expiry-time 4320 agreement-refresh 30 

 use ip-access-list out BROADCAST-MULTICAST-CONTROL 

 use mac-access-list out PERMIT-ARP-AND-IPv4 

 proxy-arp-mode strict 

 broadcast-dhcp validate-offer 

 service monitor dhcp crm DHCP-SERVER vlan 1000 

 no nsight client-history 

! 

! 

nsight-policy STD 

 nsight-server standalone 

 no nsight-server smtp-report-delivery 

 history-ttl devices 180 

 history-ttl clients 180   << age-out for corporate clients in days 

 history-ttl guest-clients 8  << age-out for guest clients in hours 

 event-history-size low 

! 

 



 

NSIGHT-PRIMARY#database-backup database nsight               

<ftp|sftp>://<user>:<passwd>@<hostname|IP>[:port]/path/file.tar.gz 

 

NSIGHT-PRIMARY : %DATABASE-6-OPERATION_COMPLETE: backup for database nsight successful 

 

 

NSIGHT-PRIMARY#conf 

NSIGHT-PRIMARY(config)#nsight-policy STD 

NSIGHT-PRIMARY(config-nsight-policy-STD)#no enable 

NSIGHT-PRIMARY(config-nsight-policy-STD)#commit write 

 

NSIGHT-SECONDARY#conf 

NSIGHT-SECONDARY(config)#nsight-policy STD 

NSIGHT-SECONDARY(config-nsight-policy-STD)#no enable 

NSIGHT-SECONDARY(config-nsight-policy-STD)#commit write 

 

NSIGHT-PRIMARY#show database status 

-------------------------------------------------------------------------------- 

        MEMBER              STATE                     ONLINE TIME 

-------------------------------------------------------------------------------- 

  172.31.0.49*         PRIMARY           0 hours 5 min 12 sec 

  172.31.2.248         SECONDARY         2 days 20 hours 4 min 52 sec 

  172.31.5.121         ARBITER           2 days 19 hours 59 min 14 sec 

-------------------------------------------------------------------------------- 

[*] indicates this device. 

 

 

 

NSIGHT-PRIMARY#conf 

NSIGHT-PRIMARY(config)#nsight-policy STD 

NSIGHT-PRIMARY(config-nsight-policy-STD)#enable 

NSIGHT-PRIMARY(config-nsight-policy-STD)#commit write 

 

NSIGHT-SECONDARY#conf 

NSIGHT-SECONDARY(config)#nsight-policy STD 

NSIGHT-SECONDARY(config-nsight-policy-STD)#enable 

NSIGHT-SECONDARY(config-nsight-policy-STD)#commit write 

 

NSIGHT-PRIMARY#show nsight status 

 Nsight is enabled 

 Nsight report and aggregation daemon is running 

 Nsight alarm daemon is running 

 Nsight server daemon is running 

 Database server is local 

 Database server is reachable 

 



 

NSIGHT#database-backup database nsight               

<ftp|sftp>://<user>:<passwd>@<hostname|IP>[:port]/path/file.tar.gz 

 

NSIGHT: %DATABASE-6-OPERATION_COMPLETE: backup for database nsight successful 

 

 

NSIGHT#conf 

NSIGHT(config)#nsight-policy STD 

NSIGHT(config-nsight-policy-STD)#no enable 

NSIGHT(config-nsight-policy-STD)#commit write 

 

NSIGHT#show database status 

-------------------------------------------------------------------------------- 

        MEMBER             STATE                     ONLINE TIME 

-------------------------------------------------------------------------------- 

  localhost           PRIMARY           0 days 0 hours 5 min 32 sec 

-------------------------------------------------------------------------------- 

[*] indicates this device. 

 

NSIGHT#conf 

NSIGHT-PRIMARY(config)#nsight-policy STD 

NSIGHT-PRIMARY(config-nsight-policy-STD)#enable 

NSIGHT-PRIMARY(config-nsight-policy-STD)#commit write 

NSIGHT#show nsight status 

 Nsight is enabled 

 Nsight report and aggregation daemon is running 

 Nsight alarm daemon is running 

 Nsight server daemon is running 

 Database server is local 

 Database server is reachable 



 

 

remote-debug copy-techsupport hosts <Controller hostname> <AP hostname> write <URL> 

vx9000-1#remote-debug copy-techsupport hosts vx9000-1 remote-AP-1 write 

ftp://ftpuser:ftppassword@ftp.server.local/folderForDumps/ 
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