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ExtremeWireless WiNG with Aruba ClearPass

Pre-Requisites

¢ WING firmware version 5.8.4.1-003R
e Aruba ClearPass Policy Manager version 6.6.0

Overview

Aruba ClearPass allows guest users to register themselves by filling in the registration form
with a sponsor email or phone number provided during registration. After guest user account
is created a random username and passcode will be generated and an approval request
sent to a sponsor specified during the registration.

Sponsor must confirm guest account in order to activate it. Upon account activation guest
user will be allowed to log in via a captive portal using generated username and passcode.

Following diagram outlines Guest Registration and Authentication Flow:

Guest tries to visit any
HTTP or HTTPS resource
Q HTTP(S) GET _>

Guest WiNG5 AP

° WING 5 Captive Portal

redirects the user to
ClearPass registration page

~¢—— HTTP(S) Redirect

Guest

age \ﬁ'

GETp,. .
Registy atiop,

Aruba
Clearpass
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Please complete the form below to gain access to the network.

Visitor Registration

* Sponsor’s Email:
P Email of the person sponsoring this account.

User is presented with

Clearpass Guest Self T YourName: et vaur ull name.
Registration Page * Emal Address:

Please enter your email address.
This will become your username to log into the network.

* Confirm: I accept the terms of use

* required field

After registration
submission, a sponsor will

y /

[——]

—
get an approval request to .

activate guest user account

EmaII/SMS Aruba
Approval Clearpass

Sponsor

Aruba
Clearpass

— User Approved —

Sponsor

Upon Sponsor approval
guest will receive
notification that her
account is read

Email / SMS
Confirmation Clearpass

Guest WiFi Network: CPPM

Guest Account and Wi-Fi Instructions:
Make sure your wireless adapter is set to dynamically obtain an IP address
Connect to the wireless network: CPPM

Enter credentials
— Username: user0
— Password: secret0

Account expires: Saturday, November 26, 2016 22:56

© Extreme Networks, Inc. All rights reserved.
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Please login to the network using your username and password.

Username:
User LogsIn =——»
Terms: [ Iaccept the terms of use
Guest User logs in using =

generated username and
passcode. Client script is

invoked via browser and
HTTPS POST is sent to the
WIiNGS5 Captive Portal

=== HTTPS POST (f_user & f_pass) m==msmmccmca=== -

WiNG5 AP

WiNG5 AP

° WING5 AP will make a

RADIUS request to CPPM to

A

i
A,

validate the user. Upon
successful authentication
captive portal session is
allowed

Aruba
Clearpass
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Part 1 - Configuring ClearPass to enable Sponsored Guest
Registration

The configuration of ClearPass Policy manger consists of the following steps:

1. Configure RADIUS Service Rules and configure RADIUS Clients to allow WING
Access Points to make RADIUS requests towards CPPM.

2. Configure SMTP message delivery in Policy Manager to allow sending guest
receipts via email.

3. Configure Guest Registration login settings to allow integration with WiNG Captive
Portal.

4. Enable Guest Registration and Sponsor confirmation

5. Change default guest receipt format.

Step 1 — Configure RADIUS Service Rules and Configure RADIUS
Clients

In order for ClearPass to allow RADIUS communication RADIUS service rules must be configured
first, followed by RADIUS Client configuration.

RADIUS services can be configured under Policy Manager 2 Configuration 2 Services tab:

" Suppor Helg ogout
aruba ClearPass Policy Manager e
Dashboard ] configuration » services
(] Monitoring L} Services
- — £, Import
i, Configuration a & Export All
{3 Start Service deleted successfully
edservices|
San tor: Nam * ] containe v + Show [10_v] records
= » Type Statu:
o - (]
2 tdentity E E RCACE)
s 2 RADIUS °
o 3 TACACS ]
¥ 4 [ Application -]
@ 5. 5 [Insight Operator Logins] Application Aruba Application Authentication L]
2
2 Rol Showing 1-5 of 5 T Copy | [ Expon [ Deiese |
Configuration » Services » Add
Services
[ erice [P o g m——
Type: RADIUS Authorization
frame: RADIUS-WING 1
Description: Authorization Service using RADIUS
P
Monitor Mode: Enable to monitor network access without enforcement
More Options: ¥ Authorization [ Audit End-hosts [ Profile Endpoints
Matches O ANY or @ ALL of the following conditions:
Type Name Operator Value
I i[Radius:IETF - Service-Type > EQUALS v Framed-User (2) - =]
2.|Click to add...

© Extreme Networks, Inc. All rights reserved.
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Configuration » Services » Add

Services
Service Authorization Roles Enforcement Summary
Strip Username Rules: I Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Authorization Details: Additional authorization sources from which fo fetch role-mapping attributes -
[Guest User Repository] [Local SQL DB] - Remove
View Details
-Select to Add-- v

“Save | Cancel

Next navigate to Network - Devices tab and create a new entry for WiNG Access Points. In this
example an AP will make a RADIUS request directly to the CPPM without proxying it through the
controller, hence we need to add a management subnet of the Access Points as a RADIUS Client

identifier:
aruba ClearPass Policy Manager SRR
admin (Super Administrator)
” (] Configuration » Network » Devices m
[ Monitoring L] Network Devices
 Configuration @ 2 Impore
fore & Export Al
{¥ Start Here @ Discovered [
4 Services Device deleted successfully
-1 &, Authentication
£ Methods Filter: Name ¥ | contains ¥ ’—‘ ﬂ Show |10 v
5 Q [d:iif:ur(es # || Name A IP or Subnet Address Description
£} Single Sign-on (S5C Export
1 Local Users
1 Endpoints
1 Static Host Lists
1} Roles
£ Role Mappings
+1 F Posture
-1 § enforcement
11 Policies
1% Profiles
= '+Netwnrk
tedoevices|
1% Device Groups
1 Proxy Targets
1} Event Sources

SNMP Read Settings SNMP Write Settings CLI Settings

MName: WING-APs
IP or Subnet Address: 192.168.50.0/24 (e.g., 192.168.1.10 or 192.168.1.1/24 or
192.168.1.1-20)
Description:
4

RADIUS Shared Secret:  [sesssssssssssss Werify:  [sresssessassens

TACACS+ Shared Secret: Werify:

Vendor Mame: |Motoro|a | 'l

Enable RADIUS CoA: ] RADIUS CoA Port: 3799
ribues [

Attribute Value i

1.|click to add...
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Step 2 — Configure SMTP message delivery in Policy Manager

To allow ClearPass to send guest receipts information and notifications to guest users and sponsors,
SMTP relay server must be configured.

Navigate to Policy Manager 2 Administration = External Servers = Messaging Setup:

= Support | Help | Logout
orUbo CleaPPaSS pollcv Manager admin (Super Administrator)
;.E Dashboard Administration » External Servers » Messaging Setup

(=] Monitoring Messaging 9" Configure SMS Gateway

+._ Configuration Configure SMTP mail server for email notifications :

&” ClearPass Portal
-} By Users and Privileges

Server name: smtp.upcmail.cz Connection Security: None v
Admin Users
& User Name: Port: 25
& Admin Privileges —
Password: Connection timeout: 30 seconds
= .ﬁ Server Manager

Verify Password:

& Server Configuration
& Log Configuration
& Local Shared Folders
P Licensing
-1 | External Servers
& SNMP Trap Receivers
& Syslog Targets |
& Syslog Export Filters
e
¥ Endpoint Context Servel

Send Test Email Send Test SMS E
#File Backup Servers

© Extreme Networks, Inc. All rights reserved. / 8



ExtremeWireless WiNG with Aruba ClearPass

Step 3 — Configure Guest Login Settings

In order to integrate CPPM Captive Portal with WING 5 Captive Portal it is necessary to configure
Guest Login settings on Clearpass to invoke client-side php script to send HTTP POST to WING

Captive Portal with username and password.

Login to Guest Manager Ul by navigating to
https://<ClearPass IP or FODN>/quest/quest index.php

Navigate to Configuration 2 Pages = Self Registration = Guest Self Registration = Edit:

Support | Help | Logout
admin (Super Administrator)

aruvba ClearPass Guest

[] Home > Configuration » Pages » Guest Self-Registrations
M Guest Self-Registrations @ Create new self-registration
“, Configuration ©]
Use this list view to manage the pages used for guest self-registration.
w Start Here -
B @Advertising € Quick Help
= Start Here Register Page
. Pages & - Paai 5
= s Cuest el Realetration quest_register (Defauit) (No Parent)
T5 Spaces settings for visitor self-registration.
‘#® campaigns g Delete ED Duplicate 3¢ Disable wip GoTo i Go to Portal i Go to Login
| p t
< Promotions 1 self-registration (*} Reload [Showallrows v
4 Materials

@ Authentication

- Content Manager
@ Start Here
g private Files
Qd Public Files

87 Guest Manager

-8} Hotspot Manager
& Start Here
y Transaction Processc

- @ Pages
o Start Here

iy Fields

i Forms & views
— .
,ﬂweb Logins
4, Web Pages

‘@ Back to pages

“&, Back to configuration

@u Back to main

Support | Help | Logout
aruba ClearPass Guest admin (Super Administratar)

‘g Guest ] Home » Configuration » Pages » Guest Self-Registrations
= . . . . Launch this guest registrati
Onboard (] Customize Guest Registration (guest_register) " guestred
- ’3, Launch self-service portal
“ Configuration @ = Launch network login

= Start Here
= @ advertising
=) Start Here
| Pages
T Spaces
@ campaigns
< promotions
4 Materials
%Authenti:ation
= Content Manager
=) Start Here
Qd Private Files

The process for guest self-registration is shown below. Click an item to edit

Guest Self-Registration 'Guest Self-Registration”

o d) Master Enable

[Be] Disabled Message
B Define Fields

-]l Rename Page : )
R ; ¥ « Sponsor Confirmation

,,,,,,,,,,, - _| Register Page i‘i
u Public Files

B Tice User Database
' —
87 cuest Manager s Redirect

Pbd Header T
- 8} Hotspot Manager Guest

Submit
ES] Form
= Start Here l

§j Transaction Processc
- @ Pages
=) Start Here

B Fields

&l Forms & views

{ W Guest Self-Registrat]

&3 web Logins

_| Receipt Page

Title | submit
Header

form

¥ Actions

Title
5] Login

Message

[bd] Footer Footer
¥ h PR Redirect

(-

ﬁ Self-Service Portal

_ Login Page |_J change password

|| summary Page | | Reset Password

4, Web Pages

- |y Receipts
4

P Advanced editor

'-i Back to guest self-registration

© Extreme Networks, Inc. All r
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IP Address field should be equal to the virtual FQDN configured under WIiNG Captive Portal Policy:

Login

Options controlling logging in for self-registered guests.

Customize Guest Registration

Enabled: | Enable guest login to a Network Access Server ¥ |

* Vendor Settings:

| Motorola v

Select a predefined group of settings suitable for standard network configurations.

| Controller-initiated — Guest browser performs HTTP form submit

Y]

Login Method: | select how the user's network login will be handled.

|captive. wingsecure.com |

* IP Address:
Enter the IP address or hostname of the vendor’s product here.

| Secure login using HTTPS v |

Select a security option to apply to the web login process.

Secure Login:

Server-initiated logins require the user’'s MAC address to be available, usually from the captive portal redirection process.

Default Destination
 p—————————————————————oetaeniatamttaita

|http:/fwww.extremenetworks .com

* Default URL:  Enter the default URL to redirect clients.

(] inati i
Override Destination: — Force default destination for all clients

ol Co oo oo "hﬂn-“" iﬂ' o T dﬂmi.ﬂ

W Save Changes || & Save and Continue

If selected, the client’s default destination will be overridden regardless of its value.

* required field

Currently a bug exists on ClearPass that does not allow to use HTTP connection mode of the
Captive Portal, because it will continue to send HTTP POST to a secure port 444 using HTTP.

© Extreme Networks, Inc. All rights reserved.
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Step 4 — Enable Guest Registration and Sponsor Confirmation

It is also necessary to globally enable guest registration, as well enforce sponsor confirmation for

each guest user account created.

Navigate to Configuration = Guest Self-Registraion =2 Edit Guest Registration template:

Home » Configuration » Pages » Guest Self-Registrations

Customize Guest Registration (guest_register)

Guest Self-Registration 'Guest Self-Registration’

o Updated self-registration: guest_register

: d) Master Enable

[Pb¢] Disabled Message

_Il] Rename Page h Defll?e Fields

4 ! 4

_| Register Page i'i

Titl
| @Ie — User Database
[be] Header I |
Redirect Submit
Form

Guest |
i @ Footer
T i

ﬁ Self-Service Portal

L‘J Login Page || Change Password

|_| summary Page |_J Reset password

‘ Launch this guest registrati
&'} Launch self-service portal
e Launch network login

The process for guest self-registration is shown below. Click an item to edit.

*  Sponsor Confirmation

J Receipt Page

Title | submit
Header
. Title
. Login
¥ Actions Message
Footer
h 4 Redirect
_— e

’:’) Login Delay

!?! NAS Vendor Settings

Administrator

Basic Properties
Options controlling basic operation of guest self-registration.

Customize Guest Registration

|Guest Self-Registration

* Name:
Enter a name to identify the guest self-registration instance. This is visible only to administrators.
Default settings for visitor self-registration.
Description:
A
Enter comments about this instance of guest self-registration. This is visible only to administrators.
I Enabled: ¥ Enable guest self-registration

* Register Page: \guest_register

Enter the base page name for the guest registration

=) ClearPass Policy Manager
* User Database: @ v g

| ClearPass Guest Skin v |

* skin:
Choose the skin for the self-registration pages.

Prevent CNA:

Advertising: || Enable Advertising Services content

page.

Self provisioned guest accounts are created using this service handler.

¥ Enable bypassing the Apple Captive Network Assistant
The Apple Captive MNetwork Assistant (CNA) is the pop-up browser shown when joining a network that has a captive portal.
Mote that this option may not work with all vendors, depending on how the captive portal is implemented.

[ S Chrr | & Srr Cont |

© Extreme Networks, Inc. All rights reserved.



ExtremeWireless WiNG with Aruba ClearPass

Home » Configuration » Pages » Guest Self-Registrations

Launch this guest registrati
ﬂ-_-"y Launch self-service portal
e Launch network login

Customize Guest Registration (guest_register)

The process for guest self-registration is shown below. Click an item to edit.
Guest Self-Registration 'Guest Self-Registration’

o Updated self-registration: guest_register

e Q) Master Enable -------o- :
[Pb¢] Disabled Message i

_ll] Rename Page n Define Fields :
4 ’ M " ' Sponsor Confirmation I

e _| Register Page lli _] Receipt Page \
| | Submit

' i Title
| Biel Title User Database

@ Header "| | Head

Redirect c Submit Logi
B orm ogin
Guest | =) Actions Message
. [be] Footer . Footer
# } 4 Redirect
ﬁ Self-Service Portal P K Choose Skin -----------
. S
|_J Legin Page || Change Password ’ :) Login Delay
I__J Summary Page __J Reset Password ;n NAS Vendor Settings
L

Administrator

Customize Guest Registration

g Sponsorship Confirmation

Enabled: ¥ Require sponsor confirmation pricr to enabling the account

a Require sponsors to provide credentials prior to sponsoring
Authentication:  1f checked, the sponsor will need to successfully authenticate prior to approving the request.
The sponsor’s operator profile must have the Guest Manager = Remove Accounts privilege.

~ Email Delivery

|(U se Default: sponsor_email) v |
The field containing the sponsor's email address.

* Email Field:

| Sponsorship Confirmation v |
The plain text or HTML print template to send to the sponsor.

| (Use Default: ClearPass Guest Skin) ¥ |

The format in which to send email receipts.

Email Confirmation:

* Email Skin:

| De not send copies v |

* Send Copies: _ — . o : .
Specify when to send visitor account receipts to the recipients in the Copies To list.

) Allow the reply-to address te be overridden

Reply-To: ) ; .
If checked, the reply-to address will be overridden by the guest’'s email field.

o

© Extreme Networks, Inc. All rights reserved.
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Enable Sponsor Email field for the Self Registration Page:

Home » Configuration » Pages » Guest Self-Registrations

Customize Guest Registration (guest_registe

Guest Self-Registration 'Guest Self-Registration”
o Updated self-registration: guest_register
@ Disabled Message

_-III Rename Page
) L]

4 ¥

L]

m Define Fields

............... |l Register Page

| Login Page || Change Password

|| summary Page |_J Reset password

(D Master Enable

I‘) ‘ Launch this guest registrati
a:L Launch self-service portal
& Launch network login

The process for guest self-registration is shown below. Click an item to edit.

v « Sponsor Confirmation

_| Receipt Page

. i . Title Submit
L @ Tltle —— User Database
Header
Bod Header oo Meader .
Title
Redirect Submit E Form S
edirec b .
o Form Login
Guest > Actions Message
/. @ Foater | Footer
I - Redirect
ﬁ Self-Service Portal pee R Choose Skin  -=-=-==---- :
- _— -

:) Login Delay

!?h MAS Vendor Settings

Administrator

o Quick Help

10 Sponsor_name text Sponsor's Name:

I

sponsor_email text I Spensor's Email:
=

20 visitor_name text Your Name:

© Extreme Networks, Inc. All rights reserved.
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Step 5 — Change default Guest Receipt format

Under Guest Ul view navigate to Configuration = Guest Manager. Change default Site SSID to the
one currently used in production:

aruvba

S Configuration o)

&) Start Here -
= !@Advertising
& Start Here
I;,\, Pages
T& Spaces
§& Campaigns
qﬁ‘ Promaotions
4 Materials
%Authenticaticn
-+ @ Content Manager
& Start Here
Qg Private Files
g Public Files
e . JGuest manager]
- 8% Hotspot Manager
& Start Here
\&)Transaction Processc
-1 @+ Pages
& Start Here
Hiy Fields
ﬁ Forms & Views
‘4 Guest Self-Registrat!
rfsWeb Logins
4, Web Pages
= L@ Receipts
& Start Here
a Digital Pass Templat ~

* Lifetime Options:

Support | Help | Log

C|eal"PEISS GUESt admin (Super Administrat
182 | 3 hours
248 | 4 hours
368 | & hours
88 | 8 hours
722 | 12 hours
144@ | 1 day =
288@ | 2 days P

The available options to select from when choosing the lifetime of a guest account {expire_postlogin).
Lifetime values are specified in minutes.

Expiration Warning Options

Account Expiry Warning:

Receipt Options

=l Motify users before their user credentials expire
If checked, users will receive an email notification when their device's network credentials are due to expire.

Site SSID:

|cPPM
The SSID of the wireless LAN, if applicable. This will appear on guest account print receipts.

Site WPA Key:
Receipt Printing:

General Options

Terms Of Use URL:

Active Sessions:

About Guest Network Access:

The WPA key for the wireless LAN, if applicable. This will appear on guest account print receipts.

] Require click to print
Guest receipts can print simply by selecting the template in the dropdown, or by clicking a link.

|terms.php

The URL of a terms and conditions page. The URL will appear in any terms checkbox with:
{nwa_global name=guest_account_terms_of_use_url}

It is recommended to upload your terms in Content Manager, where the files will be referenced with the "public/” prefix.
Alternatively, you can edit Terms and Conditions under Configuration > Pages > Web Pages.

If your site is hosted externally, be sure the proper access control lists (ACLs) are in place.

If terms are not required, it is recommended to edit the terms field on your forms to a Ul type "hidden” and an Initial
Value of 1.

Enable limiting the number of active sessions a guest account may have.
Enter 0 to allow an unlimited number of sessions.

]
Insert v |
Template code to display on the Guest Manager start page, under the
"About Guest Network Access” heading. Leave blank to use the default text,
ar enter a hyphen ["-") to remove the default text and the heading.

Save Configuration

© Extreme Networks, Inc. All rights reserved.
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Part 2 — Configuring WING to Authenticate Guests to Aruba
ClearPass

The configuration of ExtremeWireless WING consists of the following steps:

Configure AAA Policy to specify CPPM as Authentication Server.
Configure WING Captive Portal to redirect guests to CPPM pages.
Create Guest Wireless LAN.

Assign WLAN to Access Point Profile.

Allow Guest VLAN on the AP GE1 port.

o a kM w NP

Assign Captive Portal Server to the AP Profile.

Step 1 — Configure AAA Policy
Navigate to Configuration 2 Network 2 AAA Policy 2 Add:

& VX9000 -
BELY LG Configuration EBELYGST Operatio atist
Devices Wireless JNetwork f Profiles RF Domains Security Services Management 5 Revert [ Commit | Commitand Save
g Policy Based Routing i AAA Policy 4 CPPM B (7]
LITPV
& Crypto CMP Policy RADIUS Authentication || RADIUS Accounting | Settings
L] AAA Policy

Ll AMATACACS Policy
[FgIPve Router Advertise I

AAA Policy CPPM (2]
s s
Server Id o | ServerType Host Port Request Proxy  Request Request DSCP NAI Routin, a NAC Enable
e Mode Attempts Timeout Enable

Type to search in tables ow Count

l Add ' it Deiete Replace Exit

© Extreme Networks, Inc. All rights reserved. / 15
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Authentication Server

X

serverld 1 |2 (1106)

Setfings
Server Type 0|Host | - |
Host (O] |192 168 10 135 | P Address | v
T
Port @182 I_%] (110 65,535)
Secret wingsecure [ show

Request Proxy Mode @ | None | =

Proxy Mint Host a |

Request Attempts g3 [1to1D]

Request Timeout 1B

Netw ork Access Identifier Routing
NA| Routing Enable @[]

Seconds -

Retry Timsout Factor g F@ (50 to 200)

DscP e I_ﬁ (Dto 63)

(11t0860)

Realm o|
Realm Type 0@ rFrefic (@ Suffix
Strip Realm [i ]
e —
I AAA Policy CPPM 7}
RADIUS Accounting
Server Id Host Port Server Type Request Timeout | Request Attempts DSCP Request Proxy NAI Routing
@ Mode Enable
Type to search in tables Row Count:

© Extreme Networks, Inc. All rights reserved.
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Accounting Server

x

Serverld 4 1 % (1to6)

Settings
Server Type @ |Host | > |
Host ® [192 168 10 135 | [PAddess ||
v o~ Alias

Request Proxy Mode 0 |Mone | =

Proxy Mint Host o |

Request Atterpts g [3 % (1o 10)

Retry Timeout Factor g Mypp E (50 to 200)

DsCR e @ (010 63)

Netw ork Access Identifier Routing

N Routing Enable @[]

Realm i ]
Realm Type ® prefic (@ Suffix
Strip Realm i ]

Reguest Timeout 0:s Seconds | - (1to860)

AAA Policy CPPIM

RADIUS Authentication

Access Request Affributes

Frotocol for MAC, Captive-Portal Authentication @@ PaP @ cHAP @ MS-CHAP @ MS-CHAP2 Cisco VSA Audit Sessiond @[]

RADIUS Accounting

I Accounting Packet Type # | Start/Interim/Stop I

Request Interval @30 Minutes | ¥ | (1t08D)

Accounting Server Preference © Prefer Same Authentication Server Host | v |

RADIUS Address Format

Format | Dash Deimiter (aa-bb-cc-dd-ee-fi) v

Case @|Uppercase | »

sroes 0 seiame Passvors_| v
Server Pooling

Server Pooling Mode ® Failover

@ Load Balanced

EAPWirckss Client Settings.

Client Attempts 037% (110 10)

Request Timeout 03_5 (1 to 80 seconds)

D Request Timeout 0307% (1o 80 seconds)

Retransmission Scale Factor o0 I}J (50 to 200)

Accounting Delay Time o[]

Accounting Multi Session i @[]

Chargeable User Id o]
Add Framed IP Address o]
Framed MTU o120 E‘ {10010 1,500)

RFCS5E0 Location Information n

RFCS580 Operator Name ol:l
Service-Type ﬂ

NAS IPv6 Address oL

Proxy NAS entfier ﬂ

Froxy NAS Fv4/Pve Address g

| 5§ Revert % Commit | | Commitand Save |

© Extreme Networks, Inc. All rights reserved.
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Step 2 — Configure WiNG Captive Portal

Navigate to Configuration = Services = Captive Portal
redirect Guests to CPPM server:

WiNG V58

Dashboard EefiiG[IE1) M Diagnostics Operations  Statistics

s. Create new Captive Portal Policy to

Devices Wireless Network Profiles RF Domains Security | Services [JManagement

%] Revert  |¥, Commit [5] Commitand Save

= @ Captive Portals Captive Portal

(2]

\@"Captive Portals
[L]DNS Whitelist

Captive Portal

@ Captive Portal
Policy

Server Host

‘Captive Portal IPvG
Server

Captive Portal

Server Mode Interface

Hosting VLAN

Connection Mode = Simultaneous

Access

Web Page Source | AAA Policy

DEVICE-ONBOARD captive zebranoc coi Not Set Internal (Self) i}
Internal (Sei) ]

Internal (Sel) 0

fp Guest Management

[EZDHCP Server Policy
Eﬂﬂnmuurﬁateway
SDHCPVE Server Policy
& [EpRADIUS

B Smart Caching

LJURL Lists

Device-Registration | captive.zebranoc coi| Not Set

Z-GUEST captive.wingsecure.¢| Not Set

-

v 55 Captive Portal
\@DEVIGE-ONBOARD
@Device-Registration |
\@NZ-GUEST

HTTPS 'ONBOARD-VX
HTTPS

HTTPS

Not Set
Not Set
Not Set

Internal
Internal ONBOARD-VX

Internal 'ONBOARD-VX

Type to search

Type to search in tables

Row Count: 3

B B F D

Ml—ﬂ—“—ﬁ-ﬂ-ﬁ“l—mﬂ-ﬂﬂl

Captive Portal Policy

| Basic Configuration | Web Page

Seftings

ICamwe Fortal Server hode O@ Inlernal(‘SerI@ Centraiized @ Centralzed Controller

Hosting VLAN Interface 0 - A Dto4

IC\‘-\MNE Portal Server Host @ captive.wingsecure.com I
Captive Portal IPvG Server
Connection Mode LS =

Simultaneous Access

o] [

< (1108,182)
=]

Access Type

™ Registration
@ Email Access
@ Mobile Access
@ Other Access

Social Media Authentication
This feature requires access to the relevant websites. Please refer to the Help section for additional information

Facebook

O
O

Google
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Icapﬁ've Portal Policy CPPM

Bypass

Bypass Captive Fortal Detection

Client Setfings

Basic Configuration |~0= 0220 )

o[]

Localization

Radius \VLAM Assignment o]
Post Authentication VLAM =) ID =
o] N o

Client Access Time QTE (10 to 10,080 minutes)

Inactivity Timeout a2 Pr— | (1t22)
Loyalty App

Enable o]

App Name @ <none> | >
DNS Whitslist

DNS 'Whitelist @ <none> 2 E
Accounting ’

Enable RA&DIUS Accounting i 1|

Enable Syslog Accounting al]

Syslog Host [i ] Hostname v

Syslog Port a sl Ii
Data Limit

Limit OD 1 Ii,‘ (1 to 102,400 MegaBytes)

olwson____Iv]
Logout FQDN

e on . L

Lok | ket | e

Permit IP address or FQDN of the CPPM server in the DNS whitelist to allow client communication for

initial registration and login:

x
Name CFPM (2]
Whitslist Entries
DNS Entry | Match Suffix W

%[ 192 168 10 135 |

IPv4 Address @)|No ~ | i

it bashensi i)

© Extreme Networks, Inc. All rights reserved.
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Captive Portal Policy CPFIM

Basic Configuration _

T -
Fost Authentication \/LAN ORCIE <1 (1104,
o =
_) Alias
Client Access Time 010 (10 to 10,080 minutes)
Inactivity Timeout az (11024)
Loyality App
Enable o]
App Mame

DNS Whitelist

DNS Whitelist

J Enable RADIUS Accounting

Enable Syslog Accounting

Syslog Host @  |Hosmame -

Sysiog Port "W
Data Limit

Limit o] 2 (110 102,400 MegaBytes)

ojmom o]
Logout FQDN

Logout FQDN ol:l (e.g., Ibgout guestaccess com)
L

FQDN ol:l (e.g., local.guestaccess com)

epore 0] cobter NG _Tac_F7 ¢

Ports

Destination Ports for Redirction o|:| (e.g., 1080,8001,3080-8080)

Captive Portal Policy CPPM

Web Page Source @@ Internal @ Advanced |@® Externally Hosted

Login URL
Agreement URL
Weleome URL

Fail URL

Welcome Back URL
Mo Service URL
Registration LRL

https:/1192.168.10.135/guest/iguest_register_login php?_browser=1

https:/1192.168.10.135/guestterms php?_browser=1

http:/Awww.extremenetworks.com

https://192.168.10.135/guest/guest_register_login.php?_browser=1

hitp:/fwww extremenetworks com

hitps:#192.168.10.1 vice | php?_Lt

hitps:#192.168.10.1 t_register.php?_t

A set of pre-existing web pages cutside of the Controller are specified by the provided URLs

Four separate URLs point to external web pages for: Legging the user in, Welkoming the user after logging in successfully and Informing

the user of a failed login attempt.

mREIEII %Gﬂrﬂi
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Step 3 — Create Guest Wireless LAN

Navigate to Configuration = Wireless = Wireless LANs. Create a new Wireless LAN for Guest

Users:

WiNGv58

Devices | Wireless | Network

Profiles ~RF Domains

Security  Services Management

Dashboard Reliinieieyl Diagnostics Operations  Statistics

%7 Revert [# Commit |] Commitand Save

FYwireless LANS Wireless LANs )
3 WLAN QoS Palicy o . S _ - -
WLAN ) | ssiD Description | WLAN Status VLAN Pool | Bridging DHCP Option | DHCPvE Authenticatio Encryption | QoSPolicy | Association
#PRadio QoS Policy Mode 82 RA n Type Type ACL
B3 Association ACL 8021 ZDemo-8021X o Enabled | 100200 Local x b4 EAP CCMP defaut
Q*SMART RF Policy ceast ccast o Enabled 1 Local x x None CCMP default
}%Meshcunnex Policy DEVICE-ONBC DEVICE-ONBC| registration o Enabled | SGUEST Tunnel x b4 MAC Address | None defaut
.ﬁlMer.h Q0 Paiicy GuestWiFi | GuestWiFi | registration & Enabed 70 Tunnel x x MAC sddress | None defaut
- MobilePSK MobilePSK o Enabled 100 Lotal x x None CCMP default
3\ Passpaint Policy
peap pesp " Enabled = SCORP-VLAN | Local x x EAP CCMP default
(&) Sensor Palicy
) SecuredAcces SecuredAcces  Enabled 10 Lotal x x EAP CCMP default
test test o Enabled = STEST Tunnel x x None CCMP default
s tis o Enabled | SCORP-VLAN | Local x b4 EAP-PSK CCMP defaut
v 5| Wireless Lan
=Re021x
ENDEVICE-ONBOARD |-
4
D Cuest-WiFi 1
E R MobiiePSK
e
=2
ERccast
EDpeap
Edtest
e
‘ywm search ‘ Type to search in tables Row Count g
53 B @ | [ e e ) |
Basic Configuration WLAN Configuration
Scurity
Security ISSID ¥ oPP I
Firewall =
Description (i ]
Client Settings
WLAN Status O Disabled @ Enabled
Accounting
QoS Policy 4 | default |~ | 8 &
Service Monitoring
Client Load Balancing 0
DHCP Option 82
Advanced W orl
DHCPVE LDRA
Auto Shutdown oLl
Bonjour Getew ay Distovery Policy @) <none= | - 5] @
Other Seffings
Broadcast SSID o
Answ er Broadcast Probes ﬂﬂ

LAN Assignment
Single VLAN @ VLAN Pool

RADIUS VLAN Assignment

Allow RADIUS Override @y D

URL Fitter

URL Fitter

e —

O | @
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WLAN CPPM

Basic Configuration Select Authentication
Security

- | @ ear @ EaP-PeKk @ EAPMAC @ MAC @ PSK/None
irewa

Client Settings

AAA Policy @ <none> | >
Accounting L —

Reauthentic ation a
Service Monitoring L] 30 = (30 to 86,400)
Client Load Balancing
Advanced

Auto Shutdown

Captive Portal

Enforcement # ] Captive Fortal Enable[_] Captive Fortal if Frimary Authentication Fails

coec iy olggmu x| % 8

Passpoint Policy

ST —E

Registration
Type of Registration g
e —
Expiry Time e W@ (1 to 43 800 hours)
Agreement Refresh gy Q—E (0 to 144,000 minutes)
External Controller
Enable o

Hest o

Proxy Mode oiﬁ M

Basic Configuration Protectsd Managenent Frames (802.11w )

Securi
bl lode O® Disabled @ Optional @ Mandatory

Firewall SA Query Attempts o | uwpmn
Client Settings e
SA Query Retry Timeout @ 201 = (100 to 1,000 milisec onds)

Accounting
) Advanced RADIUS Configuration
Service Monitoring

Client Load Balancing

NAS Port o
Advanced
Auto Shutdown | R4DUS Dynamic Authorization o]

Radio Rates

Rates for 2.4 GHz WLAN @ default

el
Rates for 5 GHz WLAN @ defautt M

Transition
Fast BSS Transition i ||
Fast BSS Transition Over DS @[]
HTTP Analysis
Enable g D

Fitter
Fiter Out Images @[]
Filter Post el

Strip Query String @[]

Forward To Syslog Server

Host L] Hostname | w

%)

| Beset || eat |

WLAN CPPM (7]
| Reset | mit |

| %] Revert [ Commit | [z Commitand Save
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Step 4 — Assign WLAN to the Access Point Profile
Go to Configuration = Profiles = <Select AP Profile> =2 Edit 2 Interface = Radios =2 Edit:

WINGWSE

Dashboard EeiJii[I[:lLW M Diagnostics Operations  Stalislics

Devices Wireless Network Profiles

RF Domains

Security Services Management

% Revert | | ¥ Commit

l] Commit and Save

Virual Interfaces
Port Channels
—* Radios
FPPoE
Bluetooth

» Network

» Security
VRRP

Critical Resources

Services

» ) EXTR-DEMO
> LR HOME-RFS4K
» L3 REMOTE-AP8533
) defaut-aps21
B)defaut-aps22
L) defaut-apss0
L) dsfault-aps 11
) detaut-apss21
B)detaut-apss22
R detaut-apssaz
L) defautt-apsse2
D) defautt-apT txx
) defaut-ap7s02
> ) defaut-ap7522
» L) default-ap7532

Type to search

B B [ @

4| » Management

» Advanced

Type o search in tables

£)Manage Profiles Profile REMOTE-AP8533 Type AP8533 (7]
General Name @ | Type Description Admin Status RF Mode Channel Transmit Power
Adoption radiol Radio radio1 «" Enabled 2.4 GHz WLAN smart smart
—
¥ Interface I radio2 Radio radio2 «” Enabled 5 GHz WLAN smart smart
Ethernet Parts radio3 Radio radio3 " Enabled Sensor smart smart

IRadm

]

{Name radio2

WLANBSS Mappings

natio seinge ([T TR cosecy e Advanca st

K i WLANS
v [ Radio n
5) [ tis(advertised) o1
23 [ ccastiadvertied) =1
22 M Guest-Wiiadvertised) DEVICE-ONBOARD
22 [ securedhccess-joinnow(advertised) MobilePSK
peap
test

° IIIE

[ Advanced Mapping £ Create New WLAN
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/ 23



ExtremeWireless WiNG with Aruba ClearPass

Radios

Name radio2

%

LR DT WILAN Mapping / Mesh Mapping

WLAN/BSS Mappings
v Radio £ WLANs
8 [ ts(advertised) 8021X
22 [ coastiadvertised)

DEVICE-ONBOARD
22 M Guest-WiFisdvertised)

MobilsPSK
] Securedaccess-joinnow advertised) peap
| b CPPuadvertised) ] I fest
|

° j=d
2]

[[] Advanced Mapping

2 Create New WLAN

| 57 Revert [ ¥, Commit

E Commit and Save
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Step 5 — Allow Guest VLAN on the GE1 port of the Access Point

Profile

Within the Access Point Profile navigate to Interface 2 Ethernet Ports =2 gel -2 Edit:

Admin Status @@ Disabled ® Enabled
Speed 0 | Automatic | »
Duplex O |Automatic | ¥

Switching Mode

Mative WVLAN o1 (1-4054)

Tag Mative VLAN @[]

Allow ed VLANs /|1:m11. 50451 | (1-4084) (2.47-12,.)

Cisco Discovery Protocol Receive 0@
Cisco Discovery Protoc ol Transmit ﬂm
Link Layer Discovery Protocol Receive 0@

Link Layer Discovery Protocol Transmit 0@

Captive Portal Enforcement

Enforce captive portal 0| Mone

Mode 0@ sccesy Port Channel Membership

Fort Channel QD 1 : (1to4)
i~

Ethernet Ports x
Name geil (7]
Basic Configuration T
Properties CDPLLDP

Desc ription

] e e

| 57 Revert | ¥ Commit
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Step 6 — Assign Captive Portal Policy to the Access Point Profile

Inside the AP Profile go to Services and assign Captive Portal Policy in order to start the hotspot

service:

IF'r'ﬂfIle REMOTE-AP8533 Type AP8533

General
Adoption
¥ Interface
Ethernet Ports
Virtual Interfaces
Paort Channels
Radios
PPPoE
Bluetooth
» Network
» Security
VRRP
Critical Resources
el Seriices
» Management

» Advanced

Captive Portal Hosting
I Captive Portal Policies ] crem I
] Z-GUEST
[[] Device-Registration
#|[[] DEVICE-ONBOARD Create

RADIUS Server Application Policy

Application Policy [ tis-users
[] peap-users
[] cuesTs
(i ] Create
DHCP Server
DHCP Server Policy 3 DEMO-APS TEE
DHCPvE Server Policy o| - | k] @

RADIUS Server Policy

RADIUS Server Poicy (3 ONBOARD-TLS TEE ]
Bonjour Gatew ay
Forw arding Policy o| - | i} {t}}

. B Revert [® Commit | o] Commitand Save
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/ 26



ExtremeWireless WiNG with Aruba ClearPass

Part 3 - Validation

Validation is performed by associating a client device to the Guest SSID and verifying that a network

connectivity is established. Upon association automatic popup should appear redirecting to the
ClearPass Login page:

- O X
Q MNetwork Login b

(& ‘ A b#1E://192.168.10.135/guest/quest_register_login.php?_browser=18ths_server=captive.wingsecure.com&8Qv=it_qpmjdz=DQON@! ¥¢

aruba ClearPass Guest

Please login to the network using your username and password.

Usemname: | ]
Password: | |
Terms: | I acceptthe terms of use
(Login |

Meed an accounty Click Here

Guest needs to register using the registration form and provide a Sponsor Email Address:

Please complete the form below to gain access to the network.

Visitor Registration

\vdementyev@extremenetworks com |
Email of the person sponsoring this account.

\John |

Please enter your full name.

* Sponsor's Email:

* your Name:

john@mail com |
* Email Address: Pplease enter your email address.
This will become your username to log into the netwark.

* confirm: ¥ I accept the terms of use

|
Reaister

Already have an account? Sign In

* required field
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After the registration the auto generated Username and Password will appear on the Receipt Page,

however the “Log In” button will be grayed out before Sponsor approves an account:

The details for your guest account are shown below.

Your account is currently awaiting confirmation. This page will refresh every 30 seconds.

Visitor Registration Receipt

Sponsor's Email:  vdementyev@extremenetworks.com

Guest's Mame: John
Account Username: ’ john@mail.com
Guest Password: J 520523

Activation Time: Sunday, 20 Movember 2016, 2:03 PM
Expiration Time: Monday, 21 November 2016, 2:03 PM

Account Status:  Disabled

| Login |

A sponsor will meanwhile receive an approval request via Email:

A guest is requesting visitor access
GuestManager Receipt
Your Account Details

Username: john@mail.com
Full Name: John
Phone:

A visitor has requested access naming you as the sponsor. Pleaselcll 0
confirm the request. ;

2

A guest has requested your confirmation for gquest access

Visitor Registration Receipt

Sponsor's Email: | vdementyev@extremenetworks.com

Guest’'s Name: John
Account Username: ’ john@mail.com

Activation Time: | Sunday, 20 November 2016, 2:03 PM

Expiration Time: Monday, 21 November 2016, 2:03 PM

© Extreme Networks, Inc. All rights reserved.



ExtremeWireless WiNG with Aruba ClearPass

After Sponsor will confirm Guest Registration “Log In” button will become active for the Guest and
additonal notification will be sent out:

The details for your guest account are shown below.

Visitor Registration Receipt

Sponsor's Name:  admin
Sponsor’s Email:  vdementyev@extremenetworks.com
Guest's Name: John
Account Username: ’ john@mail.com
Guest Password: J 520523
Activation Time: Sunday, 20 November 2016, 2:03 PM

Expiration Time: Monday, 21 November 2016, 2:03 PM

Account Status: Enabled

After clicking “Log In” client will automatically submit username and password and will send an
HTTPS POST to WING Captive Portal, so an Access Point will initiate a RADIUS request to CPPM.
After Successful authentication client will be redirected to the Welcome Page configured on the
Captive Portal:

-

s Authentication Success X \ = x

< X | B https://captive.wingsecure.com:444/cgi-bin/hslogin.cgi

B - O X

I= Extreme Networks - Cor X

&« clo www.extremenetworks.com/?hs_server=captive.wingsecure.com&Qu=it_qpmjdz%3DDQQN%40bbb_qpmjdz%3DDQQN%40c ¥ |

F= Extreme

Connect Beyond the Network SOLUTIONS PRODUCTS / SERVICES PARTNERS SUPPORT CUSTOMERS CONTACT US

Extreme Networks Acquires
Wireless LAN Business from
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On WING Client Statistics (Statistics 2 <RF Domain> = Wireless Clients 2 <Select Your
Client>) you can see current Captive Portal authentication state and guest username:

Statisfice

»
Wireless Client 9C-D3-6D-593-7F-05 e
@Healtn Wireless Client Association
& Details
MAC Address SC-03-60-98-TF-05 AP Hostname 8533-brg-2
A, Trafiic
Hostname DESKTOR-S1GKDEP AP T4ET-FT-5C-42-DA
Gy WMM TSPEC \endor Netgear inc Radio 8533-brg-2:R1
&8 Association History State Dta-Ready Radio 1d T4-57-FT-5C-42.04 R1
|y Graph IP Address 192.168.70.164 Radio Number 1
WLAN CPPM Band 11bgn
Radic MAC T4-E7-F7-T5-E4-82D Parameter Transmit Receive
AN o Total Bytes 469,202 626 1,071,711,710
User Details Total Packets 763,613 1,321,145
- - User Data Rate (1] 0
UserName john@mail.com
Physical Layer Rate 120 144
Authentication none
Tx Dropped Packets 85
Encryption none
Rx Errors 0
Captive Portal Auth. o Yes
RF Quality Index
RF Quality Index @ 29 (Good)
ALyerage Retry Number 0
SNR 36
Signal -58
Noise -52
Error Rate o

WRetresn ) [ =6 |

It is also possible to see current active Captive Portal sessions under the RF Domain statistics:

RF Domain  tmelabs-cz E o
P Health Client MAC ® Hostname Client IP Captive Authentication | WLAN VLAN Remaining Time
N Portal
Inventory
. ) 9C-D3-6D-98-TF-05 DESKTOP-S1GKDEP 192.168.70.164 CPPM Success CPPM 70 1h Bm 455
g Devices
g AP Detection

& Wireless Clients

EZ:Device Upgrade

2Qwireless LANs
» ¢ Radios

(D Bluetooth

Mash

&Mesh Point
» G SMART RF

» B WIPS

(g Captive Portal

[ Application Visibility (AVC)
» % Coverage Hole Detection
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