Y ZEBRA

Captive Portals
How To: Social Media Onboarding using OAUTH

April 2016

Revision A



© 2016 ZIH Corp. All Rights Reserved. Zebra and the Stylized Zebra Head are trademarks of
ZIH Corp, registered in many jurisdictions worldwide. All other trademarks are the property of
their respective owners.






Table of Contents

TaADIE OF CONIENTS......eiiieiiiie et e e e e e e e et e e e s e e ee s 4
I [ o1 (o To ULt 1o o I PP PRPPPPT T PPPPPPPPRRRPR 5
A I =Tol a1 aTo] (oTe VA @ A =T A= PSP 5
3. ATCNITECTUIE / DESIGN ...ttt e e e e e e e e e e e e e e eeeaeeeans 6
BiL  OVBIVIBW ..ttt ettt oot e oot e et e et e e e 6

1 722 o o || T 110 1 P 6
3.3  Steps to configure OAuth based captive portal ..........cccooccveviiiiiiiiiiiiiee e 8
3.3 1 Create @ ClIENt ID .......oiiiieieeeeee et 8

3.4  Captive Portal OAuth Setup (AP or CONEIOIIEN) ......vvvviiiiiiiiiiiieeeee e 16
3.5  Create a dnNS-WHITElIST.........ooiiiiiiiie e 17
3.6 Cre@lte WLAN: L. 17
N = 1= T =T 1T o PR 18
o R O N PP PUUPPUTPRRIN 18
5. TSt FTAMEBWOIK ....cciiiiie ittt e et e et e e e s e e e e e eeean 19
o0t R U o T A = 1 T 19

. RO BIBINCES ..o e 19



How To: Social Media Onboarding using OAUTH

1. Introduction

Oauth (Open standard for authorization) support for captive portal allows users to sign in onto
Guest WLANSs using their Google or Facebook credentials using any type of wireless clients
(laptops/tablets/phones etc). This will basically ensure that users or customers walking into a retail
store will be able to connect to the store’s WiFi network using their Google/Facebook accounts.
This will help the Stores publicize themselves on the Facebook News Feed of users thereby
providing more social followership. It will also help in analytics reporting.

2. Technology Overview

This overview assumes a basic working knowledge of Hotspot/Captive Portal authentication
methods and the authentication flow. Similar to captive portal using email/SMS validation or radius
based authentication methods, there will be another way to do captive portal i.e using Google or
Facebook credentials.

OAuth is an open protocol to allow secure authorization in a simple and standard method from
web, mobile and desktop applications. It works by delegating user authentication to the service
that hosts the user account (Facebook/Google), and authorizing a third-party applications to
access the user account in a limited way on an HTTP service. The third party application in this
scenario will be the WING software running on an access point or a controller assigned to do the
captive portal authentication for the client. A wireless client trying to log in onto a Guest WLAN
using this method will be asked for his Google/Facebook credentials and allowed network access
upon successful authentication.

After the user authentication is complete, additional API calls are made to obtain the user’s public
profile and email address. The WING app can only request for certain fields of the user’s profile.
They are:

e id

e name

e first name

e last name

e 1link to the profile picture
e gender

e Jlocale

e ecmail address

Please note that the user credentials are not stored by the AP or Controller. Also, the WiNG
Application does not receive any of the information not shared publicly by the user.

Page 5



How To: Social Media Onboarding using OAUTH

3. Architecture / Design

3.1 Overview

The OAuth support for wireless clients will be tied with the Captive Portal feature on the APs and
controllers. Logging in using the client's Facebook/Google account will serve as an additional
mechanism for doing the captive-portal authentication.

3.2 Login flow

Once a wireless client associates with an AP on a wlan with captive-portal enforced and OAuth
is configured to be included in the login page, the login screen popped up on the client browser
will have the Facebook & Google login buttons on it. The user can click on any one of the above
(based on whichever account he has or prefers). A popup will then appear asking the user to
enter his credentials and hit OK. If the credentials entered are incorrect, the popup complains and
asks the user to enter the correct credentials again.

Organization Name

Welcome to Guest User Wireless Service.
Please enter the username and password to sign-in.
Username

Enter Usemame

Password

Enter Password

B2 cear
(Or) Sign in using,

I3 sign in with Facebook
8+  signinwith Google

Organizafion Name. All Rights Reserved.

Login screen on the client browser using OAuth based captive-portal authentication
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If the credentials are correct, the login is successful and the client is redirected to the welcome
screen. The client’s captive portal state now changes to SUCCESS (from PENDING) and he is
now able to surf the internet.

Organization Name

Welcome. You are now connected to the Internet.

Status |[Connected
Time Remaining|[1 Days. 0 Hrs, 0 Mins

Click to end this seesion.
(Or) Access http:// to disconnect this session.

Organization Name. All Rights Reserved.

Welcome screen on the client browser after a successful login.
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3.3 Steps to configure OAuth based captive portal

3.3.1 Create aClient ID

You must create a Google/Facebook Client ID for the WING application running on the
AP/controller to be able to do the Authentication on behalf of the user. This registration process
will yield two strings, client IDand Client Secret. YOou Will use these strings to authenticate
and gain access to Facebook & Google OAuth APIs.

a. For Google, use the Google Developer Console

b. For Facebook, use the App Dashboard (Facebook calls it the App ID)

Google:

For Google, go to the Google Developer Console - https://code.google.com/apis/console.

1. Editthe consent screen. Give a product name.

APT API Manager Credentials

-
£ verview -
v Ove Credentials OAuth consent screen

O Credentials

Email address

guestadmin@zebra.com

Product name shown to users

GuestRegistration

Homepage URL

Product logo URL

Privacy policy URL [ Cptions

Terms of service URL | Ortionz

‘EI m Cancel
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2. To create a new Client ID click Create Credentials under the Credentials tab.

API APIManager | Credentials

-~ s
gy verview . ar i
A Overview Credentials OAuth consent screen Domain verification

O~ Credentials

AP key
Identifies your project using a simple API key to check quota and access.
For APls like Google Translate

OAuth client 1D

Requests user consent so your app can access the user's data.
For APIs like Google Calendar.

Service account key
Enables serverto-server, app-level authentication using robot accounts.
For use with Google Cloud APls.

Help me choose
Asks a few questions to help you decic

Create credentials ~

which type of credential to use.
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3. Select Web Applications and configure Web-Origin and Redirect URL
- Web-Origin:  The  Controller running the captive portal server eg.
http://guest.social.com:880
- Redirect URL: Eg. www.google.com or any other external URL

API API Manager Credentials

+“

Create client 1D
-2 Credentials

Application type

I ® Web application I

Android Learn more

Chrome App Learn maore
i0S Learn more
PlayStation 4

Other

Name

I Web client 1 I

Restrictions
Enter JavaScript arigins, redirect URIs, or both

Authorized JavaScript origins

For use with re m a browser. This is the erigin URI of the client applicaticn. It can't contain a wildeard

(http://* examp or a path (http://example.com/subdir). If you're using a nonstandard nust include it in
the origin UR!

| http:/fguest.social.com:880 * I

Authorized redirect URIs
For use with m

vt

ed to after they have

ust have a protocol.

tn e. Ihe

Canno ain URL fragments ¢

| http:/fwww.gcogle.com x I

‘E Cancel

4. Save the client ID and Client Secret to be configured later on the WIiNG5 Captive portal
configuration.

CAuth client

mere s your chient IL

237633553036-k611Fkirdcos1675en9gqufcsblh5j02. apps. googleusercontent. com |r:|

Aene IS your Client secret
yZriabed0SfFCausPpQ4rUzy N
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5. Enable Google+ API so that the app will be able to obtain the user’s profile information.

On the Overview tab, click on Google+ API.

API API Manager Overview

«$  Overview

| Google APIs Enabled APls ()

Or  Credentials

| [earch all 100+ APls

Popular APls

q Google Cloud APls
Compute Engine APl
BigQuery API
Cloud Storage Service
Cloud Datastore AP
Cloud Deployment Manager API
Cloud DNES API
Mare

Mabile APls

"' Google Cloud Messaging
Google Play Game Services
Google Play Developer API
Google Places API for Android

Advertising APls
AdSense Management AP
DCM/DFA Reporting And Trafficking API

Ad Exchange Seller API
Ad Exchange Buyer API

Overview

-

Google+ API

The Google+ AP| enables developers to build on top of the Google+ platform.
Learn more
Try this APl in APls Explorer

Using credentials with this API

Accessing user data with OAuth 2.0

You can access user data with this APL. On the Credentials page, create an OAuth
2.0 client ID. A client ID requests user consent so that your app can access user
data. Include that client ID when making your AP zall to Google. Learn mare

Server-to-server interaction

You can use this APl to perform server-to-server interaction, for example
between a web application and a Google service. You'll need a service account,
which enables app-level authentication. You'll also need a service account key,
which is used to authorize your APl call to Google. Learn more

W Google Maps APls
Google Maps Android APl
/N .
Google Maps SDK for i0S
Google Maps JavaScript API

n Google Apps APls
Drive API
Calendar API

Gmail API

Google Places API for Android

Google Places APl for i0S Admin SDK

Google Maps Roads API Contacts API
More CalDAV AP

YouTube APls
n YouTube Data API

YouTube Analytics API

YouTube Reporting APl

Blogger API

Googlet+ Pages APl

Googlet Domains API

Other popular APls
Analytics AP1
Translate AP

Custom Search AP
URL Shortener API

Click Enable to allow the WING application to obtain the user’s profile information form Google+.

2

‘four app

User consent

Autherization

User data

Your service Google service
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Facebook Registration:

6. For Facebook, login to the Facebook App Dashboard
(https://developers.facebook.com/apps/) with the facebook credentials.

n ‘You must log in to continue.

Log in to Facebook

Having trouble? - Sign up for Facebook

7. Click Register Now to register the application.

& httpss/developers.fagebook.com/apps u =
focebook for developers ] Producs Do Toob&Support  Mews  Wideos Search m
Become a Facebook Developer

8. Accept the Facebook Platform Policy & Privacy Policy.

Register as a Facebook Developer

Michael Tyson
Do you accept the Facebook Platform Policy
and the Facebook Privacy Policy?

Yes

9. Verify your phone number on the next screen.
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10. Add a new App. Click on Website.

Add a New App

ios Facebook Canvas Website

basic setup

11. Give a name to your application. Then click on Create New Facebook App ID.

Skip and Create App ID

Quick Start for Website

Guest Registration

Create New Facebook App ID |

12. Enter the contact email and select the category.

Create a New App ID

Create Guest Registration App?

Contact Email

webadmin@zebra.com

Category

Business «

Facebook Platform Policies (s:L L Create App ID l
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13. On the next page, you need to configure the “Site URL”

Tell us about your website

Site URL

hitp:/fguest.social.com:880

Next

14. Next, select your application from My Apps.

facebook for developers I Products Docs  Tools &Support MNews  Videos Search My Apps ¥

Guest Registration

Search apps by title

+ Add a New App Add a New A
a New App

Guest Registration O
Requests

oY App ID: 1673856739541753 )
] ) Developer Settings

Company Settings
Log Out

15. Please note client ID and the secret for your application. This needs to be configured on
WINGS5 captive portal configuration.

@ Guest Registration ~ APP ID: 1673856739541753 7 Wiew Analytics Tools & Support  Docs
Dashboard
== Dashboard
Roles
Alerts i i

Guest Registration o
App Review This app is in development mode and can only be used by app admin

APl Version [2] App ID

V26 | 1673856739541753 |

+ Add Product

App Secret

Show

Get Started with the Facebook SDK

. . - ) o . Choose a Platform
Use our qumk start gumes to set up the Facebook SDK for your Qs or Android
app. Canvas game or website.
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16. Go to the App Review Tab and make the App available to everyone.

@ Guest Registration ~ APP ID: 1673856739541753 A View Analytics Tools & Support  Docs

Dashboard
Settings

i i ic?
oS Make Guest Registration public?

Alerts Yes Your app is currently live and available to the public.

App Review

Submit Items for Approval

+ Add Product
Some Facebook integrations require approval before public usage. Start a Submission

Before submitting your app for review, please consult our Platform
Policy and Review Guidelines
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3.4 Captive Portal OAuth Setup (AP or Controller)

Once you have obtained the client IDs, you need to configure them under the captive portal policy
as below along with setting the access-type to OAuth. The client IDs can be configured in any
order.

captive-portal oauth-cp

server host guest.social.com

oauth

oauth client-id client-id Google xxxxXXxXxXxxxxx.apps.googleusercontent.com Facebook
XXXXXXXXXXXXXXX XXX

use dns-whitelist oauth-dns-wl

bypass captive-portal-detection

webpage internal welcome use-external-success-url

webpage internal registration field city type text enable label "City" placeholder "Enter City"

webpage internal registration field name type text enable label "Full Name" placeholder "Enter First
Name, Last Name"

webpage internal registration field zip type number enable label "Zip" placeholder "Zip"

webpage internal registration field via-sms type checkbox enable title "SMS Preferred"

webpage internal registration field mobile type number enable label "Mobile" placeholder "Mobile Number
with Country code"

webpage internal registration field gender type dropdown-menu enable label "Gender" title "Gender"

webpage internal registration field optout type checkbox enable title "Do not remember and use my
details"

webpage internal registration field member type text enable label "Loyalty/Member Card Number"
placeholder "Enter Loyalty/Member Card Number"

webpage internal registration field dob type date enable label "Date of Birth" placeholder "MM/DD/YYYY™"

webpage internal registration field street type text enable label "Address" placeholder "123 Any Street"

webpage internal registration field country type dropdown-menu enable label "Country" title "Enter State,
Country"

webpage internal registration field age-range type dropdown-menu enable label "Age Range" title "Age
Range"

webpage internal registration field email type e-address enable mandatory label "Email" placeholder
"you@domain.com"

webpage internal registration field via-email type checkbox enable title "Email Preferred”

webpage internal registration field disclaimer type checkbox enable title "Use of this information is
subject to our Terms and Conditions. By clicking Register, you agree to the terms of this
Disclaimer”
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3.5 Create a dns-whitelist

This step needs to be done in order for the social plugin buttons to be rendered on the client even
before the Captive Portal authentication is done. This enables the client to access the following
websites to retrieve the Javascript SDK required to display those colorful login buttons.

For Facebook:

dns-whitelist ocauth-dns-wl

permit graph.facebook.com suffix
permit fbstatic-a.akamaihd.net

permit s-static.ak.facebook.com suffix
permit www.facebook.com suffix

permit m.facebook.com suffix

permit connect.facebook.net

permit facebook.com suffix

permit static.ak.facebook.com suffix

permit fbcdn.net suffix

For Google:

dns-whitelist oauth-dns-wl

permit accounts.google.com

permit apis.google.com

permit content.googleapis.com
permit oauth.googleusercontent.com

permit ssl.gstatic.com

3.6 Create WLAN:

wlan OAuth
ssid OAuth
vlan 20
bridging-mode local
encryption-type none
authentication-type none
use captive-portal oauth-cp

captive-portal-enforcement
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4. Management

4.1 CLI

[no] oauth

Context captive-portal policy
This command is used to enable OAuth based authentication for wireless
clients under the captive-portal policy.

Description
When not configured, OAuth authentication will be disabled.

Parameters None

Default No oauth

[no] oauth client-id

Context captive-portal policy
Description This command is used to configure the Google/Facebook client-id
Google WORD Client-id (eg. XXXXXXxXXxxX.apps.googleusercontent.com)
Parameters
WORD Client-id (15 digit facebook App ID)
Default No oauth client-id
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5. Test Framework
5.1 Unit Testing

Case # Title Action Pass/Fail Criteria

1 Configuration 1. Go to Google and Facebook The captive-portal policy is
developers’ sites (see section 5.3.1)t0  ~reated without error.
create an app.

2. On the WIiNG device enable “oauth”
and enter “oauth client-id” for a new
captive-portal policy using the client id
obtained from step 1.

2 Login 1. Configure a wlan to use the newly 1. Welcome page appears

created captive-portal policy. with the configured time

2. Associate a mobile client to the wlan. remaining.

3. Go to a site other than the ones listed = 2. Confirm that the “login
in the DNS whitelist. source” column in “show

4. You should be redirected to a login captive-portal sessions”
page. shows the correct social

5. Choose one of the supported social media (i.e. facebook,
media login methods. google, etc) used for login.

6. Follow instruction to login.

Note: When using browsers such as Safari and Chrome, the user usually sees a page of
previously visited sites when opening a new window or a new tab. Each of these icons is
basically a saved URL supposedly linked to the actual site. Unfortunately due to the captive-
portal authentication the URL of the first site visited after the client associates to the wlan is
linked to the captive-portal’s welcome page. Since it is cached by the browser, there is nothing
we can do about it. To go around this issue, the user needs to enter that URL directly in the
address bar.

6. References

http://oauth.net/

http://tools.ietf.org/html/rfc6749
https://developers.facebook.com/docs/facebook-login/login-flow-for-web/#quickstart
https://developers.google.com/accounts/docs/OAuth2UserAgent

LA
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