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Abstract: This guide is designed to show a user how certain common tasks in ExtremeControl are accomplished in ExtremeNAC.
Both products are very capable, however, the workflow of accomplishing tasks is different.
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Use Case

The endpoint is classified as Device Family / Device Class Access Point based on endpoint DHCP behavior. The
outcome is better visibility and the Device Family / Device Class can be used to assign proper authorization.

Gathering information needed for the fingerprint

e Leverage the DHCP pcap
o Following command can be used on a Linux based OS:
tcpdump -ni ethO0 -s 0 -w /tmp/dhcpcapture.pcap port 67
o Extract the list of items from the option 55 from DHCP Discover:

A dhcpeapture.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ RE Re==F e5E|Eaaan

(W] poly a display fiter _<ctrl-/>

No. Time Source Destination Protocol Length Info

[ 1 2020-88-05 17:15:32,343560 192.168.11.1 192.168.130.9@ DHCP 321 DHCP Discover - Transaction ID @xbcd9dals
2 2020-88-85 17:15:32,358752 192.168.11.1 192.168.138.90 DHCP 329 DHCP Request - Transaction ID @xbcd9dals

<

Frame 1: 321 bytes on wire (2568 bits), 321 bytes captured (2568 bits)
Ethernet II, Src: ExtremeN 9e:78:10 (88:84:96:9e:78:1@), Dst: Vmware_92:2¢:23 (08:0c:29:92:2c:23)
Internet Protocel Version 4, Src: 192.168.11.1, Dst: 192.168.130.90
User Datagram Protocol, Src Port: 67, Dst Port: 67
v Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (8x@1)
Hardware address length: 6
Hops: 1
Transaction ID: @xbcd9dals
Seconds elapsed: @
Bootp flags: @x@88@ (Unicast)
Client IP address: @.8.8.@
Your (client) IP address: 8.8.8.8
Next server IP address: 0.0.8.8
Relay agent IP address: 192.163.11.1
Client MAC address: ExtremeN_32:27:31 (d8:84:66:32:27:31)
Client hardware address padding: @0008000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (61) Client identifier
Option: (12) Host Name
v Option: (57) Maximum DHCP Message Size
Length: 2
Maximum DHCP Message Size: 576
v Option: (55) Parameter Request List
Length: 11
Parameter Request List Itefl: (1) Sufjnet Mask
Parameter Request List Ttefl: (3) Rofjter
Parameter Request List Itef: (6) Dofjain Name Server
Parameter Request List Itefl: (12)
Parameter Request List Itef: (15)
Parameter Request List Itefl: (28)
)
)

HRst Name
Dfmain Name
Bloadcast Address
Parameter Request List Itefl: (48) Nftwork Information Service Domain
Parameter Request List Itef: (41) N
Parameter Request List Itefl: (42) N
Parameter Request List Ttefl: (191) Wnassigned
Parameter Request List Ited: (192) fnassigned

twork Information Service Servers
twork Time Protocol Servers
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o Extract the list of items from the option 55 from DHCP Request:

M dhcpeapture.peap
File Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help

dm @ RE Q&= = =888y

(M apply a display filter __ <Cirl-/

No. Time Source Destination Protocol Length Info

[ 1 20828-88-85 17:15:32,343580 192.168.11.1 192.168.1308.9@ DHCP 321 DHCP Discover - Transaction ID @xbcd9dals
2 20208-88-85 17:15:32,350752 192.168.11.1 192.168.1308.98 DHCP 329 DHCP Request - Transaction ID @xbcd9dals

Frame 2: 329 bytes on wire (2632 bits), 329 bytes captured (2632 bits)

Ethernet II, Src: ExtremeN 9e:78:10 (99:04:96:9e:78:1@), Dst: Vmware 92:2c:23 (00:0c:29:92:2c:23)

Internet Protocel Version 4, Src: 192.168.11.1, Dst: 192.168.130.9@
User Datagram Protocol, Src Port: 67, Dst Port: 67
¥ Dynamic Host Configuration Protocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet (8x81)
Hardware address length: &6
Hops: 1
Transaction ID: @xbcd9dals
Seconds elapsed: @
Bootp flags: @x@88@ (Unicast)
Client IP address: ©.9.8.8
Your (client) IP address: ©.0.8.8
Next server IP address: 0.0.8.@
Relay agent IP address: 192.168.11.1
Client MAC address: ExtremeN_32:27:31 (d8:84:66:32:27:31)
Client hardware address padding: @0e28222000000200000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Request)
Option: (61) Client identifier
Option: (12) Host Name
Option: (58) Requested IP Address (192.168.11.188)
Option: (54) DHCP Server Identifier (192.168.13@.2)
v Option: (55) Parameter Request List
Length: 11
Parameter Request List Itef: (1) Suflnet Mask
Parameter Request List Itefl: (3) Rofjter
Parameter Request List Iteff: (6) Dofjain Name Server
Parameter Request List Itef: (12) Hlist Name
Parameter Request List Itef: (15) Dfmain Name
Parameter Request List Itef: (23) oadcast Address
)
)

Parameter Request List Itefl: (48 twork Information Service Domain
Parameter Request List Itefl: (41 twork Information Service Servers
Parameter Request List Iteff: (42) Mftwork Time Protocel Servers
Parameter Request List Itef: (191) Wnassigned
Parameter Request List Itefl: (192) gnassigned

Option: (255) End

=== mo

Leverage the A3 fingerprint

o Clients -> Search -> choose your endpoint -> Fingerbank

ExtremeCloud I1Q

Q
MAC d8:84:66:32:27:31
Search
Create Edit Fingerbank Timeline
mport
Device Class
Offline Clients

Device Manufacturer
Online Clients

Device Groups A~ Device Type
Fully Qualified Device Name
Version

Score

Mabile

Location 6

Unknown

DHCP Fingerprint

1.3,6,12,15,28,40,41,42,191,192

DHCP Vendor

DHCPv6 Enterprise

bank

The DHCP fingerprint is: 1,3,6,12,15,28,40,41,42,191,192

© 2021 Extreme Networks, Inc. All rights reserved.
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A3 how to

e Hit New DHCP Fingerprint in Configuration -> Compliance -> Fingerbank Profiling -> DHCP Fingerprints
-> Local

ExtremeCloud 1Q A3 Configuration owae
Fingerbank Profiling

BB Policies and Access Control ~

O Compliance v Client Change Detection Combinations Devices Fi t: DHCP Vendors

Fingerbank Profiling DHCPv6 Fingerprints DHCPv6 Enterprises MAC Vendors
Client Change Detection

Combinations

Devices DHCP Fingerpr'rts =

DHCP Fingerprints

DHCP Vendors
DHCPv6 Fingerprints

Q

DHCPv6 Enterprises
MAC vendors

New DHCP Fingerprint

User Agents
Identifier | DHCP Fingerprint Created Updated

Scan Engines
WMI Rules

Security Events

Q No local DHCP fingerprints found

*. Integration -~

E R . FPlease refine your search
Configuration

"." Network Configuration A

oF System Configuration ~

e Insert the DHCP Fingerprint and hit Create
New Fingerbank DHCP Fingerprint g=a X

DHCP Fingerprint 1.3.6.12.15.28.40.41.42.191.192

. [
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e Hit New Client in Configuration -> Compliance -> Fingerbank Profiling -> Devices -> Local

> i
ExtremeCloud 1Q | Configuration on e
Fingerbank Profiling
BE Policies and Access Control ~
O compliance v Client Change Detection Combinations Devices DHCP Fingerprints DHCP Vendors
ngerbank Profiling DHCPv6 Fingerprints DHCPv6 Enterprises MAC vendors User AZ

Client Change Detection

Combinations

Devices gz
DHCP Fingerprints

DHCP Vendors

DHCPv6 Fingerprints

Q

DHCPv6 Enterprises
MAC Vendors
User Agents

Identifier

Scan Engines
WMI Rules

Security Events

ﬁ. Integration ~

a8 Advanced Access ~
Configuration

"2" Network Configuration ~

a5 System Configuration ~

e Define the Name of the new device class. You

Create

New Fingerbank Client Device gz

Name Extreme Identifi AccessPoint

Device

Parent Device ~ Enterasys HiPath Wireless Access Point

- [

© 2021 Extreme Networks, Inc. All rights reserved.

Created Updated Approved

O\ No clients found

Please refine your search

may assign the device type to the parent device. Hit
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e Hit New Combination in Configuration -> Compliance -> Fingerbank Profiling -> Combinations -> Local

ExtremeCloud [Q 1 Configuration

Q
Fingerbank Profiling
B8 Policies and Access Control A
0 Compliance ~ Client Change Detection Combinations Devices DHCP Fingerprints DHCP Vendors

Fingerbank Profiling DHCPv6 Fingerprints DHCPv6 Enterprises MAC Vendors User ABwgts
Client Change Detection

Devices Combinations =2 Local

DHCP Fingerprints

DHCP Vendors
Q Clear Search
DHCPv6 Fingerprints

DHCPv6 Enterprises
MAC Vendors ombination LI « | - » | »

User Agents

Identifier 1 Device Score Created Updated
Scan Engines
WMI Rules
Security Events . .
A Integration . Q No local combinations found

E Advanced Access Please refine your search

Configuration ~
"." Network Configuration -
o5 System Configuration ~

e Enter DHCP Fingerprint, Device Type, Score. Hit Create

New FingeNsgnk Combination gzp X
DHCP Fingerprint  1.3.6,12.,15,28,40,41,42,191,192 -
DHCP Vendor -
DHCPv6 Fingerprint -
DHCPvE Enterprise -
MAC Vendor (OUI) -
r Agent -
Device Extreme Identifi AccessPoint -

Version [

Score 75

... |
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e When new DHCP is seen by A3, the Device Type is updated

MAC d8:84:66:32:27:31 ¢ x
Edit Info Fingerbank Timeline Pvd 5 Pvb Location & Security Events
Option 82

Device Class Extreme Identifi AccessPoint
Device Manufacturer

Device Type Extreme Identifi AccessPoint

Router, Access Point or Femtocell/Wireless Access Point/Enterasys WAP/Enterasys

Fully Qualified Device N
vl usie bevice Hame HiPath Wireless Access Point/Extreme Identifi AccessPoint

Version
Score 75%
Mobile Unknown
DHCP Fingerprint 1.3,6,12,15,28,40,41,42,191,192
DHCP Vendor
DHCPv6 Fingerprint

DHCPvéE Enterprise

Refresh Fingerbank

ExtremeControl version 8.5 how to

e Check if the Device Type exists already. Administration -> Device Types -> Detection and Profiling ->
Magnifier tool.

e If the Device Type does not exist then hit the Add button. If the Device Type exists then use the Edit
button.

Profiles Users  ServerInformation Certificates Options Device Types

Detection and Profiling MAC OUI Vendors

Q@ Add. [# Ediw Delete | & Import..
Device M Family Device Type Sel

& Family: Amazon Kindle

v » b

Amazon Kindle Amazon Kindle

I~

& Family: Android

.1))

Android Android Android
Nook Android Android

®

Amazon Kindle Fire Android Android

E

Samsung Galaxy Android Android
Android Razr Android Android

Motorola Xoom Android

& Family: Apple iOS
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e Add Detection Tests.

Profiles Users ServerInformation Certificates

Detection and Profiling MAC OUI Vendors

@ Add (& Edit @ Delete | £ Import

> » 3

I"'_' Group: Wireless Access Point
= Description:
URL: hitp:/fwww. extremenetworks.com
o p
Author brady@extremenetworks.com
ion Tests
@ Add.. [ Edit. @ Remove
Match Type Weight
Type Parameter Request List

Add Device Type Detection Test

Options

Device Types

Edit Device Type Profile: Extreme IdentiFi Wireless Access Point x

DHCP

TTL Option

2l Type Exact

Weight: 7

Vendor Name:

Hostnal

DHCP
Type: Discover

TTL:

Parameter Request List:

1,3.6.12.15.28 40,41 42 191192

MAC QUI/ Vendor:

[ Is Partial

r

Cancel

Backup/Restore

lass

IP Phone
IP Phone
IP Phone

ireless Ac
ireless Ac
ireless Ac

ireless Ac

“ Cancel
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e The result may look like this

Profiles Users  Server Information Certificates Options Device Types Backup/Restore

F:9ll Detection and Profiling MAC OUI Vendors

‘ @ Add (& Edit @ Delete | X Import

) _ . ) lass

= Edit Device Type Profile: Extreme IdentiFi Wireless Access Point =

Ii Group: ‘ Wireless Access Point - | P

= Description

) IP Phone
. -

& URL: hitp:/fwww.extremenetworks.com IP Phone
Author: brady@extremenetworks.com [P ey
Detection Tests 3

ireless Ac
@ Add. & Edit.. @ Remove ireless Ac
DHCP ireless Ac
Match Type Weight ]
Type Parameter Request List TTL Option reless Ac
Exact 5 Any 1,3,6,12,15,28.40, 41,42
Exact 5 Any 1,3,6,12,15,28,40,41,42
Exact 5 Any 1,3,6,12,15,28.40 41,42
Exact 5 Any 1,3,6,12,15,28.40.41.42
Exact 5 Any 1,3,6,12,15,28,40,41, 42
Exact 5 Any 1,3,6,12,15,28.40.41,42
Exact 1 Inform 79,78
Exact 1 Inform 79,78
Exact 1 Inform 7978
Exact 1 Inform 79,78
Exact 1 Inform 79,78
Exact 1 Inform 79,78
Exact 7 Discover 1,3,6,12,15,28,40,41,42,191,192
Exact 7 Request 1,3,6,12,15,28.40.41.42 191,192
»

e Enforce settings to Access Control Engines is needed. Control -> Access Control -> Enforce

©  Selection...
0 Al.
> [ NetSight Admini roct]  LastUpdsted: DS 21:10:00

e The result may look like

E Dashboard Policy Access Control End-Systems Reports

N &4 AddTo Group... g Force Reauthentication g3 Tools = o Live = [El AllEnd-System Events Devices: All «

‘ State = Last Seen MAC Address MAC OUI Vendor | Device Family Device Type IP Address

n & 03/08/2020 14:36:05 D884:66:32:27-31 Extreme Networ Wireless Access Point | Extreme IdentiFi Wireless Access Point 192 168.11.100
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