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Connected Deployment Mode

Topics And Order Of Steps

There are two deployment scenarios available for ExtremeCloud 1Q — Site Engine:
e Connected deployment mode:

o Internet connectivity is required

o ExtremeCloud IQ is a licensing authority

o ExtremeCloud IQ — Site engine is integrated with ExtremeCloud 1Q
e Air gap deployment mode:

o Internet connectivity is not required

o License file needs to be generated

o Benefits of ExtremeCloud IQ are not available

There are the following steps:
e Read the Release Notes and related documentation.

e Convert the perpetual licenses to the subscription-based right to use. (The same
procedure applies for Extreme Management Center subscriptions also).

e Download the upgrade binaries of ExtremeCloud 1Q — Site Engine and components.
e Do not continue to the next steps without Pilot subscriptions.

e If you do not have an ExtremeCloud IQ account: Create a new ExtremeCloud 1Q
account and link it to the Extreme Portal account

e If you have an ExtremeCloud IQ account already: Link it to your Extreme Portal
account

e Upgrade the Extreme Management Center to the ExtremeCloud IQ — Site Engine.

e Onboard the ExtremeCloud 1Q — Site Engine to ExtremeCloud IQ. The ExtremeCloud
IQ — Site Engine will consume licenses from the license pool through ExtremeCloud

Q.
e Tuning and post-upgrade activities for Connected deployment mode.

e Upgrade ExtremeAnalytics & ExtremeControl engines and Fabric Manager(s) and
GIM(s).
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Release Notes And Documentation

e Read carefully the Release Notes there is a lot of important information.
e Check the new licensing.

e Check what is ExtremeCloud 1Q — Site Engine sending to ExtremeCloud 1Q =
communication overview in the connected deployment.

e Upgrade to ExtremeCloud 1Q — Site Engine version 21.11.10. is supported from
Extreme Management Center 8.5.5 and 8.5.6 and 8.4.4 and ExtremeCloud IQ — Site
Engine 21.4 and 21.9. More details here.

e Check the Hardware and Operating System requirements.
e Follow the pre-installation checklist.
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Convert the Extreme Management Center Licenses To
Subscriptions

e ExtremeCloud IQ — Site Engine requires Pilot or Navigator subscriptions.
e Subscriptions are consumed through connection to ExtremeCloud IQ.

e Contact the local Extreme Networks representative to transition from support contract
model to subscription model. Typically there is no additional cost for the transition.
There is a procedure in place, you will be asked for:

o Fill the form with details

o Run the workflow to calculate the appropriate number of Pilot & Navigator
licenses or export from the Extreme Management Center

Planned Upgrades or Expansion
Planned new Deployments and Hardware Refreshes
Existing service contracts (from the service team)

e The result is the appropriate number of Pilot & Navigator entitlements available
through your Extreme Portal account.

License Conversion =

Analytics PILOT

8820X - EA XXXK Client Lic .
------------------------------ *  Analytics - Included

PV-FPM-XXX
XIQ-PIL-5-C-EW
S XIQ-PIL-S-C-PWP

NMs . NAVIGATOR

NMS-ADV-XXX Supported Switch _-" XIQ-NAV-5-C-EW

Count of i -7
f Third Party / AP F~ XIQ-NAV-S-C-PWP
NMS-XXX devices ;
i Ping-Only & _
NMS-BASE-XXX L ~-a

~*  Nolicense needed
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Downloading Upgrade Binaries of ExtremeCloud 1Q —
Site Engine And Components

1. Login to the Exireme Portal

F= Extreme

networks

ADVANCE WITH US

Extreme Portal

Please review the Extreme Portal Help article if you have
questions or issues logging in.

Email

Password

Remember me

Reset Password / Forgot Password

Create a new Extreme Portal account

Extreme Networks, Inc. employee? Log In

2. Select Products -> ExtremeCloud -> ExtremeCloud IQ — Site Engine

© Extreme Networks, Inc. All rights reserved.
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Extreme Porta| Support Products Partners

Products Home

Browse all Extreme Products by Product Family or Name below

ALL PRODUCTS PRODUCTS A-Z

ExtremeCloud

ExtremeCloud is a resilient and scalable cloud-based network management solution offered by Extreme Networks as a
subscription service. ExtremeCloud is designed and optimized to take advantage of the elasticity, resiliency, and scalability
provided via state-of-the-art datacenters distributed strategically for worldwide availability.

ExtremeCloud Edge ExtremeCloud IQ On Premise

ExtremeCloud

ExtremeCloud 1Q On-Premise / Private Cloud

ExtremeContro

ExtremeN

ExtremeCloud IQ - Site Engine

Cotroce Doy tin o

3. Select the version and the component (start with XIQ-SE)

Support Products Partners

Search u

ExtremeCloud™ IQ - Site Engine
ExtremeCloud |1Q - Site Engine, part of the ExtremeCloud 1Q suite of products and services, is a cloud-connected, scalable Saas
ampus management solution that provides you with task automation. access control, granular visibility with real-time analytics, and
- ExtremeCloud multi-vendor device management across your networks.

3 ExtremeCloud |Q - Site Engine offers you all the features and functionality of Extreme Management Center, now with real-time
flexibility and reduced time-to-benefit, all for the convenience and low cost of one license application.

SOFTWARE / RELEASE NOTES DOCUMENTATION ACTIVATION INSTRUCTIONS

M [icense Dependency

- ExtremeCloud IQ - Site Engine

- ExtremeCloud™ IQ - Site Engine Software & Downloads ~
+ ExtremeCloud 1Q Or File Size  Release Type EOVM Date
- OrPremise / Priv Download / Release Name & - FS Release Date - Tags Link &
+ 21.11.10.57 Analytics Major 10.12.2021
+ S e Major 10.12.2021
+ 21.11 Major 10.12.2021
B 21 Major 10.12.2021

4. Download the upgrade BIN files
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Create a New ExtremeCloud 1Q Account And Link It To
the Extreme Portal

If you have an ExtremeCloud IQ account already, skip this section.
5. Fill the form, check your mailbox and create a password based on instructions in
the email.
6. Login to the ExtremeCloud IQ with your new credentials
7. Select “I have an ExtremeCloud 1Q license® to link the ExtremeCloud IQ to the
Extreme Portal.

Welcome to ExtremeCloud IQ

Ready to bring enterprise-grade cloud networking to your organization? Get started quickly with
the options below.

Extreme Networks ExtremeCloud I1Q Choose from the following options to get started.
Our portfolio of full-featured network
management solutions sets a new standard for @ | want to continue with my 30-day trial of ExtremeCloud 1Q.

simplicity and flexibility in cloud networking. 26 day(s) remaining

ExtremeCloud IQ provides advanced functionality,
I have an ExtremeCloud IQ license

like application visibility and control and powerful ‘\-/'

advanced security features with custom profiles You will be redirected to our Extreme Portal and will need to create an account
and policies. ExtremeCloud IQ also supports cloud i you do not already have one

and on-premises deployment options. (: | have a legacy entitlement key.

Enter your legacy entitlement key here to continue with ExtremeCloud 1Q

Click here to learn more about our portfolio of
ExtremeCloud 1Q solutions.

ExtremeCloud 1G Connect O Onboard your Universal switch platform (5520 and 5420 series) using your 1 year included Pilot license.

Connect Is centrally managed from the cloud and

is optimized for speed and resilience of network

operations. The result is an enterprise-grade

network management solution with everything O I'll start with ExtremeCloud 1Q Connect.
needed to plan, configure and deploy your Wi-Fi

network.

8. For the next question click NO if there is no legacy entitlement key:

If you have a Legacy Entitlement Key, enter below:

v, L

9. Login to Extreme Portal to link the ExtremeCloud IQ account to the Extreme
Portal

© Extreme Networks, Inc. All rights reserved. /8
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= Extreme
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ADVANCE WITH US

Extreme Portal

Please review the Exireme Porial Help article if you have
questions or issues logging in.

Email

Password

Remember me

Reset Password / Forgot Password

Create a new Extreme Portal account

Extreme MNetworks, Inc. employee? Log In

You may be asked to provide a CUID (Customer Unique Identifier). The CUID was
included in the customer welcome letter (email).

Contract Number 5-01 3N

Contract Start Date [mm/dd/yyyy) 10/19/2020

Contract End Date (mm/dd/vyyy) 12/31/2021

CuID v VI 4

By logging into the Extreme Portal from here, linking this ExtremeCloud IQ account
to the Extreme Portal Account is accomplished. Now the subscription entitlements
are available in your ExtremeCloud 1Q and the ExtremeCloud IQ is ready for
onboarding of ExtremeCloud 1Q — Site Engine.

© Extreme Networks, Inc. All rights reserved.
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Linking Existing ExtremeCloud IQ Account To Extreme
Portal

The ExtremeCloud IQ — Site Engine can not onboard to Connect level account.
The ExtremeCloud IQ — Site Engine requires a minimum of the Pilot level account. (One
Pilot subscription is minimum)
If your ExtremeCloud 1Q Account is already linked to Extreme Portal then skip this
section.
5. Login to ExtremeCloud 10, navigate to ! admin_name > Global Settings >
Administration > License Management

ExtremeCloud 1Q Pilot a x» O A e

ACCOUNTS License Information ® Extreme Portal Account not linked.

ADMINISTRATION

License Management {,,, Customers: Thank you for purchasing ExtremeCloud Q. To gain access and provision your licenses, please use this link to connect to your Extreme
- Portal Account.
Device Management Settings This is a one-time operation only and once connected, any subsequent purchase or renewal to this account will be automatically provisioned.

It is very likely that you already own Extreme Portal Account, as the information about it has been sent to you in your welcome letter. If not, creating

one is easy and quick. Please click on “Link my Extreme Portal account” butten and follow the instructions.
VIQ Management

Partners: Thank you for iding service to our and facilitatir ion to their account information. To connect the customer account
Email Notifications to ExtremeCloud IQ, please click on “Link My Extreme Portal Account” and use your partner account as a log-in. The system will recognize your partner
account and ask for the customer CUID number. The CUID number for your customer is a part of the Welcome Letter received. This is a one-time
API ion only and once any purchase or renewal to your customer account linked to this ExtremeCloud IQ will be

automatically provisioned. Click here for detailed instructions on Extreme Portal
LoGS Entitlements CONTACT SALES
SSH TYPE DEVICES FEATURE STARTDATE  END DATE DESCRIPTION

No records found.

6. Click on “Link my Extreme Portal Account” to use your licenses (You will be
asked to enter your Extreme Portal credentials). Once this operation is complete,
it will be indicated that the linking has been processed successfully.

[ _JExtremeCloud |Q Pilot Q » ©®© A @

ACCOUNTS License Information ® Successtully linked to a customer account

Credential Distribution Groups
> 'UNLINK FROM EXTREME PORTAL.

ADMINISTRATION
Entitlements CONTACT SALES

License Management
TYPE DEVICES FEATURE STARTDATE  END DATE DESCRIPTION

Email Notifications
No records found.

You may be asked to provide a CUID (Customer Unique Identifier). The CUID was
included in the customer welcome letter (email).

Contract Number s-01 N

Contract Start Date (mm/dd/yvvy) 10/19/2020

Contract End Date (mmy/dd/yyyy) 12/31/2021

CuID vV 4um

Now the subscription entitlements are available in your ExtremeCloud 1Q and the
ExtremeCloud IQ is ready for onboarding of ExtremeCloud IQ — Site Engine.

© Extreme Networks, Inc. All rights reserved. AO
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Upgrade the Extreme Management Center To the Site
Engine

7. Make a backup of your Extreme Management Center.

EEXtreme Profiles Users Server Information Certificates Options Device Types Backup/Restore

i Network Backup

The storage location of backups can be modified in the Administration panel under
‘ Alarms & Events Options > Database Backup > Backup File Location.

File Name: netsight
& control

Back Up Alarm, End-System Event, and Reporting Database

Back Up

Restore

l#” Analytics

= Wireless

[ Compliance
This will remove all data elements from the database and populate the NetSight Administrator

Authorization Group with the user who is performing this operation.
sl Reports B
Restore Initial Database

-— )
= Tasks This will restore a named backup. These backups were either created manually using the

Backup section above or via a scheduled backup.

&8 Administration

Restore Saved Backup

8. Connect to the console of ExtremeCloud IQ — Site Engine and check the
connectivity:
wget https://extremecloudig.com

n

9. If the DNS and/or Gateway need to be fixed then execute:
dnetconfig

10. Upload the upgrade binary to the operating system (e.g. through SCP)

11. Change the permissions on the upgrade file by entering the following command:
chmod u+x ExtremeCloudIQSiteEngine <version> 64bit install.bin

12. Start the Installer.
./ExtremeCloudIQSiteEngine <version> 64bit install.bin

13. Answer questions required by the wizard.

14. Once the installation is completed navigate your web browser to HTTPS://<IP-of-

your-server>:8443 and login with your credentials.
15. Accept the License Agreement
16. Select: Onboard to ExtremeCloud 1Q

© Extreme Networks, Inc. All rights reserved. /{1
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ExtremeCloud IQ Site Engine E

Welcome to ExtremeCloud IQ - Site Engine

Select the deployment mode! that meets the requirements of your ExtremeCloud 1Q - Site Engine.

Onboard to ExtremeCloud 1Q

=) (@ (Start here if you have internet connectivity)
- ¥ ¥)
. Enter entitiement(s) for air gapped ExtremeCloud IQ - Site Engine
=l (_J) (Start here if you do not have internet connectivity)

17. Onboard the ExtremeCloud IQ — Site Engine to ExtremeCloud IQ by providing
the ExtremeCloud IQ credentials.

ExtremeCloud 1Q Site Engine =

Support

Welcome to ExtremeCloud IQ - Site Engine
Onboard to ExtremeCloud IQ

Please enter your ExtremeCloud |Q credentials to onboard the ExtremeCloud 1Q - Site Engine.

Email
Password

Den't have an account? Register here

Advanced

Those credentials are not stored, those credentials are used only once for
onboarding ExtremeCloud 1Q — Site Engine to the ExtremeCloud 1Q.

If the new ExtremeCloud IQ account is needed then click Register here and
follow the instructions in previous chapters.

© Extreme Networks, Inc. All rights reserved. AZ
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Tuning And Post-Upgrade Activities

¢ Devices that do not have serial numbers or MAC addresses in the Extreme
Management Center must be Rediscovered after you upgrade to ExtremeCloud IQ -
Site Engine before they can be onboarded to ExtremeCloud 1Q.

e Check the XIO Onboarded column in the Device Grid.

e Graphical displays of Port and Device statistics in ExtremeCloud 1Q depend on
collecting data points at a 10-minute interval. If ExtremeCloud IQ - Site Engine is
currently collecting data at an interval longer than 10 minutes then select
Administration -> Diagnostics -> level: Diagnostics -> System -> ExtremeCloud I1Q
Summary -> Align Collection Interval. This change will improve the appearance of
the ExtremeCloud 1Q graphs, but it will also increase the SNMP traffic on your
network and require more disk space for your ExtremeCloud 1Q - Site Engine
database.

o Are you sure you want to shorten all statistics collection intervals to 10
minutes for existing ports and devices, and also for devices and ports that are
added in the future?

e The ExtremeCloud IQ provides NAC entitlements to ExtremeControl. There is an
option to allocate a portion of the available license pool.100% NAC entitlements
should be allocated automatically to the first ExtremeCloud 1Q - Site Engine. If there
are more Site Engines (e.g. lab instance and production instance) then the NAC
entitlements allocation can be changed in the ExtremeCloud IQ GUI. Itis
recommended to check the NAC entitlements allocation in ExtremeCloud 1Q

1 ExtremeCioud 1@ Pilot a » O A e

FORY AccouNTs License Information Successfully linked to a customer account
Account Details
UNLINK FROM EXTREME PORTAL

ExtremeCloud 1Q Classic Entitlements CONTACT SALES

TYPE DEVICES FEATURE STARTDATE  END DATE DESCRIPTION
Account Management

Credential Distribution Groups

Google Authenticator

NAC Entitlements
(st Total entitlements available to allocate: 1500000
Device Management Settings ENTITLED SERIAL NUMBER NAME ALLOCATED % ALLOCATED ENTITLEMENTS

VIQ Management XIQSE-77CBEBF5932B4B7FABGAFFCBI2CACTAS XIQSE 1 15000

Email Notifications

XIQSE-FAEGFS 1 15000

API XIQSE-77CB6BF5932B4B7FABGAFFCBI2CACTAG XIQ-SE-130.extrlocal [] o]

API Token Management

API Data Management

e If the number of devices exceeds your licenses available, ExtremeCloud IQ - Site
Engine transitions to a license violation state, and your access to ExtremeCloud 1Q -
Site Engine features and functionality is locked. To resolve the license shortage you
need to access the Extreme Networks portal or ExtremeCloud 1Q to evaluate the
guantities of available Pilot and Navigator licenses versus the number of licenses
required by ExtremeCloud IQ - Site Engine. There is an option to Unmanage Devices
in ExtremeCloud 1Q:

© Extreme Networks, Inc. All rights reserved.
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[ JExtremeCloud |1Q Pilot

{1 CONNECTION STATUS

2 Online /
S, ¢ Default View
+ 1L /710

=) MANAGED o
BY

XiQ

B xio_se
XIQ_SE

1] 20| so|

STATUS

co

100

{3 TOTAL APPS O

HOST NAME

okulkarni-
ubuntu

test2

10.54.77.55

MODEL

XIQSE

Matrix N7
Platinum

N/A

CLIENTS O

UPTIME

0d Oh Om

N/A

Od Oh Om

MGT 1P
ADDRESS

13414160191

1054.7733

USERS 0

Q  UTILTIES

w

SERIAL # od

MAC

1866DA07CO6

QOOIF47E7IEL OOOIF47ETIED N,

XIQSE- X
0204960000¢ 50023994574 ™/

Manage Devices

Unmanage Devi‘es

Paul K
CUSTOOI_NAME

Qa O a 6 =

SECURITY

ALARMS 00| 0 Rogue APs | O Rogue Clients

Showing 3 of 3 | 2 Selected | Select: All Pages, None

ACTIONS UPDATE DEVICES mo
Assign Network Policy
DEVICE LICENSE

Assign Location
None

Reboot

Assign Country Code N_ None

Add to Cloud Config Group £D None

Change Device Mode 1 [Go

Reset IDM Client Certificate

Revert Device to Template Defaults
Advanced >
Change Management Status >
Clear Audit Mismatch

Assign Deployment Mode >
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Upgrade ExtremeAnalytics & ExtremeControl Engines
And Fabric Manager(s) And GIM(s)

Once the server is running the ExtremeCloud 1Q — Site Engine, the ExtremeAnalytics
Engine (Purview) needs to be upgraded. There are two options:

o Upload the install binary to the ExtremeCloud IQ — Site Engine firmware
repository and execute the upgrade of the Analytics Engine through the GUI.
In this scenario, the SSH credentials must be configured and working.

o Upload the install binary to the Analytics Engine and start the upgrade
procedure through the console.

The Access Control Engine upgrade procedure is similar to the Analytics Engine.
There are two options:

o Upload the install binary to the ExtremeCloud IQ — Site Engine firmware
repository and execute the upgrade of the Control Engine through the GUI. In
this scenario, the SSH credentials must be configured and working.

o Upload the install binary to the Access Control Engine and start the upgrade
procedure through the console.

There are two options for the Fabric Manager upgrade procedure:

o Upload the install binary to the ExtremeCloud IQ — Site Engine firmware
repository and execute the upgrade of the Fabric Manager through the GUI.
The Fabric Manager will be upgraded through the Cloud Connector.

o Deploy and onboard the new Fabric Manager

The GIM can be upgraded by deploying the new VM and connecting it to the Access
Control Engines. The backup and restore feature of the GIM can be used.

© Extreme Networks, Inc. All rights reserved.
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Additional Resources

User Guide online:

https://emc.extremenetworks.com/

Firewall settings:
https://emc.extremenetworks.com/content/oneview/r _used ports.html
Release Notes:
https://www.extremenetworks.com/support/release-notes/
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