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Application Visibility & Control

1. Introduction

With the advent of BYOD, you can see all kind of devices and applications being used on the enterprise
wireless networks. Some of these applications can be bandwidth intensive like gaming applications or
youtube videos. These applications compete with the enterprise applications for bandwidth. The
organizations first want to have visibility on all the applications being used on their wireless networks -
the usage patterns, the bandwidth consumption. Once they have this visibility the organizations want to
control how the applications use the wireless network so that it is in line with their investment
objectives. They may want to prioritize business critical applications while throttling other applications
or altogether blocking some applications.

The WING devices already support some features to identify and allow or block applications with static
signatures. With the WiNG 5.8 release, the Zebra WLAN devices support the Application Visibility and
Control feature that can be used to identify thousands of applications based on their signatures and
enforce fine grained control on how the applications access the wireless network.

£ 1003 - Client Distribution - OS Type [ wilan: all | band: all ] o 2 1003 - All applications by usage | wian: all |

L3

Application Category Usage Total Clients = Top Client
HTTP_media web 110 MB 12 client-1003-4-0-4-2
upload-com-... filetransfer 81.1MB 9 client-1003-2-0-1-2
B Andiod 23 WINNY P2p 38.0MB 8 client-1003-7-0-3-1
W Android 3.0 QUICKTIME sireaming 87.9 MB 7 client-1003-8-0-3-4
W Android 4.2 mybook web 63.5MB 7 client-1003-7-0-1-1
) o X740 filetransfer 58.9MB 7 client-1003-9-0-2-4
Mute p2p 25.7 MB 7 client-1003-5-0-1-3
sohu web 42.3MB 7 client-1003-9-0-3-2
youtube-com filetransfer 156 MB 7 client-1003-5-0-1-3
Mapi mail 69.0 MB 7 client-1003-10-0-1-4
% 1003 - Top 10 applications by usage [ wian: all | 2 | Qa im 64.7 MB 7 client-1003-9-0-2-1
fsx-hu filetransfer 49.0 MB 7 client-1003-8-0-3-4
PPLIVE slreaming 118 MB 7 client-1003-4-0-4-3
: ::’yz:)l Oscar_pictu... | filetransfer 88.3MB 8 client-1003-10-0-1-3
B snapchat zynga gaming 83.5MB 6 client-1003-9-0-2-4
W FRealDawaTransport twitter social networking 53.5MB 6 client-1003-4-0-1-3
W ziddu-com froakshare-net  filetransfer 61.2MB 8 client-1003-10-0-1-4
W evemola WeChat im 56.5 MB 6 client-1003-7-0-1-2
i :;::;yct—nnmv dataport-cz filetransfer 61.3MB 6 client-1003-4-0-1-3
B mediafie-com cramit-in filetransfer 914 MB 6 client-1003-3-0-1-4
W 163pan-com 4shared-vn filetransfer 744 MB 6 client-1003-4-0-1-1
Oscar_video video 63.9 MB B8 client-1003-1-0-1-1

Figure 1-1: Application Visibility and Control Statistics
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Application Visibility & Control

1.1 Features and Benefits

With a simple click, the administrators can view the top applications being used on the wireless network
based on the client count or bandwidth usage. This can be viewed at each site level or the entire
deployment. The same information can also be viewed for each AP or each client.

The feature provides tool to the IT Administrators that helps them get answers to the following
questions:

- What are the Top 10 applications by bandwidth consumption and usage ?

- How can | prioritize critical enterprise applications like Salesforce.com, Lync over bandwidth
intensive non-critical applications like Youtube or Netflix ?

- Can | block certain applications or put bandwidth limits on them ?

1.2 Application Recognition

The Zebra WiNG devices employ various mechanisms to identify applications and to enforce them to the
corporate policies. Some applications may be easy to identify while some use dynamic signatures and
difficult to identify with traditional methods of identifying the application based on the port and
protocol combination.

1. IP_Access Control Lists (ACL): The previous WiNG releases can make use of IP ACLS to identify
applications or traffic flow. IP ACLS rules are based on the source and destination IP address,

Protocol and port number in the IP headers. If a matching traffic is found, the traffic can be
Allowed, Dropped, or prioritized or de-prioritized based on the configured rules. It's easy to identify
applications like FTP, Ping which use the fixed port and protocol combination.

Limitation: The drawback with this mechanism is that it may be cumbersome for the network
administrators to create the right rules, or the application may be using dynamic signatures with
changing port numbers. Also, many applications use the well known ports like 80 and 443 in which
case it is not possible to create rules to identify individual applications.

2. Deep Packet Inspection (DPI): The AVC feature introduced in WiNG 5.8 supports Deep Packet
Inspection, whereby the AP or the controller not only inspects the IP headers, but also looks into the

application payload to identify the application signatures. A wide range of applications in different
categories like Gaming, Peer to Peer (P2P), Social media, etc can be identified.

The DPI engine can be run on controllers or the access points on any of the supported platforms
(section 5.1).

3. HTTP Properties: When communicating over HTTP or HTTPS, an application can be identified based

on a URL match or the HTTPS server name.
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Application Visibility & Control

URL List: You can create a URL list and define a rule to take an action is any URL in the list or URLS is
matched.

HTTPS Server Name: You can select an application based on attributes from the HTTP message
exchanges. Currently, the match can be done based on the HTTPS server name.

Please see section 3.5 for more details on making a Application match based on HTTP properties.

1.3 Viewing the applications

The identified applications can be viewed on the WiNG Flex Ul or NSight.
Zebra NSight

Zebra Nsight is the advanced management platform that is used to monitor and troubleshoot the entire
wireless network centrally. The Access points send periodic statistics to the NSight server which are
stored on the NSight database for real time and historical analysis.

The AVC feature is integrated with the Zebra NSight platform and the AVC applications and statistics can
be viewed on the Zebra NSight server. As shown in figure 1, the NSight View shows the details on all
applications and application categories being used on the wireless networks. You can visually identify
the top 10 applications or you can see detailed statistics on the application. Like the number of users
accessing the application, total bandwidth being consumed by that application, etc.

Flexible Scope:

This information can be viewed for each client device or collated to get the usage for all client devices
connected to an Access point. It can also be viewed for an entire site or the complete wireless network
across multiple sites.

WIiNG Flex Ul

The AVC statistics can also be viewed on the WiNG5 Ul. But the statistics can only be seen for upto the
last 24 hours. The AVC engine resets once every day and the statistics database is built afresh. For users
that need to view the historical data can access it from the Zebra NSight Server.

1.4 Application Control:

Once the Application traffic is identified and the usage pattern is examined, the administrators may then
decide on the kind of controls that must be subjected to the various applications. They may define the
rules to enforce their security and IT access policies.

In order to get the best returns out of their investments on the wireless network, the organizations may
want to:

6 ZEBRA TECHNOLOGIES



Application Visibility & Control

> Give a higher priority to the business applications: They may assign a higher bandwidth quota for
business applications. Or they may want to assign a higher priority for some applications so they get
through first in case of contention.

> Restrict access to the network for other applications:

= They may block certain applications or application categories. So, one can block all
applications in the gaming categories. Or have granular rules to block whatsapp, but allow
facebook.

= They can put rate limits on how much bandwidth can be consumed by other applications.
For an available WAN bandwidth of 10 Mbps, an organization may want to put a limit of 512
kbps for all social media applications. It will be an aggregate limit for any social media
application being used by any user on any device connected to the wireless network.

Time of Enforcement: The Application Control can be enforced at scheduled times. For example, the

application control can be enforced only during office times and only on weekdays. And all applications
get unrestricted or a relaxed access at other times.

2. Deployment Scenarios

The AVC feature offers flexible deployment options to suit the needs of various customers. The
Application controls can be enforced centrally on the controller or in a distributed fashion on the access
points

2.1 Traffic Flow

The AVC feature can be enforced for both wired and wireless traffic. For wireless traffic, the feature can
be enforced both for tunnel mode and the local bridging traffic forwarding mode.

Tunnel mode: In tunnel mode, all the traffic flows to the controllers in tunnel mode. The traffic is
identified and the Application policies enforced on the controller. In tunnel mode, it does not matter
which AP platform is used as the access points are just tunneling the traffic to the controllers.

Local bridging mode: In local bridging mode, all the traffic flows is locally bridged at the APs and the
Access Points identify the application traffic and the Application policies are enforced on the access
points.

Wired Traffic: The AVC feature can be enforced on any traffic that can be passed (routed or bridged)
through the APs or controllers. It could be from a wired host or traffic from any wireless client that is
routed to the controller via the wired network.
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2.2 AVC Enforced at the controller

Tunneled Traffic: For deployments where user
traffic is tunneled centrally to the controllers from
the Access Points, the AVC feature is enforced on
the centralized controller.

Wired Traffic: AVC is also enforced on the
controllers for traffic that is bridged or routed to
the centralized controllers. This traffic could be
from wired devices or any traffic that is made to
pass through the controllers.

In both these scenarios, the access points do not
need to support the AVC feature. This option is
especially useful when you have AP models that do
not support Deep Packet Inspection (DPI), like the
AP6532 or the AP6522.

2.3 AVC enforced on the Access Points

In distributed wireless deployments, the APs are
deployed at remote sites often without a local
controller. The user traffic is forwarded towards it’s
destination by the access point in local bridging mode.
In such cases, there is a requirement to enforce
Application Visibility and Control right at the edge, on
the access points, without the need to tunnel the traffic
to the centralized controller for inspection.

WING 5.8 supports the DPI and AVC features on the
access points. The user traffic is locally bridged at the
access points and the Access points can perform DPI on
the user traffic to identify the applications and enforce
appropriate controls.

The Access points have no dependency on the controller
to enforce this feature. Even if the controller is down or
unreachable, the access points can identify the
applications and enforce the configured policies without
any loss of functionality.

Application Visibility & Control

Figure 2-1: Centralized enforcement

Figure 2-2: Distributed deployment
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Application Visibility & Control

3. Configuration

There are 3 parts to the AVC configuration.

1. Enable Deep Packet Inspection (DPI).
2. Create an Application Policy.
3. Assign the Application Policy.

Optionally, configure the time period for the policy enforcement

In this example configuration, we will enable DPI on the access point and create an application policy to
deny all social media traffic and rate limit the youtube traffic. As the traffic passes through the AP, the
application traffic will be identified and appropriate rules enforced. The application categorization is
viewed on Zebra NSight.

3.1 Enable Deep Packet Inspection (DPI)

Enable DPI on the devices to enable the Application Recognition. This can be done in the device or
profile context.

Local bridging: For local bridging mode, the DPI should be enabled on the Access Points.

Tunnel Mode: For tunnel mode, the DPI should be enabled on the Controller. As the traffic is tunneled
to the controllers, the DPI will be enforced.

Logging: You can optionally enable DPI logging and specify the log level. When logging is enabled in the
device or profile context, the logging is applicable for the AVC feature globally. Alternately, it can be
enabled for specific application policy as shown in the next section.

GUI Configuration:

Select the Site-1 AP profile Configuration = Profiles = SITE-1-AP. Navigate to the Security >
Application Visibility and enable DPI.

Optionally enable DPI logging and specify the log level.

Profile SITE-1-AP Type AP7522

IPv6 Neighbor Application Visibility and Control Settings
v Security o)
Settings Enable Applic ation Logging # [M]
Certificate Revocation Appication Logging Level  » 0 ]Notiﬁcation v
VPN Custom Applications for DPI
Auto IPSec Tunnel Custom Appic ations
NAT real
Bridge NAT

Application Visibility (AV
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CLI Configuration:

profile ap7522 SITE-1-AP

dpi

dpi logging on

dpi logging level notifications

3.2 Create an Application Policy.

An Application Policy contains rules that should be enforced on the applications accessing the wireless
network.

3.2.1. Select the Applications:

Select the application or the application category of interest.

3.2.2. Select the Action:

The applications or application categories can be subjected to the following rules/actions:

- Allow: Allow traffic from an application or application category

- Deny: Deny traffic from an application or application category

- Mark: Mark the application traffic with a specific DSCP or 802.1p priority value
- Rate Limit: Rate limit traffic from specific application or application category.

3.2.3. Select the Logging Level:

You can optionally enable DPI logging and specify the log level. When logging is enabled in the
application policy, the logs are generated only when rules for this specific application policy are hit.

3.2.4. Select the Enforcement period:
You can also specify the time period when this application policy should be enforced.
GUI configuration Steps:

In this sample configuration, we will create an Application Policy with the following rules:

1. Block all Whatsapp application traffic

2. Rate-limit youtube traffic to 128 Kbps both upstream and downstream
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Application Visibility & Control

Navigate to Configuration = Network = Application Policy. Click Add to create a new Application Policy.

Give it a name GuestAVCPolicy. Click OK.

WiNGw58

BEE LG Configuration

Diagnostics Operations Stafistics

Devices  Wireless

Network Profiles

RF Domains

Security  Services

Management

& Asa Policy Name 4 Guestavcpolicy

] A TACACS Policy
= AMATACACS Palicy Application Policy Description

=]

IPvE Router Advertisemen
Description Enable Logging ﬂl:‘

lel
o Alias Logging Level @ -
@ Application Policy i ]
[ Application
& URL Filtering o Application Policy Enforcement Time
E| Application Poiicy Days Start Time End Time i}

ype fo search

B B [ M

Application Policy Logging

Lok || Reset | Bat

Navigate to Application Policy Rules. Click Add Row to create an Application Policy Rule. Crate a rule to
deny all Whatsapp Application Traffic. Click OK.

Precedence 1

@ {1to 256)

B

Action

Application @ sckectaCategory to fiter Applications

App-Category Application
=) all et \_J WeChat voice live chat &
) antivirus update I} WeChat web chat
) audio L) WebDaW
) business ) WebQQ
\_J) conference \_J WebSocket
I} custom \_J) Webex

4 ) database I'\:,' Whats&pp
I} filetransfer ) WhatsApp file-transfer ]
\_) gaming \_J Whats4pp generic I
\_J generic \_J Whats&pp veice-call
) im () WinMx
L) mail ) World of Kung Fu
) mobile ) World of Warcraft
) network management \_J Wowza
) other E| ) Wuala E|

11

foook || ea |

ZEBRA TECHNOLOGIES



Application Visibility & Control

Click Add Row and create a rule to rate-limit youtube traffic to 128 Kbps both upstream and downstream.

Click OK.

[ ada Row y

z E (1to 256)

Precedence

Application @ Select a Category to fitter Applications
App-Category Application
(=) al A () vikyak i
\_J antivirus update \_J wouku
\_J) audio \_J) wouporn

business

vourfiehost-com

§
(

) conference LJ _vourfiles_hiz
I} custom Ic,- voutube |
|_) database [~] ) voutube-com
) vuilop
Enable Qutbound Rating ] H
Outbound Max Burst Size 2 Ij (2 to 1,024)
Outbound Traffic Rate 128 Ii‘ (50 to 1,000,000
Enable Inbound Rating 4
Inbound Max Burst Size 2 Ij (2 to 1,024)
Inbound Traffic Rate 128 Ij (50 to 1,000,000)

(PRI |

- Verify the newly created rules.

Name GuestAVCPolicy l

Application Policy Rules

Precedence @ Action Application | Default Custom Mark Type Mark Value  Outbound Inbound Traffic

Category | Application @ Application Traffic Rate | Rate ﬁ
1 deny - WhatsApp - - Mot Set Mot Set Mot Set @‘
2 rate-limit | - facebook - - Mot Set 128 128 @'
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Application Visibility & Control

- Optionally enable DPI logging and specify the log level. Click Ok and Exit.

Mame GueslAVCPolicy

Application Policy Description Application Palicy Logging
Descripton Enable Logging  # |M]
]
Logging Level gl Debug L

[ [Srwe] e |

Optional step:

Navigate to Configuration = Network = Application Policy. Select the Application Policy
GuestAVCPolicy. Click Edit. Go to the table Application Policy Enforcement Time and click Add Row.

Name GuestAVCPolicy

1

Application Policy Enforcement Time

Days Start Time End Time |

Select the time period over which the application policy should be enforced. Click Ok.

Name GuestAVCPolicy

|G

Application Policy Enforcement Time

Days Start Time End Time ]

g

o|F|eckdays (v |@ & |0 5 @amOm # 5 5 0 5] OAam@mm i

Lok || meset [ mBat ]
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Application Visibility & Control

u Click Commit and Save to save changes.

WiNGw5.8 i | K5

%7 Revert  |¥, Commit | ] Commitand Save

CLI Configuration

application-policy GuestAVCPolicy
enforcement-time days weekdays start-time 08:00 end-time 17:00
deny application WhatsApp precedence 1
rate-limit application youtube ingress rate 128 max-burst-size 2 egress rate 128 max-burst-size 2
precedence 2
logging on
logging level debugging

3.3 Assign the Application Policy

The application policy can be assigned to one of the following interfaces. The Application policy Rules
will be enforced on all the traffic passing through these interfaces.

- Wireless LAN:
- Bridge VLAN:
- User Role:

Apply the application policy to the appropriate interface. Application control will be enforced on Any
traffic that passes through that interface.

GUI Configuration Steps:

In this configuration example, we assign the application policy GuestAVCPolicy, created in the earlier
step to the Guest Wireless LAN.

Navigate to Configuration = Wireless LANs = GUEST-WLAN - Firewall. Select the Application Policy

GuestAVCPolicy. Click Ok and Exit.

WLAN GUEST-WLAN |

Basic Configuration Association ACL
Security Association ACL ﬂl v | 8 &
Firewall Application Policy
Client Settings Application Policy yIGuest,:\\.GCﬂ”w ,,I 9 &
Accounting
|
Lok | Reset || x|
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Application Visibility & Control

- Click Commit and Save to save the changes.

WiNG'vo.8

b Revert /¥ Commit | [ Commitand Save

CLI Configuration:

wlan GUEST-WLAN
use application-policy GuestAVCPolicy

3.4 NSight Integration

If Zebra NSight is deployed, you can view the AVC statistics on the NSight GUI. Please see the NSight
Deployment Guide for details on using and deploying Zebra NSight. There is no additional configuration
related to AVC required for NSight.

3.5 User Defined Application

Users can categorize applications by defining custom filters based on various parameters and use
application controls that are available as part of the AVC feature.

Navigate to Configuration = Network = Applications. Click on Add.

Enter the application name, select the category for the custom application. Add + to define a new

Network Service.
Name yl Custom&pp I o
Basic Configuration
Category ylc:ustl:lm - I Application Description
i}

Application Definition

I Network Service I Metw ork Service - & E
AN

| URL List | @

l HTTPS J
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Application Visibility & Control

Give a name to the Network Service and click Add Row. Select the port and protocol combination for your

network service.

x

Name AScustcm,-;-pm I (2]
Protocol Source Port(Low and High) Destination Port(Low and High) ﬁ
TCP ¥ | B Ii‘ @ 2025 Enter Range || fip 24 ) @ 2026 Enter Range v/  fip 24712, ) Iﬁ

L Ok || Reset || et |

Assign the network service to the custom application. Click on Arrow to assign it. Click on OK and Exit.

Name 4 Customapp 9

Basic Configuration

Category #| custom v Application Description

Application Definition @ O
| Network Service | Metw ork Service ISCustumApM - I S I - I
| URL List | o

l HTTPS J

Lok || Reser || eat |

16 ZEBRA TECHNOLOGIES
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Use the custom application into the Application Policy GuestAVCPolicy.

Go to Application Policy Rules and click on Add Row. Select action Mark. Select the custom category and

select the custom application created in the last step. Assign a 8021p priority of 4 to this custom
application traffic.

.Mthw x1|

Precedence 3 =

(1 to 256)
=)

Application @\ Select a Category to filter Applications
App-Category Application

antivirus update

() Al

&l
) audio \*/ CustomApp I
business \J Tff
| conference
custom

(

C

C

| database

olek

i filetransfer

Mark Type  448021p -
Mark Walue (0to7)

C

Lok ) | Bt |

- Click Ok. Then Click Commit and Save to save the changes.

WiNGw5.8

5] Revert  |¥, Commit |f Commitand Save

CLI Configuration:

alias network-service SCustomApp1 proto tcp 2026 sourceport 2025

application CustomApp
use network-service SCustomApp1

application-policy GuestAVCPolicy
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4. Validation
4.1 NSight GUI

Login to the Zebra NSight GUI. Select the Monitor View and navigate to the Application Statistics.

The NSight View shows the details on all applications and application categories being used on the
wireless networks. You can visually identify the Top 10 applications by usage or you can see detailed
statistics on each application, including the number of users accessing the application, total bandwidth
being consumed by that application, etc.

The statistics can be seen at the site level, or at the client or AP level.

¢ Map View | @ Dashboard SV B Reports | % Tools ‘a Event Log ‘ EEEe ~ «rn

System > Monitor > Summary

Grace period started and will expire on: December 14, 2015, 8:13 pm

Summary Devices Clients Rogues

Top Applications by Usage [ duration : 30mins ]

App Name Usage
Other 778 MB

W Cther
SSL_generic 749 MB W 55l gensic
SSDP 223 MB W SsOoP
SPDY_ssl 80.6 MB W SPDY_==

] facebook
facebook 253 MB _

W NETBIOS
NETBIOS 9.72 MB B HTTP_gensric
HTTP_generic 7.31 MB W IGMP
IGMP 222 MB W WhatsApp_file-transfer

|| MulticastDMNS
WhatsApp_file-transfer 2.09MB
MulticastDNS 1.80mB
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a ew dS| =1L Monitor e S s |00 ven i
9 MapVi @ Dashboard B Reports | 3 Tools | B Event Log € admin

System = United States > California > SanJose = Monitor = Summary

Grace period started and will expire on: December 14, 2015, 813 pm

Summary Devices Clients Rogues

All Applications Details

Application Name Usage Category Total Clients Top Client
Line_generic G698 ME wvoip 1 android-79456800...
DHCP 481 MBE  network management 2 android-79456800 ...
METBIOS 211 MB  network management 0 MNA,
WhatsApp_generic 212 MB | im 1 android-4b473144d...
IGMP 483 MBE network management 2 android-79456300 ...
MulticastDMNS 610 ME  network management 1 android-79456800 ..
3SDP 227 MB | network management 1 android-79456800...
HTTP_generic 478 MB = web 2 android-79456300...
facebook 828 MB social networking 1 android-79456300 ...
SSL_generic 322 ME  tunnel 2 android-4b47314d...
Other 255 MB | other 0 NA

4.2 Dashboard

There are 2 widgets specific to the AVC feature that can be used on the Zebra NSight dashboards:

1. Top 10 applications by usage: Shows the top applications by usage on a pie chart.
2. All Applications by Usage: Lists all applications along with their usage details, like the bandwidth
being used by the app, the number of clients using the application, etc.

The data can be seen at a System or Site Level.

In the example below, we will create a dashboard on Zebra NSight to show AVC related statistics.

Login to Zebra NSight. Navigate to Dashboard Tab.. Click on the ‘+’ sign to create a new Dashboard.

¥ Mapview EaEsEEirnEl S Monitor ‘ B Reports | % Tools | B Event Log

System >

Dashboardl # @  Dashboard2 / | [
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Application Visibility & Control

Select the layout for your new dashboard in the right side of the screen.

On the ‘Select Theme’ tab, select a theme for the dashboard layout and drag & drop it on the main
dashboard screen.

v SelectTheme | » Select Widget

To select the Widgets, on the Select Widgets Tab, click on the Utilization section and Top 10 Applications
by Usage and drag and drop them into the layout.

(3 Dashboard [™RYLLTGH | B Reports | ¥ Tools | B Event

System > United States > California > SanJose > Dashboard

Grace period started and will expire on: December 14, 2015, 8:13 pm

Dashboard! /| ff] [ Applications [JEH B
Dashboard? 0 :] 2 hrs 1day fweek 1mon  3mon Y - oo
s Usage

| n Top 10 applications by usage |

|h’ Client Count

1 Top 10 APs by usage

(&)

! Top 10 Clients by usage
‘J !

! Bottom 10 AP= by usage
(&)

m === Al applications by usage
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Then select the All Applications by Usage and drag & drop it into the Dashboard layout:

(O Dashboard [E™ENLLTGHY | R Reports | % Tools | B EventLog

System > United States > California > San Jose > Dashboard

Grace period started and will expire on: December 14, 2015, 813 pm

Dashboard1 " | [f] | Applications

Dashboard2 0 m 2 hrs 1 day fweek 1mon  3mon Y

h Usage

. Top 10 applications by usage

|‘~f Client Count
== Top 10 APs by usage
= Top 10 Clients by usage

== Bottom 10 APs by usage

m Cancel m=m Al applic ations by usage

Give a name to the Dashboard and click on Save.

Note: The Dashboard changes will be lost if you navigate to another screen without saving the changes.

U ETVAYETE ) Dashboard

System > United States > California > SanJose > Dashboard

Grace period started and will expire on: December 14, 2015, 8:13 pm

Dashboard! " [f | Applications |53 ctTheme v SelectWidget

" v Utilization
Dashboard2 ] m 2hrs 1day  1week  1mon  3mon Y F
sage

. Top 10 applications by usage
|‘~f Client Count

= Top 10 APs by usage

== Top 10 Clients by usage

== Bottom 10 APs by usage

m Cancel m== Al applications by usage
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4.3 WING Ul Statistics

The AVC statistics can also be viewed on the WiNG Flex Ul. But the statistics will be limited for a duration
up to 24 hours. You can view the AVC statistics per RF-Domain and per device. You can see the statistics
for each application or each application category. You cannot view the per-client statistics on the WiNG
Ul. It is available on the CLI for the last 24 hours.

Navigate to Statistics 2 <RF-Domain>=> Application Visibility. Select the Application Tab.

Monitor -> Application Visibility ISvstem ¥ & ?

Top 10 Applications Application Details
@ Total Bytes @ Bytes Uploaded @) Bytes Downloaded

Name | Uploaded ‘ Downloaded ‘ Hum Flows |
551_generic 273 MB £.38 MB 820
googledocs 135 KB £.15MB 1
Other 2.00 MB 332M8 18
HTTP_generic 13718 4.51MB 208
facebook 358 KB 3.06 MB 73
B 26.51%) S6L._generic Google_encrypted 833 kB 186 MB 204
DN 7B5KB 169 KB 992
W (18.54%)googledocs NETBIOS 163KB o8 325
I (17.47%) Other icloud 42.5 KB 80.1KB 13
W (17.33%) HTTP_generic gmail 12.8KB 65.5KB 3
B (10.09%) facebook amazon_cloud 203 KB 45.0KB 3
B (7.95%) Google_encrypted | S0P s sere ¢
linkedin 12.1 KB L8 KB 7
B (073%)DNS youtube 9.56 KB 263 KB 5
[T (048%) NETBIOS ssDP 186 KB 0B 55
(0.38%) icloud MulticastDNS 17.4 KB 08 32
W (023%) gmail DHCP 778 KB 7,618 21
WhatsApp_generic 202K8 163 KB 4
16MP 259 KB 0B 17
NTP 360 8 3768 4
1cMP 6608 6208 1

Figure 4-1: AVC statistics listed by Application

Navigate to Statistics = <RF-Domain>=> Application Visibility. Select the Category Tab.

Top 10 Category Category Details
@ Total Bytes (@) Bytes Uploaded ) Bytes Downloaded
fexme | Uploaded Doseloaded riam Floves
tunnel 2.74MB 637 MB 823
web 2.22MB 642 MB 622
business 135 KB 6.15M8 1
other 2.01MB 3.93MB 18
social networking 370 KB 3.00MB 80
network management 290 KB 177 KB 1452
W (25.63%) tunnel filetransfer 425K8 80.1K8 13
M (25.26%) web mail 1288 65.5 K8 3
W (18.38%) business velp 245 KE S27KE ®
streaming 9.56 KB 26.3KB 5
W (17.36%) other
im 2.02KB 169 KB 4

M (10.13%) social networking
W (1.37%) network management
W (0.35%) filetransfer
M (0.23%) mail

(0.18%) voip
M (0.10%) streaming

Figure 4-2: AVC statistics listed by Application Category
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4.4 WING CLI Statistic

The application statistics for up to the last 24 hours can also be viewed on the WiNG platform using CLIC
commands. The statistics are available for each wireless client or per application or application category.

> Wireless Client statistics:

The statistics are available for each wireless client or for all clients.

S$> show dpi app wireless-client stats <client MAC> on <Device / RF Domain>

» Application statistics:

S$> show dpi app stats <application>
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> Application Category statistics:

S$> show dpi app-category stats <application-category>

4.5 Log Messages

When logging is enabled, the messages are sent to the Syslog server in case an action is triggered. The

Syslog messages have the following format
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5. Appendix
5.1 Supported Platforms

The AVC feature is supported on the following platforms:

Controller Platform \ Access Points
NX 9610 AP 7532
NX 9510 AP 7522
NX 7510 AP 7562
NX 5510
RFS 6000
RFS 4000

On supported AP platforms, the AVC feature can be used in local bridging mode.

If the AVC functionality is needed on other AP platforms, the traffic can be tunneled to the controller
and AVC is enforced on the controller.

5.2 Scaling

Multiple Application policies can be created and the limit is based on the supported platform. Please
check the WiNG Feature Matrix to see the scaling information for the AVC feature on each platform.

5.3 Performance impact

The AVC feature performs Deep Packet Inspection (DPI) to inspect the application payload to identify
the applications. When a new application session is initiated, the DPI engine inspects the first few
packets exchanged to identify the application flow. For subsequent packets for that application, the
packets are identified with the flow by just observing the packet headers. DPI is not needed on
subsequent packet exchange on a continuous basis. Due to this, the performance impact is very limited
when the AVC feature is enabled, whether on the APs or the controller platforms.

5.4 Licensing:

The AVC feature does not require a license, either to view the applications or to enforce the Application
Rules.

But to see the historical data, one may need to procure Zebra NSight. Please see the deployment guide
on Zebra NSight for more details on NSight Licensing.
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