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Pre-Requisites and Limitations

e [Extreme ExtremeManagement 8.0.4.54 or later.
e [Extreme Access Control 8.0.4.54 or later.

e WING Firmware version 5.9.1 or later. A controller with an Advanced Security license
should be used.

e Thereis currently no common wired and wireless policy management with
ExtremeWireless WING. User access is manually created on the wireless controller.

e ExtremeAnalytics can be configured in an Overlay mode on a network that runs
ExtremeWireless WING. There is currently no integrated mode available on WING.

e ExtremeManagement does not currently provide heat maps, location, or area based
access control when using ExtremeWireless WING.

e ExtremeManagement does not currently report wireless RF stats, or MU History
reporting when using ExtremeWireless WING

Overview

This section provides a brief overview of the traffic flow and RADIUS authentication. The figure
below shows the components in use and how authentication flows through the solution.

ol

2) Wireless Controller
sends RADIUS Request
to EAC Engine based on

PC’s MAC Address or 4) Wireless Controller
802.1X Credentials receives R’j\D'US Accept 3) EAC Engine sees
? message with attributes,
: the Request and
matches attributes to
o sends a RADIUS
Role and applies Firewall :
; . Accept response with
Rules to client session
1) Device connects to extra RADIUS
SSID Attributes

PC

Figure 1. Authentication Packet Flow
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1. As the device connects to the wireless SSID, either MAC-based authentication or 802.1X
authentication will occur.

2. The wireless controller will send a RADIUS request destined to the Access Control Engine
for authentication.

3. The Access Control Engine will authenticate the RADIUS request per its configuration. It
will pass back RADIUS attributes that the wireless controller can interpret.

4. The wireless controller will match the attributes to a Wireless Client Role and enforce the
corresponding Firewall rules or application policies.

In addition to the steps created in this guide, it is also recommended to have IP helper
addresses pointed to the Access Control Engine and SNMP Read-Only credentials
configured on the router which Access Control can query to assist with IP resolution.

© Extreme Networks, Inc. All rights reserved. / 4
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Part 1 - Configuring the Wireless Controller to
Authenticate to Access Control

The configuration of the ExtremeWireless WING controller to authenticate to Access Control
consists of five parts.

1. Configure SNMP to manage the wireless controller.

2. Configure the RADIUS settings to authenticate against the Access Control Engine.
3. Configure the Wireless Client Roles that will be assigned from Access Control.

4. Configure the Captive Portal on the wireless controller.
5

Configure the SSID for authentication against Access Control.

Step 1 - Configure SNMP

In order for ExtremeManagement to manage a wireless controller, SNMP needs to be
configured. Ideally SNMPv3 is used due to its security and efficiency compared to SNMPv1 or
SNMPv2.

SNMP configuration is accomplished by logging into the wireless controller and navigating to
Management tab under Configuration. In the Management Policy section select the the
management policy in use and select Edit:

LG Dashboard G TE® Diagnostics Operations ~ Statistics

Devices Wireless Network Profiles RF Domains  Security  Services € _Management %] Revert & Commit [ Commit and Save
(¥)Management Policy Management 0
94 EX3500 Management Policy =

Management () | Telnet SSHv2 HTTP HTTPS SNMPv1 SNMPv2 SNMPY3 FTP

Tree Sefu

L] P default X ¥ x « X X & x
Map: |Profile | »
v [EManagement

» () default

‘
pe to search
Type to search in tables Row Count: 1
B B [ —
add ([ eat |} peete |[ copy |[ Remame | [ Replace

P —] | =
EventSurmaryn“ — - Find Functional Area | Type to search
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In the management policy, select the SNMP tab. Ensure that SNMPv3 is enabled. Then select the
SNMPv 3 Users and verify the settings so that they can be used when configuring Access
Control. If desired, change the password from the default, Once complete, if any changes were
made, select OK followed by a Commit.

L il Access Control Mﬂnnﬁcﬁon@SNHP Traps  T5 PowerBroadband SNMP

Management Policy default

SNMP
Enable SNMPv1 @[]
Enable SNMPvZ @[]

Enable SNMPv3 @[] h
SNMP v1/v2c Community String
Community Access Control IP SNMP ACL ﬁ
private Read-Write default i
public Read Only default i
L]
= Add Row
SNMPv3 Users
User Name Authentication Encryption Password ﬁ
I |snmpmanager v | | MD5 v | | DES v admin123 E Show ﬁ I
o snmptrap MD5 DES F——— i
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Step 2 - Configure RADIUS

In order for the wireless controller to authenticate against Access Control, the Access Control
Engine needs to be configured as a RADIUS server in the wireless controller with some specific
settings enabled. To accomplish this, navigate to the Network tab under Configuration. Then
select the AAA Policy section. Select the Add button to create a new AAA policy. Name the
new policy and select Continue.

VX9000 ~
Dashboard gesipnitlilculehl Diagnostics Operatio atistics

Devices Wireless{_ Network )Profiles RF Domains Security Services Management % Revert | ¥ Commit [ Commit and Save
§&Folcy Based Routing Authentication, Authorization, and Accounting (AAA) (>]
L2TPV3
& Crypt olicy
2] AAA Policy

olicy

AAA Policy @ | Accounting Packet Type Request Interval NAC Policy Server Pooling Mode

[Rg)1Pv6 Router Advertiseme
@ BeP

& Alias

@ Application Policy

3] Application

) Application Group

ﬁs:hedu\e Policy

Type to se: Type to search in tables Row Count: 0

cearch
e
B B B = ( Add ) Eit [ Deete |[ Coy |[ Rename ][ Replace

In the RADIUS Authentication tab, select the Add button to create a new RADIUS Server.

AAA Policy EAC Gontinue l Exit ]
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AAA Policy EAC

2]

LR RADIUS Accounting | Settings

Server Id ™ Server Type | Host Port Request Request Req t DSCP
- Proxy Mode | Attempts Timeout

Type to search in tables

NAI Routing | NAC Enable
Enable

Row Count: 0

{ 2dd [} it || Deete || Replace | [ Bt

|

In the Authentication Server window, use the following settings in addition to the defaults that

are populated. Select OK and then Exit when the settings are complete.

e Host: <Access Control Engine IP Address>
e Secret: ETS TAG_SHARED_ SECRET

e Request Proxy Mode: Through Wireless Controller

© Extreme Networks, Inc. All rights reserved.
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Serverld » 1 |3 (1to6) (2]
Settings
Server Type Haost -
Host O] | 192 188 7 135 ||J.PAM&55 v |
() Alias
Port @312 5] (11085535
Secret % ETS_TAG_SHARED_SECRET | [M] Show

Request Froxy Mode s | Through Wireless Contraller | v |

Proscy Mint Host o | |

Request Attempts g 3—@ i1to 109

Request Timeout o3 Ceconds | - (1to60)
Retry Timeout Factor @ 100 @ (50 to 200)

DSCP ") I% (0 to 63)

Metw ork Access Identifier Routing
MAl Routing Enable @[]

Realm o
Realm Type 0@ prefic ) Suffix
Strip Realm [i ]
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Select the RADIUS Accounting tab and add a RADIUS Accounting Server. Use the default
settings with the exception for the Host IP, Secret, and Request Proxy Mode as with the
Authentication Server. Select OK and Exit when the settings are complete.

Serverld w1 3 (1108

Settings
Server Type ﬂ|Ha:sl = |
Host O} 192 168 7 IP Address | w
() Alias
Port @ 1813 [ (11065,535)
Secret ¥ ETS_TAG_SHARED_SECRET | o] Show
Request Proxy Mode | Through Wireless Controller | v |

Proxy Mint Host i

03 % (1t 10)

i B

Request Attempts

Request Timeout Seconds

Retry Timeout Factor g '40g |i| (50 to 200)

DsSCP 0 34 5 (0 to 83)

MNetw ork Access ldentifier Routing
MAI Routing Enable @[]

Realm i |
Realm Type 0= Frefic () Suffic
Strip Realm [ ]

(1to60)
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Finally, select the Settings tab of the AAA policy. In this screen, a few items need to be adjusted.
Once completed, select the OK button followed by Exit and then Commit.

e Inthe RADIUS Accounting section, change the Accounting Packet Type to
Start/Interim/Stop.
e Inthe RADIUS Address Format section, change Attributes to All.

e |nthe Access Request Attributes section, enable the Cisco VSA Audit Session Id option and
the Add Framed IP Address option.

Once completed, select the OK button followed by Exit and then Commit and Save.

AAA Policy EAC (7]

RADIUS A icat RADIUS A i

RADIUS Authentication Access Request Attributes

u

Protocol for MAC, Captive-Portal Authentication @@®) Pap @ cHar @ ws-CHAP @ MS-CHAR2 I Cisco VSA Audit Sessionkd ] I

RADIUS Accounting Accounting Delay Time o[]

I Accounting Packet Type #| StartinterimiSiop | v I Accounting Muti Session i @[]
Request nterval Lk Minutes w | (11080) Chargeable User ki oL
Accounting Server Frefersnce | Prefer Same Authentication Server Host | w | I Add Framed P Address # EI

RADIUS Address Format Framed MTU 0 1400 @ (100 to 1,500)
Format nl Dash Delimiter (aa-bb-ce-da-ee-ff) - RFC5580 Location Information olm—,l
Caze O|Uppercase | v RFC5580 Cperator Mame o

I Attributes #lan v I Service-Type @|famed | -

Server Pooling HAS IPv6 Address (i m|
Server Pooling Mode ® Faiover Proxty NAS Wentifier @ |originator | v

@ Load Balanced Proxy MAS IPv4/IPvE Address @|proxier |
EAP Wireless Client Setfings

Ciient Atlempts 03 @ (1to 10)
Request Timeout 03 @ (1 to 80 seconds) .
ID Request Timeout @30 |5 (11060 seconds) d
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Step 3 - Configure Roles and Firewall Rules

Differing levels of access to users and devices can be assigned based on a rules engine running
on Access Control. These levels of access are defined by Wireless Client Roles in the wireless
controller. The Roles allow for a mapping of a VLAN ID, Application Policies, IPv6 Firewall Rules,
IPv4 Firewall Rules, and MAC-Based Firewall Rules. For the purposes of this document,
Application Policies and IPv4 Firewall rules will be shown.

Application Policies

An application policy can be created to control layer 7 applications such as streaming video
applications, social media, and peer to peer applications. To create such policies, navigate to the
Network tab under Configuration. Then select the Application Policy section. Select the Add
button to create a new Application Policy.

LS Y5 Dashboard e it Diagnostics Operations  Stafistics
Devices  Wireless @ Profiles RF Domains Securily Services Management 5] Revert %, Commit [ Commit and Save
£2Policy Based Routing & | Application Policy (7]
@LITPV3 Name @ | Description
& Crypto CMP Policy
& AAA Policy

L AAATACACS Policy
[Rg]IPv6 Router Advertisement Poli
L EGP
o Alias
¢ k3 Application Policy
@) Application
@) Application Group

FT|Application Palicy

Type to search Type to search in tables Row Count. 0

B B @ ED c[ Add D Edit H Delete H Copy || Rename H Replace

Event Sunmary. NN DRI = Find Functional Area | Type fo szarch
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Name the new application policy and create the types of Application Policy Rules that are
desired. Each Application Policy Rule can be added by creating new rows. Once the rules are
created, select OK and Exit. Commit and Save the changes when complete.

L35 450 Dashboard et [IIcltLE Diagnostics  Operations  Statistics

Devices Wircless Network Profles RF Domains Security Services Management %] Revert ¥ Commit [ Commit and Save

22 Policy Based Routing NameaCy Restricted-Guest-Apps > Q
@L2TPV3
Logging Level Noificai
& Crypio CMF Policy oY ol
/@ AAA Policy °
Il AAATACACS Policy Add Row x
[RE1Pv6 Router Advertisement Policy
m ] BGP Precedence g4 (110256)
g Alias Appication Poicy | Action @
Application Policy
b Application @ Selecta Category to filter Applications or Create Application
[ Application Days
App-Category Application
[ Application Group
Q'm . @ a1
@ schedule Policy () industrial () town
[l URL Fittering O mail () 1lown_apache
L () mobile () Tiown_encrypted
ISl Applcation Polioy () network management O sk
() other () 9ku_audio
4O o2 ) 9ku_video
() remote_control O an
] () sharehosting () AVI_media
P () social networking () Age of Warting Empire
(2 streaming () Age of Waming Empire_apache
() tunnel () Audicgalaxy_audio
Precec g o Outbound Inbound Traffic | Schedule Policy
) voip () Audicgalaxy_encrypted e ]
O web () Ghannel 40D ot et ot set
= () Channel 4D_apache
Schedule Policy @ ~ | 8 &
o FPRET I |
4
Type to search
BB B o P S ==y =~ |

vt S, ORI NI = | Foo Furtora s [Tpetosomeh |
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IPv4 Firewall Policies

To create the desired IPv4 Firewall rules, navigate to the Security tab under Configuration.
Then select expand the IP Firewall tree and select the IPv4 ACL section. In this section, IP
Firewall Policies can be created for use in the Wireless Client Roles. To create a new policy,

select the Add button.

18 Farewall Palicy
BROADCASTMULTICAST-CONTROL

.

FEEX3500 ACL Standend
[FEEX3500 ACL Extended
B Wirsess Clint Roks
© Davics Fngerprming
2B inrusion Prevengon

Map: |lmboned ACL By LA | v
IS et
¥ (TP Frewa s
FBRoADCASTMULTICAST-CONTREL

g Unmapped

B 3 @& o
ot sy T I I =

D BT

% Revett (¥ Commt | Commit and Save

Trpe o search
>

Bow Cowt. 1
Deste copy Fename Fsplac
Fna Functional Area

In the new IP Firewall Policy, assign a name that can be used for the Wireless Client Role. Create
individual ACL rules that will be assigned to match the desired level of access. The rules can be
re-ordered with drag-and-drop if desired. Once complete, select the OK button followed by

Exit. Then select the Commit and Save button.
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Source: 0 0 o ]
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[ Show More Options
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Wireless Client Role

To create the role that will be assigned by Access Control, navigate to the Security tab under
Configuration. Then select the Wireless Client Roles section. In this section, role policies can be
created. In most networks, only one policy will be created with multiple roles within the policy.
To create a new policy, select the Add button.

WiNGv5.9) Dashbo... eI Diagnos.. Operatio... Statistics =
Devices Wireless Network Profiles RF Domains € Security )Services Management 5] Revert [¥ Commit [ Commitand Save
= E—@‘.’\-‘lre\ess Firewall Wireless Client Roles 0
Firewall Policy Role Policy ®
[EmAC ACL
[Re] 1P Firewall

<R
Device Fingerprinting
Bl Intrusion Prevention

F¢§ EX3500 Time Range

Map: |Profile | w
v = Client Roles 1l
D@Unmapped :
Type to zearch Type to search in tables Row Count. 0
B B EQ L nuo Iy et || Deste || copy || Rename | [ Replace
et
Event sunary [ [ | |F|nd Functional Area | Type to search

Name the role policy, then press OK. Next, select the Roles tab to start creating the roles.

|Role Policy 4 ExtremControl p (2] ‘
| LDAP Sertings‘ Roles EefaultFirewallRules

Configuration

LoAPQuery @] @ internal (Selff) @) Through Wireless Controller

Dead Pericd g 120 = (60 to 300)

Timeout o: : (1t05)

LDAP Server Options
Serverld Host Bind DN Base DN Bind Password Port @
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In the new Role, enter a name and select OK. In the Match Expressions field, change the Group
Configuration to create an Exact match of the name of the Filter-1d that will be received from
Access Control. For instance, if the Guest Access role is being sent back, the matching
configuration should match the screenshot below. Also note that for different roles, the Role
Precedence needs to be different. Once that is set, select the Firewall Rules tab to assign the

access.

-

|RO|E Name 4 cuest Access F 12}

| Sertingsq Firewall Rules !

@ Information
To configure LDAP attributes in the Role, the LDAP Settings should be configured first
Role Precedence
Precedence w1 ‘ij (1t 10,000)
Bonjour Gatew ay
Discovery Policy ﬂ| v | 9 &
Client ldentity
Ciient ldentity Name | x| E8 @& E
o |
Match Expressions
AP Location 0| Any - (i
SID Configuration ﬂ|Any v |o
Group Configuration j|Exacl b4 |f Guest Access I
Radius User 0| Any v O
Wireless Client Filter
Wireless Client MAGMAC Mask @ 00- 00- 00- 00~ 00- 00 or[] &ny

‘Captive Portal Connection
Authentication State @O Pre-Login @ Post-Login ® Any
Authentication / Encryption
Authentication Type @ |Any » @ ExF

Encryption Type @ |Any v @ covp
# LDAP Attributes

MAC Authentication Mone

TEIP NEP123 VEFS4 Nene

%Hﬁihﬁi
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In the Firewall Rules tab, the previously created Application Policy and IP ACL rules can be be
assigned as well as a VLAN override if desired. Once the firewall rules are complete, select the
OK button followed by Exit.

Role Name Guest Access (7]
s (TS
Vian D
vian g [ L (toapes)
Application Poiicy IP Outbound
@m Policy ,|MMWE B 1P Firewall Rules Name Precedence | i
IPv6 Inbound ®
IPV6 Firewall Rules Name  Precedence | i
i ]
MAC Inbound
[ Avarow | MAC Firewall Rules Name Precedence i
IPv Qutbound o
IPVE Firewall Rules Name Precedence [
Li ]
MAC Outbound
W MAC Firewall Rules Name | Precedence | ]
IP Inbound ®
Rules Name | Precederm
Clomsteon w2 @7 @) EXTIN
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Repeat this process for any additional roles that need to be created. Commit and Save the
changes once complete.

LSS YD Dashb... Diagn... Opera... Statist .
Devices Wireless Network Profiles RF Domains Security Services Management %7 Revert | ¥ Commit || [ Commitand Save
B B Wireless Firewsall Role Policy ExtremControl (7 |
Firewall Policy
FEMAC ACL LDAP Settings |7~ #| Default Firewall Rules
@IP Firewall Role Name Precedence @
&Wireltﬁs Client Roles Guest Access 9
Device Fingerprinting Enterprise User 2

U&Imrusmn Prevention
FE) EX3500 Time Range

Assign the Roles Profiles

The last step to enable the Roles is to assign it to a Device or Profile. If Application Policies are
also being used the DPI engine needs to be enabled. Accomplish this by navigating to the
Profiles tab under Configuration. Select the Profile that needs to be modified and expand the
Security section of the profile. In the Settings section, select the Wireless Client Role that was
created from the dropdown list. Select OK to save the setting then select the Application
Visibility (AVC) section.

LiSY Y5 Dashb... Diagn.. Opera.. Statist
Devices Wireless Network{ Profiles JRF Domains Security Services Management %] Revert |+, Commit [] Commit and Save
3)Manage Profiles Profile anyap Type ANYAP (2]
General General
Fower Firew all Folicy ‘w[au[t = ‘ 9 5
Adoption " .
I Wiireless Gient Fole Poicy | ExtremGontrol = ‘I S &
» Interface —
WEP Sharad Key Authentication @[]
» Metwork I o
Client identity Group # | default Lt
v Security I ‘ hd ‘ w
o He
Certificate Revocation URL Fiter
o 5%
Trustpoints Content Fittering Policy o‘ = ‘ i)
VPN
Auto IP3ec Tunnel
X MNAT
Map: | Device -
Bridge NAT
¥ g Profile
e Application Visibility (AVC
53 24-8D-66-41-TC VRRP
» ) wxe000 Critical Resources
Services
» Management
Mesh Point
» Advanced
Type fo search
B B B & | o] leset | e
el
Event Summary “ [ 1] | Find Functional Area  Type to search
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In the Application Visibilty (AVC) section, enable the checkbox for Enable dpi and select OK
followed by Exit and then Commit and Save changes.

Profile anyap Type ANYAF (2]

General Application Visibility and Control Setfings

Power Enable dpi
Adoption
p Interface - )
Application Logging Level g Motification |
» Network . .
Enable Voice/Video Metadata @[]
Security
M g Enable HTTF Metadata i 1|
Seftings
9 Enable S5L Metadata o]
Certificate Revocation
Enable TCP RTT oL

Trustpoints

VPN

Auto IPSec Tunnel
MNAT

Custom Applications for DP

Custom Applications

Eridge NAT o Create

c Eplicaﬁurl Visibility {AVED

VRRP

Critical Resources
. App Groups for TCP RTT
Services

Application Group ] E
» Management M | {‘J?}

Mesh Paoint o | |

» Advanced
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Step 4 - Captive Portal Configuration

ExtremeWireless WING can use a centralized external captive portal for authentication and
registration. The captive portal configuration also needs to include a DNS whitelist of websites
that a client is allowed to go to while still in the captive state. The captive portal URL is
dynamically assigned from Access Control via a RADIUS attribute when a client needs to be
redirected.

To create the captive portal configuration, select the Services section of Configuration. Then
select the Captive Portals section. Select Add to create a new configuration.

WiNG V5.9

Dashb_. Diagn... Opera... Statist .

Devices Wireless Network Profiles RF Domains Securi Services anagement 57 Revert |¥ Commit [] Commitand Save
Captive Portal (7]
Captive Captive Captive Captive Hosting C tion Simul: Web Page AAA Policy
v Portal (&) | Portal Server Portal IPvE Portal Server | VLAN Mode s Access Source
Policy Host Server Mode Interface
g Guest Management
S DHCP Server Policy
[EpBonjour Gateway
[ES DHCPVE Server Policy
£ EpRADIUS
QURL Lists
Map: |Mone -
F=| captive Portal 5
1
Type fo zearch Type to search in tables Row Count: 0
B B [ = (| Add “ Edit || Delete|| Copy ||R&narre||R&pIac&||
L
Event Summary n 11 | | Find Functional Area | Type to search
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In the new Captive Portal policy, select Internal(Self) for the Captive Portal Server Mode. In the
Captive Portal Server Host field, specify a non-existant server host where the web reguest
would typically be sent. In the Access field, select No authentication required for the Access

Type. Press OK to save the new Policy.

ICapﬁve Portal Policy 4 ExtremeControl-Portal I

| Basic Configuration | Web Page
Settings
Captive Portal Server Mode @(@®) Internal (Seff) (@ Centralized (3 Centralized Controller

Hosting VLAN Interface 00 2| {0 to 4,096

=

Captive Portal Server Host vidual extremewireless.ca

Captive Portal IPv6 Server @

Connaction Mode 0@ HTTP @ HTTRS
Simult A 0
imultaneous Access o] [ L (1t08192)
Securil
IAAA Policy #|EAC e &
Access
I Access Type @ Mo authentication required I
= RALIUS A
@ Registration

@ E-mail Access
@ Mobile Access
@ Cther Access

Terms and Conditions page g D

&

-

L OK || Reset || Bxt_ |

While still in the newly created Captive Portal Policy, scroll down to DNS Whitelist and select the

Add button.

‘ Captive Portal Policy ExtremeControl-Portal 7} |
Basic Configuration [0, 02 )
o -
Client Access Time 91440 ‘ﬂ (10 to 10,080 minutes)
Inactivity Timeout @ 10 Minutes - (110 1,440
Loyality App
Enable o]
App Name i ] -
DNS Whitelist
DNS Whitelist ﬂ| <none= R4 @
Accounting
Enable RADIUS Accounting o]
Enable Syslog Accounting ol]
Syslog Host Li ] Hostname v
Syslog Port @512 =
Diata Limit
Limit o] [ % (110102400 MegaBytes)
Action @|Log Only -
Logout FODN
Logout FQOMN i ) {e.g., logout.guestaccess.com)
Localization
FODM o (2.4.. local =

Reset
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Create entries in the DNS whitelist for both the IP address and hostname of the Access
Control Engines used on the network. Once added, select the OK and Exit buttons.

Name ExtremeControl-DNS-Whitelist (7]
Whitelist Enries
DNS Entry Match Suffix ]
nac-1.wingsecure com x ﬁ'
| 192 188 7 135 IPv4 Address @ No Al L]
&

Lo Ji e | [Ea]

In the Captive Portal Policy, select the newly created DNS Whitelist from the dropdown menu
and then select OK followed by Commit and Save.

LS Y5 Dashb... Diagn.. Opera.. Stafist
Devices \Wireless Network Profles RF Domains Security Services Management 5] Revert | % Commit ] Commit and Save ,
B @\ Captive Portals Captive Portal Policy ExtremeControl-Portal (7]
@ Captive Portals
] DNS Whitelist R
i Guest Management Glent Access Time QW@ 110140 10,080 minutes) lad

[ES DHCP Server Policy

Inactivity Timeout @ 10 Minutes v | (1t01440)
Bonjour Gateway
@? Loyality App
DHCPvE Server Poli
& o Enable o]
[@ RADIUS
— App Name: i ] -
fURL Lists
J=r DNS Whitelist
""""" DN whitsiist 1|Ex:.remecmuuﬂ~®@
Map:  None v
Accounting
v FE| Captive Portal 5
4 Enable RADIUS Accounting (i 1|
\é\ ExtremeControl-Portal
Enable Syslog Accounting o]
Syslog Host i ] Hosiname .
Syslog Port o514 |
Data Limit
Limit QD 1 : (110 102,400 MegaBytes)
Action @| Log Only -
Logout FQDN
Logout FQDN i ] {e.g., logout. guestaccess.com)
Localization
Type to zearmch FODN P {e.0.. local e -
2389 T RN
[
event summary | I R - | | Find Functional Area | Type to search

The final step is to assign the new Captive Portal policy to the Device Profiles in use. To do this,
select the Profiles tab under Configuration and then navigate to the profile to be modified.
Select the Services tab of the profile and then select the checkbox next to the new Captive
Portal Policy. Once complete, select the OK button followed by Commit.
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WINGv5.9

BECYLEGE Configurat...

Diagnostics Operations  Statistics

Devices Wireless Netwo

L) Manage Profiles

Type fo search

B B [ @

vt sumrory RN I [ = |

Profiles | Commit [ Commit and Save

le anyap Type ANYAP e

General

RF Domains  Security Services  Management % Revert

Captive Portal Hosting

Power Caplive Portal Poficies

Adoption

» Interface
» Network rd Create
¥ Security
Settings
Certificate Revocation
RADIUS Server Application Policy
Trustpoints

VPN

Application Policy [] Restricted-Guest-Ap

Auto IPSec Tunnel
NAT (i ]
Bridge NAT
Application Visibility (AVC)
VRRP

Create

. DHCR Server
Critical Resources
DHCP Server Policy

@ onboard - | E5 8
DHCPv6 Server Poiicy @ = Q @

RADIUS Server Policy

RADIUS Server Foicy gy - | 8 @
Bonjour Gatew ay
o L&

Services
» Management
Mesh Point

» Advanced

Forw arding Policy

| Con D s o |

Find Functional Area | Type to search
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Step 5 - Create the Wireless Networks

The last part of the configuration of the wireless controller is the mapping of all of the settings to
a wireless network. Navigate to the Wireless tab of Configuration and select the Wireless
LANSs section. Select the Add button to create a new wireless network.

IE -ﬂm .'
LIS 5 Dashboard RIS Diagnostics  Operations  Statistics

Devices w Network ~ Profiles RF Domains Security ~Services Management 7] Revert | Commit [ Commit and Save
S Wireless LANs Wireless LANS )
) WLAN QoS Folicy
@PRadio QoS Policy
@Association ACL
@VSMART RF Policy

WLAN | SSID Descriptio| WLAN | VLAN Pool| Bridging | DHCP DHCPV6 | Autnentica| Encryption| QoS Assaciation
= n Status Mode Option 82 | LDRA tion Type | Type Policy ACL

%, MesnConnex Policy
% Mesh QoS Policy
3\ Passpoint Policy

(§/Sensor Policy

Type to search Type to search in tables Row Count: 0

B B B & Qo D en || peee || cow || mename || mepace |
‘Evemiumry | . e 0 Find Functional Area | Type to search | |

In the new WLAN screen, create the basic configurations required such as the SSID name,
Bridging Mode and VLAN Assignment. Then enable the Allow RADIUS Override checkbox
and select the OK button.

IWU\N ¥/ Extreme-WiNG-Open I (7]
Basic Configuration WLAN Configuration
I ssD | Extreme-WiNG-Open I
Description i ]
WLAN Status 0@ Disabled @ Enabled
o QoS Policy | default x| 2@
i ! o IBridg\ng Mode 0| Local -
o DHCP Option 52 )
DHCPvS LDRA o]
Bonjour Gatew ay Discovery Policy ol - | 9 @
Other Settings
Broadcast S5ID oM
Answ er Broadcast Probes om
VLAN Assignment

® =ingle VLAN @& VLAN Pool
FVLAN | 1

RADIUS VLAN Assignment

Allow RADIUS Override g m

URL Fitter

URL Filter 0| | 9 8
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Next, navigate to the Security section of the WLAN. Select MAC for the authentication type.
Once the authentication type is set, select the AAA Policy that was created from the drop down
list. Next, select the checkboxes next to Captive Portal Enable and Captive Portal if Primary

Authentication Fails. From the Captive Portal Policy drop

down list select the previously

created Captive Portal Policy. If the encryption methods need to be set for the SSID type, scroll
further down the page and select the appropriate settings for the type of SSID. Select the OK

button to continue.

WLAN Extreme-WING-Open

Bgsic Configuration Select Authentication
@ eaP @ ear-Psk @ EARMAC @ mac B PSKJ None

Client Settings I o p o I -

i AAA Policy #|Eac -
Accounting p
Reauthentication = rage

Service Monitoring o[] = = (3010 86.400)

Client Load Balancing

Advanced

Captive Portal
Auto Shutdown s

Enforcement

# | Captive Portal Enable]M] Captive Portal if Primary Authentication Fais
Captive Portal Policy 2| ExtremeControl-Fortal - | 9 &

Passpoint Policy

Passpoint Policy o = £ ] @

Registration

Type of Registration g [jone -

Radius Group Name 0| device

Expiry Time o/ < (110 43,200 hours)

Agreement Refresh g | (010 144,000 minutes)

External Controller

Fnahle 1 Folliow AAA w1

T

Next, select the Accounting section of the WLAN. Select the checkbox for Enable RADIUS
Accounting and ensure that the AAA Policy previously created is selected. Select the OK button

to continue.

WLAN Extreme-WiNG-Cpen

Basic Configuration

Security Syslog Accounting
Firewall Enable Syslog Accounting g D
Client Settings Syslog Host o
Syslog Port 0 /514 T .
Service Monitoring
Proxy Mode: 0|ND"E M
Client Load Balancing
Advanced Format © | Dash Delimiter (aa-bb-cc-dd-ee-fi) v
Auto Shutdown Case 0 |Uppercase | v
RADIUS Accounting
Enable RADIUS Accounting 4[]
AAA Policy

Selecl |I IIIA Policy from the list below (policy shared with WLAM Authentic ation)

(i}

@ An Accounting Server is Required. Create in AAA Section.
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The last configuration step for the WLAN is in the Advanced section. Select the checkbox next
to RADIUS Dynamic Authorization and then select OK followed by Exit. Then Commit the

configuration.

WLAN Extreme-WING-Open

0|

Basic Configuration
Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
Advanced

Auto utdown

Protected Management Frames (802.11w)

Mode 0@ Disabled @ optional & Mandatory

SA Query Attempts o5 | (ot

SA Query Retry Timeout @201 | %/ (10010 1,000 millseconds)
Advanced RADIUS Configuration

NAS Identifier o

NAS Port ]

Radio Rates

=

Rates for 2.4 GHz WLAN @ default

Rates for 5 GHz WLAN @ default

Transition
Fast BSS Transition oL]
Fast BSS Transition Cver DS @[]
HTTP Analysis

Enable g []

Filter
Fiter Cut Images g D
o[]

Strip Query String I:‘

Filter Post

-

(T ]

The last configuration step for the Wireless Network is to assign it to the AP Radios. Navigate to
the appropriate Profile and expand the Interface section to select the Radio. Select a radio and

then the Edit button.

WINGv59

Devices Wireless Netwol
13)Manage Profiles

Type to search

R B B ED

D=0 LEGE Configurat...

Diagnostics Operations  Statistics

Profiles )RF Domains Security Services Management % Revert |[¥ Commit [ Commit and Save
anyap Type ANYAP (7]
General Name @ | Type Description  Admin Status | RF Mode Channel Transmit Power
Power - raclio 1 Radio radiol o Enabled  2.4GHzWLAN smart smart
Adoption —pradic? Radio radio2 o Enabled | 5GHzWLAN | smart smart
v Interface radio3 Radio radio3 & Enabled | Sensor smart smarl
Ethemet Ports
Virtual Interfaces
Port Channels
PPPo
» Network
» Security
VRRP
Critical Resources
Services
» Management
Mesh Point
» Advanced
Type to search in tables Row Count: 3
‘ Add Edit Replace: Exit

evene orre K O T = |
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In the Radios window, select the WLAN Mapping / Mesh Mapping tab. Select the newly
created WLAN and then the arrow to map it to the radio. Select the OK button followed by Exit

and repeat the process for any additional radios.

Name radiol Q
‘WLAN Mapping / Mesh Mapping

e —

WLAN/BSS Mappings

5 Radio 23 WLAN:
( Extreme-WING-Open )
() virom
L] et
[] Advanced Mapping 2] Croate New WLAN 3 Create New MeshPoint
i
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Part 2 - Configuring ExtremeControl

In this section, the WING wireless controller will be added to Extreme Access Control as a switch

so that clients can be authenticated and controlled.

[Note

This section assumes that the Access Control Engine is already configured and added
to Access Control. It also assumes that Guest Registration is already enabled.

Step 1 - Create an SNMP Profile for WiING

In ExtremeManagement, select the Profiles tab under Administration. Select the Add button
for SNMP Credentials. Create new SNMP credentials that correlate with the credentials
configured in the wireless controller.

= Extreme

Write Credential

public_v1
private_v1
public_v2

private_v2

default_snmp_v3

Add SNMP Credential x

WING

@ Add Default Profile: | public_v1_Profile -
Name SNMP Version Read Credential
public_v1_Profile SNMPVI public_vl
EXTR_vI_Profile SNMPw1 public_vl
public_v2_Profile SNMPv2 public_v2
EXTR_v2_Profile SNMPv2 public_v2
snmp_v3_profile SNMPV3 default_snmp_v3
VOSS_vI_Profile SNMPv1
BOSS_ESM_vl_Profile SNMPVI
BOSS_4800_vI_Profile SNMPv1 Credential Name

E Administration  [ISISMEENR SRIMDuT

Page 1 | ofl SNMP Version:

SNMP Credentials | CLI Credential
©@ Add §

Name SNMP Vel

public_v1 SNMPVI

default_snmp_v3 SNMPv3

private_v1 SNMPv1

public_v2 SNMPv2

private_v2 SNMPv2
Page 1 of 1

User Name:
Authentication Type

Authentication
Password:

Privacy Type:

Privacy Password

SNMPv3

snmpmanager

MD5

admin123

DES

admin123

CLI Credential

Default
Default
Default
Default
Default

Cancel

2 | [@ Reset

Rl | Netsight Administrator/root 1 Last Updated: 11/2/2017 T104:37 AM_ Uptime:

3 Days 00:25:03

© Extreme Networks, Inc. All rights reserved.

Scheduler  Scripting Users Server Information ~ Certificates Options  Backup/Restore  Diagnostics

entication Password

-------

Displaying Access Profiles 1-15 of I5 |

Q

Privacy Type  Privacy Password

Displaying SNMP Credentials 1- 8 of 8

1 LRl

Operations* 3
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Next, select CLI Credentials in the Profiles tab and create a new CLI configuration to access the
WING Controller in the event that scripts are used in ExtremeManagement. If no scripts are
going to be used, this step can be skipped.

I= Extreme Q ?

Scheduler Scripting Profiles Users Server Information  Certificates Options Backup/Restore  Diagnostics

@ Add Default Profile: public_v1_Profile ~ Q
Name SNMP Version Read Credential Write Credential CLI Credential
public_v1_Profile SNMPv1 public_vl public_v1 Default -
EXTR_vl1_Profile SNMPVI public_vl private_vl Default
public_v2_Profile SNMPv2 public_v2 public_v2 Default
g
EXTR_v2_Profile EXNEYR [\ CLI Crodential -
snmp_v3_profile SNMPv3
VOSS_v1_Profile SNMPVI | Description: WING-SSH
BOSS_ESM_v1_Profile SNMPv1
User Name: admin
BOSS_4800_v1_Profile SNMPVI
8% Administration  [CISSREEENN SNMDAA Type: SSH hd -
Page | 1 |ofl Displaying Access Profiles 1- 15 of 15
Login Password . ® «

SNMP Credentials C CLI Credent’\a) Enable Password . @
Q Add Configuration . ® Q

Password:

Description User Namy ion Password
Default admin G e
< No Access >
Default RWA rwa Telnet b
Default BOSS ESM admin SSH seasasas
Default BOSS 4800 RW Telnet [re—
Default BOSS RW Telnet ssasse

Page | 1 |of1 2 | @ Reset Displaying CLI Credentials 1 - & of 6

Operations* @ LA @B B

Rl  Netsioht Administrator/root 1 Last Updated: 11/2/2017 T1:07:23 AM_Uptime: 13 D

With the SNMP Credentials and CLI Credentials configured, create a Profile to map them
together. Ensure that the SNMP settings are configured for AuthPriv for the SNMP Read, Write,
and Max Access.

l= Extreme a ? =
Ne k Scheduler  Scripting Profiles Users  Server Information  Certificates Options  Backup/Restore  Diagnostics
Ry — @ Add Default Profile:  public_v1_Profile - Q
Name SNMP Version  Read Credential Write Credential  CLI Credential
ntrol public_v1_Profile SNMPVI public_vl public_v1 Default 2]
EXTR_v1_Profile SNMPv1 public_vl private_vl Default
Analytics
public_v2_Profile SNMPv2 public_v2 public_v2 Default
Wir EXTR_v2_Profile SN
Add Profile x
snmp_v3_profile SN
= g
ST SN profile Name: | WING-SNMPv3-Profile
BOSS_ESM_vl_Profile SN
g lers 5
BOSS_4800_v1_Profile g| SNMPVersien: | SNMPvS 7
488 Administration  [EISNERNN il Read: WG *  Read AuthPriv .
Page | 1 | ofl Security: Displaying Access Profiles 1-15 of 15 |
Write: WIiNG v wite AuthPriv -
SNMP Credentials CLI| Creq Security:
@ Add Max Access. WING - Max Security: | AuthPriv A Q
Description Usd CLICredential: | WIiNG-SSH - sword
Default adr|
< No Access > Save Cancel
Default RWA rwa Telnet b
Default BOSS ESM admin SSH Friraess
Default BOSS 4800 RW Telnet srassssaeess
Default BOSS RW Telnet Freees
WIiNG-S5H admin SSH
Page 1 of 1 2 | [@ Reset Displaying CLI Credentials 1-7 of 7
Al (s ght Administrator/root ] Last Updated: 11/2/2017 T:08:32 AM Uptime: 13 Days OC: Operations* a3 ln. o0 o
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Step 2 - Add the Wireless Controller to ExtremeControl

Select the Access Control tab of Control followed by the Default Access Control Engine Group.
In the group configuration, select the Switches tab and then select the Add Switches button.

!= Extreme

Network » Dashboard  Policy { _Access Control JEnd-Systems  Reports
JAEINERASVIEN  Configuration + Erg e =EEaTR

Control [ Group Editor +
© Add.. S Refresh
/ ftics Erfs =  IPAddress T Nickname S

~ Engine Groups

> Defoul  <mm—

=5 192168.7125/192.168.7135

» AllEngines

f Enforce & Refresh

Rl  Netsioht Administratorfroot 1 Last Updated: 11/2/2017 11:08:44 AM Uptime: 13 Days 00:25:03

Details End-Systems Access Control Engines

System Name Primary Engine

Operations®

Secondary Engine

Q ? =

Palicy/VLs

3

CReY L 1 Jol)

In the Add Switches dialog, if the wireless controller hasn't been added to ExtremeManagement
yet, select the Add Device button to add the IP address of the wireless controller and the SNMP

Profile to use for communication.

Add Switches to Access Control Engine Group: Default 4

« [0 ® My Network (1 device) Switch Type:

+ [J ® All Devices (1 device)

0O ® 1921687135 Primary Engine:

» (0 ® Grouped By (1 device)
» O Wireless Controllers (O devices)

Auth. Access Type

Virtual Router Mame:

Add Device T

IP Address:

192168.7113

C Profile:

WING-SNMPvE-PI -« >

Nickname:

Policy Enforcement Point 2:

Policy Domain:

Add Device... Advanced Settings..

© Extreme Networks, Inc. All rights reserved.

Layer 2 Out-Of-Band

None

Network Access

Extreme Policy

Disabled

MNone

None

None

None

Default Policy Domain

Save

-

Close
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Once the wireless controller is added to ExtremeManagement, select the wireless controller
from the device list. Some configurations of the dialog are automatically populated. Select the
Access Control Engine from the Primary Engine drop down list. If there is more than one
Access Control Engine, do the same for the Secondary Engine. Set the RADIUS Attributes to
Send to Filter-1d & Custom Attribute and then set the Policy Domain to Do Not Set.

Add Switches to Access Control Engine Group: Default x

+ [J @ My Network (2 devices) Switch Type:

+ [J ® All Devices (2 devices)

Layer 2 Out-Of-Band

-

O ® 1921687125 Iprimary Engine:

192168.7135/192 1687125

M I

& ® 1921687113
» [J ® Grouped By (2 devices)

Secondary Engine

None

-

r O Wireless Controllers (O devices) |Auth. Access Type:

Manual RADIUS Configuratic

Virtual Router Mame

RADIUS Attributes to Send:

Filter-Id & Custom Attribute

RADIUS Accounting: Enabled -

Policy Enforcement Point 1 None -

Policy Enforcement Paint 2- ‘ [None - ‘
-- Do Mot Set --

IDDIi{y Domain:

Add Device...

Advanced Settings...

Save

Close

In the Advanced Switch Settings dialog, the Reauthentication Type must be modified. From
the drop down list select RFC3576 - ExtremeWireless WING. If the setting is not currently
available, see Appendix A to create the Reauthentication Configuration.

Advanced Switch Settings

IP Subnet for IP Resolution: MNone

RADIUS Security

Shared Secret:

Reauthentication Behavior

-

Reauthentication Type:

@: 3576 - Extreme)

Enable Port Link Control: O
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Step 3 - Configure Rules, Roles and Policy Mappings

The last step to configuring ExtremeControl is to create and modify the Accept Policies for
various Rules. Since ExtemeWireless WING controllers use a Filter-1D to pass back Wireless

Client roles, most of the configuration is already done. However, for roles that require redirection

to the captive portal, an additional VSA must be added. This will typically be used in the
Unregistered Role, Quarantine Role and Assessing Role. This example shown will be for the
Unregistered Role, however it can be re-used for any role that needs redirection.

Select the Rules section in the Access Control Configuration. Find the Unregistered rule and

then select the Unregistered Accept policy.

Extreme

Network 3 Dashboard  Policy Access Control  End-Systems  Reports

Q ? =

PAEL L CR-9=VIEl  Configuration - e RS

~ Configurations © Add.. © Refresh
Control 3
~ Default Ena.. Rule Name Conditions Zane
Analytics ¥ Assessment Warning  End-System is in Assessment War. None
AAA: Default
Portal: Default ¥ Registration Denied .. End-System is in Reqistration Deni . None
b AAA
» Profiles
» Captive Portals
¥ Registered Guests End-System is in Reaistered Guests None
ﬁ Administration
q
¥ Registration Pending.. End-System is in Reaistration Pen . None
¥ Unregistered catch-all rule None
Group Editor + < Default Catchall catch-all rule None
Engines 0+ N
9 Accept Policy - Role Details: Select a row.
1 Enforce = 2 Refresh
Rl | Netsight Administrator/oot ] Last Updated: T/2/2017 T117:24 AM  Uptime: 15 Days 00:25:03

Actions
Profile: Notification NAC Profile -
Accept Policy: Notification

Profile: Reqistration Denied Access NAC Profile
Accept Policy: Deny Access

Portal: Default

User will be notified that they were denied access to the netw.
Profile: Guest Access NAC Profile

Accept Policy: Guest Access

Portal: Default
The user will be granted access and accepted onto the netwo...

Profile: Unregistered NAC Profile
Accept Policy: Unredistered

Portal: Default
User will be denied full access until sponsored.

Profile; rofile
Ccept Policy: Unregistered

Portal: Default
Unregistered user will be redirected to Registration web page.

Profile: Default NAC Profile
Accept Policy: Enterprise User =

Operations* @ (L@@ 6

In the Edit Policy Mapping dialog, there is a field available for Custom 1. The following attribute
format should be used to instruct the controller to redirect to the Access Control Engine:

Custom 1: cisco-avpair=url-

redirect=http://<AccessControlEnginelP>/?client_ip=WING_TAG_CLIENT_IP&client_mac=

WING_TAG_CLIENT_MAC

For example, if the Access Control Engine IP address is 10.120.85.81, the attribute is:

Custom 1: cisco-avpair=url-

redirect=http://10.120.85.81/?client_ip=WING_TAG_CLIENT_IP&client_mac=WING_TAG_C

LIENT_MAC

© Extreme Networks, Inc. All rights reserved.
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If HTTPS and a fully qualified domain name are used on the Access Control Engine, the attribute
is:

Custom 1: cisco-avpair=url-redirect=https://eac-engine-
poc.cse.ets.com/?client_ip=WING_TAG_CLIENT_IP&client_mac=WING_TAG_CLIENT_MA

C
Edit Policy Mapping x

Name: Unregistered
Filter: Unregistered
Customn 1: cisco-avpair=url-redirect=http://nac-l.wingsecure.com,/?clie

Once the configuration for each Accept Policy is complete, Enforce to the Access Control
Engines.

I= Extreme

Q ? =

a5 Netowork [ Dashboard  Policy Access Control  End-Systems  Reports

‘ Alarms & Events Configuration + g - RN TR RSN TES

Details End-Systems Switches
& control il Group Editor
© Add T Refresh
Analytics
iz Aoy Engines [ = IPAddress | Nickname Status System Name | Primary Engine Secondary Engine Policy/VLAN | Polic
= wireless + Engine Groups 1921687113 controller-1 Contact Est... controller-] 1921687135 Filter-Id &Cu

v Default
& Governance ‘
= 192168.7135/192168 7135

|l Reports » AllEngines

4% Administration

Y] selection.

1Al
<

https://emec-1.wingsecure com:8443/OneView/view/centrol# R | Ui s (s [ L]

Operations* (3

Access Control Engine Enforce x

¥ Engine IP Address Status Result Details
[ 192168.7135 192.168.7135 Audit Comple... Pass

=3

(@
e

[ Force Reconfiguration for All Switches | (] Force Reconfiguration for Captive Portal

Audit Enforce Enforce All Close
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Part 3 - Validation

Validation of the configuration is completed by connecting a device to the SSID that was
created and verifying that network connectivity is established. Opening a web page on the client
should redirect to the captive portal provided by the Access Control Engine. Once the
registration is complete and the user selects the Complete Registration button, the user will be
seamlessly moved to a new role.

' = Enterprise Registration x

| €& @ 10.120.85.81/main c ] | Q search

I= Extreme

networks

Welcome to the Enterprise Registration Center

You havl'\\been denied network access because this device is not registered to the network.

To obtain network access, you must complete registration using the form below

By registering to the network, you are agreeing to the terms and conditions explained in the Enterprise Network and Computer Acceptable-Use Policy

First Name: l—
Middle Name: l—
Last Name: l—
E-Mail Address: l—

Please press the Complete Registration button only once.

Powered by
I= Extreme:

networks

< | »

Osen|[@ 2 [F o [P vew m|
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When looking at ExtremeControl, the end system information should also be populated with
detailed end system information.

Extreme Q 2

Network Dashboard Policy Access Control End-Systems Reports End-System Details - CO:EE:FB:F8:4C:52 &~

JUNTapseay  Access Profile End-System End-System Events Health Results

& Add ToGroup gl Force Reauthentication &l Force Reauthentication and Scan ~ (§ Lock MAC (@ Edit Registration & Refresh End System
Control
Access Control ! Access Type

o User Name: Switch: 1921687113
Analytics AuthType: MAC Switch Port: bil

irch-1
State: ACCEPT (84-24-8D-B3-7F-EO):Extreme-WIiNG-Open
Policy: Unregistered
Wireless Profile: Unregistered NAC Profile

Top Applications
No Data

& Governance Custom Data

sl

Physical Device Identity Device Family

CO:EEFB:F8:4C52
17216.5751

& Administration
=

Android
Android 711

Health

Risk: No Data

Total Score: No Data
Last Scan: No Data

Location

Zone:
192.168.7113/birch-1 Extreme-WiNG-Open
Default

Access Control Engine/Source IP: 192168.7135

Activity
Last seen 1/02/2017 1218:26 PM
First seen 1/02/2017 12118223 PM

Registration
State: Not Registered

Operations* 3 | 2 @) B B

\/2/2017 1218:27 PM _Uptime: O Days

When looking at the End-System Details for a device that has not yet gone through registration,
the RADIUS attributes that were configured should be shown.

Dashboard Policy Access Control End-Systems Reports End-System Details - CO:EE:FB:F8:4C:52 *

Access Profil End-System Events Health Results

& Add To Group orce Reauthentication g8l Force Reauthentication and Scan  (§ LockMAC (@ Edit Registration & Refresh End System

End-System Details

End-System: COEEFB:F24C:52, 17216 5751
User Name:
Activity: Last seen 1/02/2017 12:18:26 PM. First seen 11/02/2017 12:18:23 PM
Device Information Android (Android 711)
Location -
Location: 192168 7113/birch-1 (84-24-8D-B3-7F-E0):Extreme-WiNG-Open
Access Control Engine:  Default. 192168 7135
ELIN:
Authentication Sessions -
o1 T 11/02/2017 12:18:26 PM  Authorization: Filter-ld="Unregistered’, cisco-avpair="url-redirect=http://nac-lwingsecure.com/?client_ip=WING_TAG_CLIENT_IP&client_mac=WING_TAG_CLIENT_MAC'
ccept olicy: Unregistered
Extended State: RFC 3580 VLAN:
State Description: Profile: Unreagistered NAC Profile
Last Scan Result: Reason Rule: "Unregistered”
Registration a
State: Not Registered Group:
User Name: Sponsor Group:
User Email; Sponsor.
User Phone: Registration Time:
Registration Type: Start Time:
Max Devices: Expires Time:

Description:

In the End System Events for the device, the audit trail of the states and access assigned will be
shown.

Dashboard  Policy ~ Access Control ~ End-Systems ~Reports End-System Details - CO:EEFBF8:4C:52 *

Access Profile  End-System Health Results

& AddToGroup g Force Reauthentication g Force Reauthentication and Scan (g Lock MAC (@ Edit Registration & Refresh End System

Search for Older Events.

St.. | Time Stamp | Access Con... | Profile IP Address | MAC Address  User Name | Host Name | Device Fam.. | Device Type | State Descri.. | Extended State = Reason Authorizati.. | Auth Type Switch IP
N/2/201712:. 1921687135  Unregistere. CO:EEFBF Resolving IP A Rule: "Unre. Filter-ld="U. MAC (PAP) 1921687113
@ /272017 12: 1921687135  Unregistere 17216 5751 COEEFBF android-414_  Android Android No Error Operating S...  Filter-Id="U MAC (PAP) 1921687113
© N/2/201712:. 1921687135  Guest Acce . 172165751 CO:EEFBF Dementyev. . android-414..  Android Android No Error Rule: "Regis..  Filter-1d='G MAC (PAP) 1921687113
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In the wireless controller, the role application can be verified by locating the wireless client and
selecting the Details. The role will be displayed in the window.

Stafistics.

x
Wireless Client CO-EE-FB-F8-4C-52 e
€ Heaitn Wireless Client Association =
s5ID Extreme-WiNG-Open AP §4-24-8D-86-41-7C
ree Hostname android-414dad10 B3S 84-24-3D-B3-TF-ED
WM TSPEC Device Type Non Veice Radio Number 2
& Association History RF Domain remote Radio Type 1ac
|47 Graph 0s Android Rates 6912 13 24 36 48 54 mcs-1s
Browser Chrome 802.41 Protocol
Type AQdroid Tablet
e Cuesl Acoons High-Throughput « Supported
Rols ol e mControl RIFS X Unsupported
Client Identity Unknowr n LR JEETE
Client ldentity Precedence 0 AID 1
Max AMSDU Size 3,839
User Defails Max AMPDU Size 1,088,575
UserName CO-EE-FB-F8-4C-52 Interframe Spacing 16
Authentication mac Short Guard Interval «" Supported
Encryption nene
Caplive Portal Auth. X No
‘Connection
Idle Time 30m0s
Last Active 1
Last Association 1m38s
Session Times 1d Oh Om 0s
SM PowerSave Mode off
Power Save Mode ¥ Yes
WM Support o Yes
40 MHz Capable o es
Max Physical Rate 433,300 !
Max User Rats 324,900
ot | e |
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Appendix A: Creating RFC 3576 Configurations

In the case where the RFC 3576 reauthentication configuration is not available, it will need to be
manually created via the NAC Manager java client. To open the client, navigate to the Legacy
section of the Control tab and select NAC Manager.

o .

Once in NAC Manager, right-click on the All Access Control Engines group and select
Appliance Settings = Reauthentication.

[ ] ¢} NetSight NAC Manager [NetSight Administrator/root : Connected to 10.120.85.80]
File Tools Applications Help

Rk e dBE B3

A Welcome Yeanfiouratinef swtche " (End-Systems'[ Access Control Engines'[ Statistics’|
Add Appliance...

Add Appliance Group...

(Zﬂ Enforce

4 Search For End-3ystems...

ger. MAC Manager is used to configure and manage MAC gateways and controllers, WAC Man:
f services, generates network endpoint audit reports and interfaces with other security manac

Import End-5System Information...

Poll Appliances = an owerview of NAC Manager

Refresh

Manage Motifications

Miscellaneous...

Captive Portal Customizs
? i Device Type Detection...

Deploy Assessment Metwork...

Advanced Tasks
LOAP Integration with MAC Configuration

& el & B
[

B
=
e
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Select the Add button to create a new Switch Reauthentication Configuration.

[ ] [ ] Edit Appliance Settings - Default
Appliance Settings - Default

Device Type Detection | Metwiark |
Reauthentication

Mizcellaneous |
Hostname/sername Resolution

Credentials |
IP Resolution |

§ Set Reauthentication Time for Accepted End Systems to Assessment Interval

[Enabiedtor session-Timeout switches - | qnminutesy: [T
Quarantine Session Timeout [Enabled for Seszion-Timeout Switches ~ ] {in minutes): IlD—
Unregisterad Seszion Timeout [Enabled for Seszion-Timeout Switches - ] {in minutes): IE—
fzzezzing Session Timeout [Enabled for Seszion-Timeout Switches - ] (in seconds): IE‘D—
{in minutes): ID—

[] Accept session Timeout

[[] session Deactivate Timeout

Switch Reauthentication Configuration

Restare Defaults

sysObjectld Reauthentication Type Port Link Contro
1.3.6.1.4.1.9.1.525 RFC 3576 - Cisco Wireless Disabled -
13614191615 RFC 3576 - Cizco Wireless Dizabled B
1.3.6.1.41.14525.5.1 RFC 3576 - Juniper Wireless Disabled
1.3.61.4119162131.158 RFC 3576 - Legacy Summit fAltitude Wireless Disabled
1361411452532 RFC 3576 - Juniper Wireless Disabled
1.3.61.4119162.131.15 RFC 3576 - Legacy Summit fAltitude Wireless Disabled =
1361411452533 RFC 3576 - Juniper Wireless Disabled
1.3.61.41.19162.131.16 RFC 3576 - Legacy Summit fAltitude Wireless Disabled
13614151818 RFC 3576 - Cizca Wireless Controller Dizabled
1.3.6.1.415624.2.1.92 SHMP Dizabled B
1.36141453259151.1 RFC 3576 - Extreme |dentiFi Wireless Dizabled
1.3.61.4.1.9.1.1069 RFC 3576 - Cisco Wireless Cantroller Disabled
| 1.3.6.1.415624.2.1.30 SHMP Dizabled -
i 4 m | +
!
I |
i
I |
i |
| |
J [ Ok ] [ Cancel ] [ Help ] !

In the new Switch Reauthentication Configuration window, select Manage RFC 3576
Configurations.

& @ New Switch Reauthentication Configuration

sysObjectld I |

Reauthentication Type [SNMP - ]
t::l-:_ Manage RFC 3576 Configurations.. E

Part Link Contral [Enabled - - -]

[ ok, ” Cancel ][ Help ]

© Extreme Networks, Inc. All rights reserved.

/38



ExtremeControl with ExtremeWireless WiNG 5.9.1

Select the Add button to create a new RFC 3576 Configuration.

[ ] [ ] Manage RFC 3576 Configurations

@0

Configuration Mame MAC Format Diestination Port |Z04 (Change of .. Additional
Cizco Wireless Cantroller ES S E S e 1700 Mot Supported Cizco Wireless Disconnect -
Legacy Summit fARItude Wireless ES e b 3799 Supported Acct-Session-ld, Message-Authe
uniper Wireless AR 3799 Supported MAS-IP-Address, User-Mame
Cizco Wireless ELEER SN 1700 Supported 5
Extreme |dentiFiWireless 0= 20 = 2 = 2 = 0K = D 3799 Supported
Extreme Wired ES RS L Chr Cr et 5799 Supported Enterasys-Auth-Client-Type, be
I';icrn e d . ] | ['” ] 1700 Lanarted Cigrm fired RPealthenticrate Hn{Pt s

[ oK. ” Cancel ” Help ]

Use the following settings in the new RFC 3576 Configuration and then press OK to save the
configuration.

Configuration Name: ExtremeWireless WING
MAC Format: XX-XX-XKX-XX-XX-XX
Destination Port: 3799

Supports CoA: Enabled

Additional Attributes

Acct-Session-Id: Enabled
Custom Attributes: Cisco Wired Reauthenticate Host

& @ Edit RFC 3576 Reauthentication Configuration

Configuration Mame; |E><trem elfireless WiNG

| MAC Format: [ttt

Crestination Part: |3.'-"99
|:| Supports Change of Authorization

| Additional RADILUS Attributes
[] Mas-IP-Address

| [Juser-Mame
| |:| Enterasys-Auth-Client-Type
| [[] Meszage-Authenticatar

I Acct-Session-ld

Custom Attributes:; | Cizco Wired Reauthenticate Hast =

’ oK H cancel ” Help l
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Press OK to save the RFC 3576 Configurations. If the sysObjectld of the wireless controller is
known, it can be mapped to the reauthentication configuration in the window below. Otherwise
select Cancel and the configuration can be statically mapped in the Advanced Settings of the
Add Switch dialog when adding the wireless controller to Access Control. Enforce the
configuration once complete.

[ ] @ New Switch Reauthentication Configuration

| sysObjectld I1.3.6.1.4.1.388.50.1.1.28

| Reauthentication Type [RFC 3576 - ExtremeWireless WiNG -]

’ Manage RFC 3576 Configurations... ]

Port Link Contral [Disahled - ]

| [ ok, ][ cancel ][ Help ]
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Revision History

Date Revision Changes Made

11/1/16 1.0 Initial Release T. Marcotte
1/18/16 | 1.1 Minor edit regarding CoA. T. Marcotte
11/02/17 1 2.0 Supporting clients behind NAT addition V.Dementyev/Y.Ostrovsky
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